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› People reuse passwords, 
finding those passwords might 
result in getting access to 
other services (Das et al 2014)
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Rank strings, extracted from a mobile device, 
based on their likelihood of being human 

generated passwords

Goal
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AI!
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Red_Shrimp_23! == password
Pa$$w0rdVib3s! == password

#E29A86;"></div>    != password
zip(components[1:], != password
today?              != password
presentation        != password



› Previous work:
– Probabilistic context-free grammar

– Text Convolutional Neural
Networks
 Focus on Github credential leakage

› Transformers
– Known to outperform TextCNN

Solutions?
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RQ1: What mix of training data yields the best result?

RQ2: Which model performs best?

Research Questions

12



Method
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UFED
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› Passwords
– Leaked credentials

› Non-Passwords
– Wordlist English/Dutch

– Crawls and Chats

– Carves

– Encodings

Training Data
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› PCFG

› XGBoost
– Character N-gram TF/IDF

– Feature engineering

› Deep Learning (finetuning)
– PassGPT

– DistillBERT

– CodeBERT

Models
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› Passwords (1000)
– Datasets

 RockYou

 MyHeritage

– Case data

Evaluation Data
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› Non-Passwords (~250k)
– UFED Custom Dictionary

 Apple iPhone 6s plus

 Apple iPhone 7

 Apple iPhone 11

 Huawei P smart

 Motorola Moto G9 plus

 Samsung Galaxy J7

 Samsung S20FE



› Performance of models?

› Presicion@k
– How many of the top 'k' are 

passwords?

› Presicion@5: 0.8

Evaluation
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Candidate Score

Sh3llf!shM@ster  0.99

Th!$1sS3cur3  0.97

hunter2$! 0.95 

elephant 0.93 

Cl@mpocalypse2024 0.91

LetMeIn_456  0.89 

CorrectHorse!  0.87 

P!nch3r$&Tr@p 0.85 

len(info[2]) 0.83 

Admin123!  0.81

… …

… …



Introduction

Data

Models

Evaluation

1

2

3

4

24

Results5



RQ1: What mix of training data yields the best results?

RQ2: Which model performs best?

Research Questions
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Chats Carves Hex* feature_xgb
precision@100

tfidf_xgb
precision@100

PassGPT
precision@100

✅ ✅ ✅ 0.36 0.77 0.9

✅ ✅ ❌ 0.68 0.64 0.83

✅ ❌ ❌ 0.71 0.61 0.77

❌ ✅ ❌ 0.18 0.1 0.03

❌ ❌ ❌ 0.16 0.01 0.06

RQ1 – Training data
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Results of case data



RQ2 - Models
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Model Precision@100 Precision@1000

distilBERT 0.89 0.326

codeBERT 0.83 0.35

passGPT 0.90 0.468

Feature_xgb 0.36 0.24

Tfidf_xgb 0.77 0.335

PCFG 0.18 0.105

Results of case data



RQ2 - Runtime models
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Model Seconds Precision@100

distilBERT 21 0.89

codeBERT 20 0.83

passGPT 42 0.90

Feature_xgb 14 0.36

Tfidf_xgb 38 0.77

PCFG 50 0.18

Results of case data
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› Training data important for 
performance models

› Models outperform existing 
method
– PassGPT slower, but more accurate 

maar nauwkeuriger

– distilBERT faster, maar but less 
accurate

– Usable for case work

› Quality of sorting can be
improved

Conclusion
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› Zxcvbnm123 ­> 0.9999

– ✅

› charmed666 ­> 0.9999

– ✅

› renegade13 ­> 0.9999

– ✅

› 62c2e97a024650a9 ­> 0.9793

– ❌

› Greentea! ­> 0.1361

– ❌

› password

› notapassword

Examples – (MyHeritage)
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› Improve performance
– Improve training data

– Other models

› Context
– Include location of password

– What is found 'around' the password? 

› Extractors
– Axiom?

– Evaluation text extraction UFED

Future work
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Link to paper:

Questions?


