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› Building on experiments from 2023 
and a prototype in 2024

› Currently working with an open 
source LLM on the local computer

– DeepSeek R1 Distill (Llama 8B)

› Will be replaced by a LLM server in 
the Hansken backend

› PhD researcher Timo Meconi NFI 
Hansken togetger with the
University of Groningen

› University of Applied Sciences 
Leiden Bachelor Forensic ICT thesis 
Nickey Beekers

The Hansken Copilot
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September 2024

› GPT-o1-preview (OpenAI)

› Llama 3.2 (Meta)

› Gemini Pro 1.5 & Notebook LM

› Qwen 2.5 (Alibaba)

October 2024

› Claude 3.5 Sonnet (Anthropic)

November 2024

› QwQ 32B Preview & Qwen 2.5 
Coder (Alibaba)

› DeepSeek r1 preview (DeepSeek)

› Claude 3.5 Haiku (Anthropic)

› SmolLM 2 & SmolVLM
(HuggingFace)

December 2024

› GPT-o1 & o1 Pro (OpenAI, and 
announces o3 & o3-mini)

› Gemini 2.0, Flash & Flash Thinking 

› Phi-4 (Microsoft)

› DeepSeek V3 (DeepSeek)

January 2025

› GPT-o3-mini en o3-mini-high 
(OpenAI)

› Mistrall 3 Small 24B (Mistral)

› DeepSeek-r1 (DeepSeek)

› DeepSeek-r1-distill-Qwen |Llama-
1.5|3|7|8|14|32|70 (DeepSeek)

› Sky-T1 32B (NovaSky)

February 2025

› Grok-3 (Xai)

› Claude 3.7 (Anthropic)

› ChatGPT-4.5 (OpenAI)

› Phi-4-mini en Phi-4-multimodal 
(Microsoft)

March 2025

› Gemma 3, 1/4/12/27B (Google)

› Bernie 4.5 and x1 (Baidu)

Recent developments
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See https://huggingface.co/spaces/reach-vb/2024-ai-timeline
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2025: Reasoning LLMs with large contexts

Can LLMs with extended context and reasoning capabilities transform digital 
investigations?
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› Pre-training:

– Long-term memory

– Information is stored in 
parametric memory, i.e., encoded 
in the weights of the model

– Only stores information that the 
model has seen during pre-
training

– Pre-training takes a long time for 
large models

› Context window:

– Short-term memory

– Relevant information is stored in 
the context, i.e., the prompt

– Can be provided at prompt 
time, including recent and 
private information

– Less chance of hallucinations

– Long contexts also take more 
time but much less time and 
resources than pre-training.

Long-term vs short-term memory in LLMs
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› ChatGPT-3.5 in 
November 2023 
started with only 
2,048 tokens

› GPT increases to 
8,192 – 32,768 –
128K tokens over the 
last 2 years

› New Google Gemini 
has over 2M tokens

LLMs with large contexts
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Needle in the haystack 
benchmark: measure how 
well a hidden “needle” can be 
retrieved from the models 
context. See:

› https://cloud.google.com/bl
og/products/ai-machine-
learning/the-needle-in-the-
haystack-test-and-how-
gemini-pro-solves-it

› https://github.com/gkamrad
t/LLMTest_NeedleInAHaystac
k

RULER benchmark is more 
reliable

› https://github.com/NVIDIA/
RULER

How well do LLMs remember details?
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https://cloud.google.com/blog/products/ai-machine-learning/the-needle-in-the-haystack-test-and-how-gemini-pro-solves-it
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› Essay published by Steven 
Johnson in November 2024: 

– https://thelongcontext.com

› Steven identifies “the ability 
to transform linear narratives 
into immersive adventures” 
where the language model is 
acting as a game host

From story to adventure game
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OpenAI's o1 and o3 models represent significant advancements in AI 
reasoning capabilities:

› o1: September 2024, was designed to enhance reasoning abilities 
in AI. It achieved high score on various benchmarks: 

– https://openai.com/index/introducing-openai-o1-preview

› o3: Building upon o1, OpenAI introduced o3 in December 2024. 
This model showcased remarkable improvements, achieving a 
score of 87.5% on the ARC-AGI benchmark in high-compute mode, 
surpassing the human-level threshold of 85%. 

– https://en.wikipedia.org/wiki/OpenAI_o3

LLMs that can reason
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Prompt to Grok-3
› Here is an example of a Sudoku puzzle 

and the solution:
Puzzle: 
07000004304000961080063490009405200035
84600200008005300800700919021000050070
40802

Solution: 
67951824354372961882163495779435218635
84617292168975344852763919621834751379
45862

Solve the following puzzle: 
30108650404652107050000000140080000208
03479000090500380040902000087340900072
0810

Grok-3 reasoning example: Sudoku
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› By Grok-3 in ≈ 5m

› The others can also do this:

– DeepSeek-r1 (12m15s)

– GPT-o1 (3m53s)

– GPT-o3-mini (1m50s)

– Gemini 2.0 Flash Thinking 
Experimental 01-21 (thinks for 
4s writes a working python script 
in 6s)

– Gemini 2.0 Pro Experimental 02-
05 (in 6.5s without thinking)

Sudoku solution
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Changing roles: from game host to detective
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The report
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› All conversations with max 3 
participants (252K tokens!)

› Here are conversations from phones that 

are part of a criminal investigation. A 

drug related crime is suspected. Who are 

involved, what can they be charged with 

and what evidence is there precisely?

› Provides an overview 

Gemini 2.0 Pro Experimental
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› All conversations with max 3 
participants (252K tokens!)

› Here are conversations from phones that 

are part of a criminal investigation. A 

drug related crime is suspected. Who are 

involved, what can they be charged with 

and what evidence is there precisely?

› Provides an overview 

› Ask follow-up questions!

– Is there cash money involved

Gemini 2.0 Pro Experimental
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› All conversations with max 3 
participants (252K tokens!)

› Here are conversations from phones that 

are part of a criminal investigation. A 

drug related crime is suspected. Who are 

involved, what can they be charged with 

and what evidence is there precisely?

› Provides an overview 

› Ask follow-up questions!

– Is there cash money involved

– Ask for the trace id

Gemini 2.0 Pro Experimental
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› All conversations with max 3 
participants (252K tokens!)

› Here are conversations from phones that 
are part of a criminal investigation. A 
drug related crime is suspected. Who are 
involved, what can they be charged with 
and what evidence is there precisely?

› Provides an overview 

› Ask follow-up questions!

– Is there cash money involved

– Ask for the trace id

– Ask for passwords…

Gemini 2.0 Pro Experimental
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› 671B is a bit too large to do 
this ourselves

› But DeepSeek has taught
small open source models
how to reason: 

Can we do this with open source? DeepSeek R1
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https://github.com/deepseek-ai/DeepSeek-R1

https://github.com/deepseek-ai/DeepSeek-R1


› This is the prompt:
Thinking Output:

Alright, so I'm trying to figure out all the individuals 

involved in this case based on the information provided. Let 

me start by going through each section step by step.

First, from the extracted details, there are nine names 

listed: Quan, Joseph, Nerijus, Figo, Sheila, Antonio Gotta, 

Rosie, Liss, and Lizz. I need to make sure I include all of 

them with their roles and relevant evidence.

Starting with Quan. He's the owner of a Motorola phone. His 

role is claimed as someone who recently returned from a 

family visit in the UK, saying the cash is a gift from his 

deceased grandfather for his studies and gambling debts. The 

evidence includes WhatsApp chats where he talks about 

meeting Sheila and Figo, and SMS messages confirming an 

airport pickup on July 21, 2022.

Next, Joseph owns an iPhone 6s and a MacBook. His role is as 

the owner of "Prinse Rental," a car rental business. He 

claims to have been picking up someone from the airport but 

denies knowledge about the cash. Evidence includes Telegram 

chats with Nerijus about drug deals, SMS messages about the 

pickup, and his car being spotted at a depot.

……

Experiment: Entity Identification
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Based on the following information from the extracted details 
and the background provided in Parts 1 and 2, identify and list 
all individuals involved in the case. For each person, include:

- Their full name (and any known aliases),

- Their claimed role as provided in the statements,

- Relevant hints or evidence regarding their involvement (with 
references such as conversation dates or markers).

Extracted Details:

{step1_output}

Background (Parts 1 and 2):

{part1}

{part2}

Please output the list in a structured, numbered format or as a 
well-structured table with clear columns.

Using DeepSeek-R1-Distill-Llama-8B-Q8



Comments:

› Response time 28s

› Liss and Lizz are the same
persons but the LLM doesn’t
get that

› If we summarize information 
between prompts the LLM 
may not see all the details

Name Aliases Claimed Role
Relevant 

Evidence/References

Quan Motorola phone owner

Recently returned from 

a family visit, claims 

cash is a gift for studies 

and debts.

- WhatsApp chats with Sheila and 

Figo about meetings and 

payments.

- SMS messages confirming airport 

pickup on July 21, 2022.

Joseph iPhone 6s and MacBook owner

Car rental business 

("Prinse Rental") owner, 

claims to have picked up 

someone from the 

airport.

- Telegram chats with Nerijus 

about drug deals.

- SMS messages about the pickup.

- Car spotted at a depot.

Nerijus Arrested in IJmuiden

Key player coordinating 

drug deals and Bitcoin 

transfers.

- Telegram conversations with 

Antonio Gotta discussing drug 

deals and payments.

Figo WhatsApp ID: 31644891202
Involved in transactions 

or meetings.

- WhatsApp chats with Quan about 

meeting again and payment for a 

party.

Sheila
WhatsApp ID: 

+31685197340

Regular meetups with 

Quan at McDonald's and 

Club Thouma.

- Quan mentions her as a potential 

witness to his claims.

Antonio Gotta Telegram ID: 35499603375

Likely part of the 

criminal organization 

involved in drug deals.

- Telegram conversations with 

Nerijus about drug deals and 

Bitcoin payments.

Rosie WhatsApp ID: 31647741365
Involved in logistics or 

delivery discussions.

- WhatsApp chats with Nerijus 

about new routes for transporting 

goods.

Liss Hospital worker

Spotted with Joseph's 

car at a depot, leading 

to police scrutiny.

- Police visited her home regarding 

Joseph's car.

Lizz Mentioned in conversation

Potential co-conspirator 

who knows too much 

about the operation.

- Joseph expresses concern about 

her knowledge.

Identified entities
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What’s next?

New open source models are arriving
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› Microsoft Phi-4-mini (3.8B) and Phi-4-
multimodal (5.6B) with 128K context with
24 languages

› Google Gemma (1/4/12/27B) with 128K 
context and also multimodal and 140+ 
languages.

› We can expect Llama 4 to be released this 
year (probably 1H2025)

› Use cases:

– Translation

– Besides text also image recognition, OCR, 
speech-to-text

– Useful for chat conversations with
pictures,videos and voice messages

New small open source LLMs
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https://www.forensicfocus.com/articles/
chatgpt-a-digital-sleuth-for-detectiveshttps://ceur-ws.org/Vol-3423

https://eforensicsmag.com/unraveling-
digital-mysteries-how-ai-copilots-can-

revolutionize-digital-forensic-investigations/

Dr. Hans Henseler

h.henseler@nfi.nl

www.linkedin.com/in/henseler

Thank you!

Related abstracts, papers and articles:

mailto:h.henseler@nfi.nl
http://www.linkedin.com/in/henseler

