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The Hansken Copilot

> Building on experiments from 2023
and a prototype in 2024

> CurrentI{ working with an open
source LLM on the local computer

— DeepSeek R1 Distill (Llama 8B)

> Will be replaced by a LLM server in
the Hansken backend

> PhD researcher Timo Meconi NFI
Hansken tog{:et er with the
University of Groningen

> University of Applied Sciences _
Leiden Bachelor Forensic ICT thesis
Nickey Beekers
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Recent developments |;OPE“A' = |
| HOSﬁOFT
| - Morosoft s
it : DEEPSEE

September 2024 > Phi-4 (Microsoft) 5 | (.. Googsoft; Klg Ii
> GPT-ol-preview (OpenAl) > DeepSeek V3 (DeepSeek) it !~mn',. u!' nu pSky
. Llama 3.2 (Meta) January 2025 .ud; DEepseek | Alibafy .NV' f;‘:y MICSKY | XA|

- )14\1 NOVASAK OvAsky s !
> Gemini Pro 1.5 & Notebook LM > GPT-03-mini en 03-mini-high = =7 7_NOVA_. Y3 ‘
> Qwen 2.5 (Alibaba) (OpenAl) ’ =
October 2024 . Mistrall 3 Small 24B (Mistral)

> Claude 3.5 Sonnet (Anthropic) > DeepSeek-r1 (DeepSeek)

November 2024
v r > DeepSeek-ri1-distill-Qwen |Llama-

> QwQ 32B Preview & Qwen 2.5 1.5[3]718]14|32|70 (DeepSeek)
Coder (Alibaba) > Sky-T1 32B (NovaSky)

> DeepSeek rl preview (DeepSeek) February 2025

> Claude 3.5 Haiku (Anthropic) > Grok-3 (Xai)

> SmolLM 2 & SmolVLM > Claude 3.7 (Anthropic)
(HuggingFace) > ChatGPT-4.5 (OpenAlI)

December 2024 > E’ il-céllc-)rgbi i)en Phi-4-multimodal

> GPT-01 & o1 Pro (OpenAl, and March 2025

announces 03 & 03-mini) . Gemma 3, 1/4/12/27B (Google)

o o See https://huggingface.co/spaces/reach-vb/2024-ai-timeline
> Gemini 2.0, Flash & Flash Thinking | gernie 4.5 and x1 (Baidu)
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Can LLMs with extended context and reasoning capabilities transform digital
investigations?
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Long-term vs short-term memory in LLMs

> Pre-training:

Long-term memory

Information is stored in
parametric memory, i.e., encoded
in the weights of the model

Only stores information that the
model has seen during pre-
training

Pre-training takes a long time for
large models

Deep Reasoning and Large Context Windows: Next-generation Al in Digital Forensic Investigations

> Context window:

Short-term memory

Relevant information is stored in
the context, i.e., the prompt

Can be provided at prompt
time, including recent and
private information

Less chance of hallucinations

Long contexts also take more
time but much less time and
resources than pre-training.
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LLMs with large contexts

> ChatGPT-3.5 in
November 2023
started with only
2,048 tokens

> GPT increases to
8,192 - 32,768 -
128K tokens over the
last 2 years

> New Google Gemini
has over 2M tokens
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How well do LLMs remember details?

Needle in the haystack Pressure Testing GPT-4 128K via "Needle In A HayStack”
be N Ch ma rk ' measure h oW o Asking GPT-4 To Do Fact Retrieval Across Context Lengths & Document Depth
. Top
well a hidden "needle” can be Pocument Acouracy

Of Retrieval

retrieved from the models
context. See:

GPT-4 retrieval accuracy
started to degrade at large
context lengths when the fact
was placed between

> https://cloud.google.com/bl

10%-50% document depth

og/products/ai-machine- Placed Fact i
learning/the-needle-in-the- Document o2, Accuracy
haystack-test-and-how- Depth Of Retrievel

gemini-pro-solves-it

7
Doc Depth

> https://github.com/gkamrad
’Ic</LLMTest NeedleInAHaystac

0%
Accuracy

- Bottom Of of Retrieval
. Document 1K 10k 19K 28K 37K 46K 55K 64K 73K 82K 9K 100K 109K 8K 128K
RULER benchmark is more - Context Length (# Tokens) .
reliable
Goal: Test GPT-4 Abilii(:y To Retriev)e Information From Large Context Windows
. H A fact was placed within a document. GPT-4 (1106-preview) was then asked to retrieve it. The output was evaluated for accuracy.

> httDs . //q Ith u b .CO m/ NVI DIA/ This test was run at 15 different document depths (top > bottom) and 15 different context lengths (1K >128K tokens).

RU LE R 2x tests were run for larger contexts for a larger sample size.
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https://cloud.google.com/blog/products/ai-machine-learning/the-needle-in-the-haystack-test-and-how-gemini-pro-solves-it
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From story to adventure game

Let's play

Do

> Essay published by Steven
J O h n SO n i n N Ove m b e r 2 O 2 4 : Q Welcome, Detective Faurot, to the bustling streets of Soho, New York City, February 23rd, 1911. The

year is young, but the city never sleeps, especially not for its criminal element. You are Joseph
Faurot, a rising star in the New York Police Department, known for your relentless pursuit of modern

- h tt D S : //t h e | O n Cl CO n teXt . CO m forensic techniques, particularly the then-obscure science of fingerprinting.

Your Goal: You have been summoned to the scene of a burglary at a garment factory owned by the

> S teve n i d e n t i fi e s " th e abi/ity Bernstein brothers. Your task is to utilize your unique expertise to identify the perpetrator and bring

. . him to justice. The fate of forensic science in America might just rest on your shoulders.
to tranSform /In ear narra tl VeS The Challenge: You must successfully identify the suspect in 10 actions or less. Each decision you
in to imm ersive adven tur-es 7”7 make, each clue you pursue, will count as an action. Choose wisely, Detective.
. Actions Remaining: 10
where the language model is . o . |
. The Scene: You arrive at 171 Wooster Street with Officer James Fitzpatrick, a seasoned detective

t h t with a keen eye for detail. The Bernstein brothers' garment factory, a hive of activity by day, now

a C I n g a s a g a m e O S stands eerily silent, the victim of a meticulous break-in. Officer Fitzpatrick briefs you on the scene:
tha thiaf antarad thraiinh an ahandanad third_flaar Inft it thranianh tha cailina tA arrace the farntary

[L ype your message... J m o
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LLMs that can reason

OpenAl's 01 and 03 models represent significant advancements in Al
reasoning capabilities:

> 01: September 2024, was designed to enhance reasoning abilities
in Al. It achieved high score on various benchmarks:
- https://openai.com/index/introducing-openai-ol-preview

> 03: Building upon 01, OpenAl introduced 03 in December 2024.
This model showcased remarkable improvements, achieving a
score of 87.5% on the ARC-AGI benchmark in high-compute mode,
surpassing the human-level threshold of 85%.

- https://en.wikipedia.org/wiki/OpenAl 03
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Grok-3 reasoning example: Sudoku

Prompt to Grok-3

>

Here is an example of a Sudoku puzzle
and the solution:

Puzzle:
07000004304000961080063490009405200035
84600200008005300800700919021000050070
40802

Solution:
67951824354372961882163495779435218635
84617292168975344852763919621834751379
45862

Solve the following puzzle:
30108650404652107050000000140080000208
03479000090500380040902000087340900072
0810

Deep Reasoning and Large Context Windows: Next-generation Al in Digital Forensic Investigations

Here is an example of 3 Sudoku puzzle and the soluticn:

Puzzle:
07000004 30400086 108006349000040520003584800200008005300800700518
02100005007040802

Solution:
6780182435437 296188 21634957704 3521863584617 2921685875 34485276397196 21
83475137245862

Solve the following puzzle:
3010865040485210705000000014008000020803478000020500380040802000
0B73402000720810

O Thought for 256s

Expand for details

Ta solve the Sudoku puzzle provided in the query—

6 GELESALAAA5 1 BTRSARRRARAT SAARAAGA? AAAI4T SRCAGSI A IRANAAIDRNARTIAR9ARAT AN 1A —we
need to fill 3 8x& grid such that each row, column, and 33 subgrid contains the digits 1 through 2
exactly once. The puzzle is given as an 81-character string, where "0" reprezents an empty cell,
and we will interpret it by splitting it into 9 rows of 8 digits each. Let's proceed step-by-step o

derive tha solution.

Step 1: Represent the Initial Puzzie

DFRWS EU 2025, 3-4-2025



Sudoku solution

> By Grok-3 in ® 5m

> The others can also do this:
- DeepSeek-r1 (12m15s)
- GPT-01 (3m53s)
- GPT-03-mini (1m50s)

— Gemini 2.0 Flash Thinkin
Experimental 01-21 (thinks for
_456\_)N3ites a working python script
in 6s

— Gemini 2.0 Pro Experimental 02-
05 (in 6.5s without thinking)

Deep Reasoning and Large Context Windows: Next-generation Al in Digital Forensic Investigations

» Row7: 634195287 (fills remaining cells)

Final Grid

The completed Sudoku grid is:

371986524
846521379
592473861
463819752
285347916
719652438
634195287
128734695
95726814373

Verification

« Rows: Each contains 1-8 without repetition.

» Columns: Each contains 1-9 (e.g., Column 1: 3, 8,5, 4, 2,7, 6,1, 9).
= Subgrids: Each 3x3 has 1-9 (e.g., Subgrid9: 2 8 7, 6 9 5, 1 4 3).

Solution as a String

Concatenating all rows:

Final Answer:

3719865248465213795924738614638197522853479167196524 386341952871287346959572681

43

M- r o :

I5T26814
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Changing roles: from game host to detective

3' (1m} B3 Hansken Engelstalige e-learnings X - (u] X
{ & (9 httpsy//nfilingur.com/mod/scorm/player.php?a=498& currentorg=B0&scoid =104 A9y ‘hat the mentioned
ChatGPT o1 & _© i ey ’

es were found.

1 = Ataglance, here is the informati

Hansken have for you
FUNDAMENTALS

“Why did you arrest me? | haven't done anything wrong. Do

¢ individuals, their

you always arrest people returning from a family visit to the

UK? ... That is, indeed, my suitcase. A gift from my recently messages that

nd carefully crafted

deceased grandfather. All | want to do with this money is  »nstrate how the

13% COMPLETE

A suitcase with a large sum of money

v WELCOME TO THE TEAM!

- Quan Xiuan “I received a message asking if | could pick up someone at
— The case Crystal Clear
o the airport. This is something | do on a daily basis. Prinse
— Digital traces °

A GPS tracker . .
= Gettingstarted with Hansken @) rental is run by me. My company provides car rentals. | have
v EE Quan is picked up by Joseph Prinse. a long list of satisfied customers who recommend my
= Followthemeney O services. We occasionally pick up people who have rented
o RS WILL I RESEARCH? The arrest on July 21, 2022 + .

cars. I'm not sure why he (Quan) had so much money on

— The big picture . . . "

The suitcase, two cell phones, alaptopanda ~ + him. He most likely won the lottery or something ...
» WHAT WILL | BE SEARCHING FOR? car were seized

- Joseph Prinse
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The report

() Thought

Investiga
Subject:

Criminal

1. Intro
Investiga

Case Refi
and prod

Date of F
Purpose

e Top
of Q

conr
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Final Determination

Evidence strongl’

based criminal el

Nerijus is a key ¢

manufacturing o

Joseph and Quai

while Rosie prov

The combination

connects them tc

Regort
Crystal Clear” Case  Ivolvement of Suspects Quan, Joseph, and Nesijus, and
n

S Milles, Amsierdann Police

Case Referemce: Crystal Clesr — Ongolug ivestigaticn into a suspected ransnaticnal drug
cratlicking and prodaction coganizatica.

Date of Repore: Curment dasd of writing

Parpose of Reporc:

* Toprsen gy dil e, et mescages ad eraaising 0
ehe aresis o Quaan and Jrsepis e July 34, 172, ane e subseques: anmest of Nesijus
in Lsnuides in sounestion wii na.l.ghmqu
i b Quzm and Josegh came i possess a large s af cach, b they
d where they were beaded.
crne i g
o aghes el e

1ot larger erimisal cgaesization. and
of this eperation.

2. Backgroun:
L. Arvest of Quan aud Jozeph (Fuly 24, 202
= Quan and foeph weee apprebended ai Schipinl Ayt carying a subsiasial

ampuni of eash
o Confiscated dhvices
* Quan's Phome: A Motcevla smarghone.
= Jeseph's iPhoue 6.

. 3
= Analysis of these devices via the Hassken digial foressic plarform revealed 5
series af el eomenunicainen suggesting llci acividies
et

i vy

P i s el car bsinesscaled i Reatal and
segulacly picks u clicats ol the aispoct,

 Demies knawlede of uan’s cash, explainiag be wis merely falfilling

& request o pick soteeane up.
P——

Foizt
& Rasie and Nesijus discus cetes’ 1 vl desection (e 5 . freigh rounes.
seliedulig checks 1o be canseled).

2 R e i in fashice design (“Rosie’s Fashinn
e “goonds” in shipenents
atthe
4. Conti el i ssilon ool
a

312 Comversation 12 {Text Mesages)

» Parcicipants: “Nerijus” and Liss (P 31647741 563Fone: 131647741365)
2022

. nm:m-

': unjus\Iuml;mlwlmm\.mmr \rpm
= Liza rehuf hien, coufirmiong istimicuio
ocrns.

npts connected to Joseph's

313 Comversation 13 (Whanipg)

" (Whate &tV 3 FATEIAITW ot A

£ ? P8 Netherlands Forensic Institute
+><38 Ministry of Justice and Security

* mested 36 & suspected drug lah in Uniden.
* lvvwked his right o resnaie silent
i Iuisial Observasions:
= Large s of - w
e i st |
o Repesed rel 1o pickivig up o drogin i

i

i, o o A b gt ol i o i
and trafficiing,
Several conyesations mention “lab,

“drugs," “payment in Bits

3. Summary of Relevant Digital Communications

F m.n..l crous WhatsApp, SMS, sd
ol foraua For clariy, chesacraion s s
i sy ..mmg,h.ua sgicasce 50 the inves:

31 Cosversation 1 {Quan’s Macorsls)

+ Parcicipanis: Ouan (owner) and “Fige® (WhatsAppl- 21644591 200 Whats A 11
He44891202)
Dares:

3002 50 11-7.2002

Figo-asks Quan if e has “eswonagh infiocmation.” G confiss.
e e fox the party,” suggesting  truns o o

= Buy a saitcase via M
 Sead photos of the sascase. the dr
B lmull.nnluuswlxw e et consmumcicn
4 The ederemces io “lab* s “traceable receipes” ssvagly saggest
illcit aceyiries v .m% Tans et or prepastion.

s svd bl e
. and the lab

32 Comversation 2 (Quan's Meturela, Wharzpg)

FALGES 1F T3P hane: 43

» Parsicipane: Quan and Sl (%
Dases: 373001 30 872021

activit
4. Sl b kel bt acquaisane o clascante Eron Pramssceuical
Sciences.

33 Coaversation 3 {Qusn aad Skeils via Text Meninge)

b deses kaowledge in his statemes:.
4. Quan - Courier / Male or Facilitstor
= Amives fiom the UK oo July 21w

“

= Clem o ey s it bt s e suggess deepes
invalvement
& Rasie - Route Planser | Coardimstor
= e plannew gt ks wavaid s hocks il cogs
= e s (R s Faceian Dulaae) s s
her ABN-AMRO

woek or sesarate loeal Bandler.

-+ Poize:
‘= At duplicases some awssages i
secial cantact

Comversation 2, indicating narmal

34, Coaversation 4 (Quan's Matorcls, WhatsApp)

» Pardicipants: (o and Josepia (Whatppl (3 L647750073 W hatuspp 10
1A TTI00TS)
 Dames: 12,9200 w21

Pai
lmeplumiu.(hun s flight desails, offeriag t0 pick Bim up a2 he ai
i lands ud wacets Joseph near the AKC Stare s

.
e airpat

pl.u.l
3. Comfirms dinect coonination bevween (uan and Joseph o pickup an July 21.

35 Coaversacion % (Quan's Motorels, $115)

647931

* Parricipants: Joscph {hane-
i1

1. Discussion about sickets o boxing gala, which appears o be o casual event.
2 No diseet mention of illict activity i this coeversash
3. Demanstrases fosepl and Nerjus have a pessoial or fiendly relaticeship

7. Comversation 7 (Joseph's Phune, Whatsipp)

invinidation tactics againss Lizz,

= T top appears 50 be Awtomin Goeta, priding imstrustions to Nerijus (who
in urs smasages Jasepin, Quan, and Rosiel
“Figa” emexges = ancdherplayer ghing Quan i, haugh e i«

4 and 20-7
nuluwuu 1w use itz
Sem

uttbe cash came from 2 prasdfhes's ol
i st g L e b e and

[Epa—y
oeph desiel of kil bt Eus's ey isrefied by repeatcd
messages coordinaing pickups, packages. and neferesing e same address in
Hisisidens.

o

5. Comversation § (Joseph's Phune, Wharsipp)

* Pardicipanes: Joseph (onner] and Lizz {Whats ARl 31647741 363 WhissApe 10:
3064741365
Dates

+ Key Pomes
Early messages s demest i el e
1472022 Mpn.‘.k:m,ma.lmu--mk.ex 0 the “depot

s.'n’\pedb~.|ul\u|w.sm... the dep, b guectin hecr|

I e

ic
!
4
£

then scek help froem Nerijus

-

d
Jeseph wiems bireso s pelce thrcate
(Coaversasion 7

Tk oversation s ocep's despr vl inhcing s
a consier fior suspicicus packages (“car parts” hst he needed deliveredy

33 Comversation 8 (Telegram)

+ Paricipants: “Nerijus” m
I

g Lizr as

ULy 38629387621 ) and “Antonio Gotsa"

o Dates .9.2003 10 3720

. and shippiog
pevdcts 10 i i
wetiams, requests payanent fic i expessive Swiss waschh

-

pcen
257202 A e :mnum.\uu,\\mwumuu
pc.m.. paali o "o what vee agreed

1 ¢ withia the criminal coserprise.

whereas Nerijus hasdles operatianal sasks (productian, lsb, shipp

319 Casversation 10 (Joseph's Phons, WhatsApg)

+ Participants: “N
and Joseglh {Wiaes AplD-3 164
Dates: |1-7-2002 sa 2022

s W hats Appl D03 6470602 WhatsApp 10: $164702
A7 WhatsApp 1D: 31647730075

Poists:
= Substantialy overlaps wish Canvessation 7, referencing aisport pickup and

i oves L

311 Cosversasion 11 (Nerijus's Phose. Whacdgp)

* Pardicipants: “Nerijus” {(Whats App1D:3 64792602 TWhatslpgs 10: 51647926027
e (W D505 s L 31647996126)
Dates: 472022 30 2272002

4. Tnternationsl
= Ve with UK auhorisies (CJuas's ocigin). a5 well as potential Spanisslsalizn
s {1z el and possible Ialian coecions).

Juri
Finsl Determizstion
. By sougly indicates tha Angoni stoe ind, directisg

e far sy g penducion s kg,
sl et g tre Lmiden dug o, P

S —

r.amm.ny.m\- i
o Lol L m,mm

selidly camnects

7. Attachments / Appeadices

* Appendix A: Detailed chat amseripts (isdividual extracts and refesences 1o rekevant

DFRWS EU 2025, 3-4-2025
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Gemini 2.0 Pro Experimental

> All conversations with max 3
participants (252K tokens!) e
Google Al Studio Drug Smuggling Conspiracy Imvestigation f:  +~ Compars 0
> Here are conversations from phones that T I — L
are part of a criminal investigation. A T R snd “
drug related crime is suspected. Who are . Stroam festime T —
involved, what can they be charged with I — i ey Gt 02 =
and what evidence is there precisely? A ' : f
D whwsa exto 1 e

> Provides an overview am— .

K Prompa Qab
Here ane Comversatons from phones that ame pant of a criseal imvestigation. & drug related orime is oy
Pi decumaniat Seary saparted. Who we msvobed, what can they be changed with snd what ssdencs & thas procissly?
Saructured owiput
£ Developer forum =
3 Changsicg Hari's o broskdown of the potential irvchwment, charges, and evidenci based on the prosvided
Corversatons, separated by phone snd ndssduaiy
Code guptut S
Crvarall Axsessmant =.
Thay corwaniations strongly suggent o coondinated offart iosmuggle and dintribute Begal druge. Thems prcdion call gy
dacussion of lngivtics. concealing goods, awvosding detecton, payments rcladng crypiocurmencyl. and
CONCEET, S0 potisntial Dok Mol Tha evicencs pounis B0 & CONSERBCY Mrehing o kst e
& Sesting . s Poin Fimafian inssai Nefns P R -

L =]

Deep Reasoning and Large Context Windows: Next-generation Al in Digital Forensic Investigations DFRWS EU 2025, 3-4-2025
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Gemini 2.0 Pro Experimental

Was there any cash imvolved?

> All conversations with max 3
pa rti Ci pa n ts ( 2 5 2 K to ke n S ! ) Baset on the providad conversatiors, there's a strang ndicatian that cash was invclvad, athough it's

not the primary method of payment d=cussed. Here's the breakdoan
> Here are conversations from phones that

are part of a criminal investigation. A Evidence for Cash Involvement:

drug related crime is suspected. Who are

inVOlvedr what can they be Charged with * Figo Johnson's instructions to Guan Xiuan: In the Telegram coversation, Figo nztructs Guan: “buy
and what evidence is there precisely? saicase via Marktolaats for transter (make sure to pary cash 10 leave No traceabie recaist).” This

axplicitly menticns using ca=h 1or 8 purchase relatad 10 the oparaticn, with the sgectic mntent of
avaiding a paper tral, Thisis & classic tactic asad in ilicit actwifies ro aenid dataction.

> Provides an overview

> Ask follow-up questions!
+ Euros: Rosie l'.'on.s::ir.:.u u-;h.:', r-cu.. Do, .‘Hjcv.v :r;:rr: Eurc's wi.! I::.-iar.w"cn':c ¥ and requests a
_ IS th e re Ca S h m O n ey I nVO Ived transter 10 8 spechic bank account number [NLAO ABNA 6655%9T74).

« Bitooin: Nerjus Bes and Antonia Gotta discuss a deal in Ibiza where “celvered drugs wil be paid in

Becoins.”

Evidence for Other Forms of Payment (More Prominent):

+ Bank Transfers: Fosia Boudoa provides 5 hank account number (NL 40 ABNA 655599774 far A
transfer. Nenjus confirms payments to Antario Gotta.
*Irvoices: Antonic has esked Nerjus to pay invcices, cnce for work done, and once for awaseh, but

wath thao lovnanlnd avenantinn thar s Lo Ada o snionsunt bAae vy
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Gemini 2.0 Pro Experimental

Can you provide 18 evidencs races bar Fioga instrustion 10 Guan?

> All conversations with max 3
participants (252K tokens!)

Ihz evidence trace for Figo Johnson's instruction to GQuan Xivan is:

» Dewice: 04 Matarala modo &9 plus (EN)

> Here are conversations from phones that o Custodan: Duan Kiar
are part of a criminal investigation. A v Evidence Trace: 348530 04bi £10c 0547 TecS583e31153:0 8 8 18 28 5 2 5 Iod
drug related crime is suspected. Who are « App Whatsapp
involved, what can they be Charged with o Comeersation: A WhalsApg coresraatian Betwie Figo Jobrmsan (31624501000 what caps.net)
and what evidence is there precisely? and Guan Xiuan
v Mesage Date and content 2022-07-11TC0E23L:23 | Fram: Figa Johnson | Toe Quan Xivan | Massage:

Hi Guan,

> P rOV i d es a n Ove rV i eW | higva Bomerslnuchong 1or your Tamely wanl
> AS k fo I I OW— u p q u esti O n S ! v buy suitcase via Markipaats far transfer (make sure to pay cash &2 leass no fraceble receips)

& Sant ma A phota of the sultcasa wa Snapchar

- Is there cash money involved S ——
— Ask for the trace id

This tracs showes & rnessage wilh apecife iratructons an & carkan dabd, an a parteular ghone (04d).
nack & Whatzapp chat
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Gemini 2.0 Pro Experimental

> All conversations with max 3
participants (252K tokens!)

> Here are conversations from phones that
are part of a criminal investigation. A
drug related crime is suspected. Who are
involved, what can they be charged with
and what evidence is there precisely?

> Provides an overview ;

> Ask follow-up questions!

— Is there cash money involved ‘.

- Ask for the trace id
- Ask for passwords...

w

Deep Reasoning and Large Context Windows: Next-generation Al in Digital Forensic Investigations

Did you see any strings in the messages that are potentially passwords?

. Explicit Passwords: There are no messages where someone explicitly states "the password is..." or similar.
2. Verification Codes (Temporary Passwords): Several messages contain numerical codes sent by services for login verification.

These function as one-time passwords but are not persistent user-chosen passwords.

o

44999 (Telegram login code for Nerijus Bos)

o

59636 (Telegram login code for Nerijus Bos)

o

600-139 (WhatsApp verification code for Quan Xiuan)
o 879061 (Snapchat code for Quan Xiuan)
o eea732 (TikTok verification code for Rosie Boudica)

Invite/Referral Codes: Some strings are clearly identified as invite or referral codes, which are generally not passwords but could
potentially be reused by users if simple enough.

o 96641503 (Xen Capital invite code sent to Nerijus Bos)

o 7745 (Bizo Investment referral code sent to Nerijus Bos)

© BRADDARIORP (SpaceMine Wallet referral code from bot)

System/Transaction Identifiers:

o 4sglqlp5sve : This appears in the WhatsApp verification message sent to Quan Xiuan. It's likely a system-generated identifier
or hash related to the verification process, not a user password.

o flpzQvK2eul : This appears in the TikTok verification message sent to Rosie Boudica, similar to the WhatsApp one, likely a
system identifier.

o The long alphanumeric strings in the Minter Hub/crypto bot chats are overwhelmingly contract addresses, wallet addresses
(public keys), transaction IDs, or token tickers, not passwords.

. Bank Account Numbers: nL4e ABNA 665599774, 8048107964, 88575479 are clearly bank account numbers.

DFRWS EU 2025, 3-4-2025
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Can we do this with open source? DeepSeek R1

DeepSeek-R1 Models

Model #Total Params  #Activated Params  Context Length Download
DeepSeek R1-Zero 6718 37B 128K & HuggingFace @ww4 DeepSeek-R1 OpenAl-01-1217 DeepSeek-R1-32B OpenAl-o1-mini DeepSeek-V3
- - k|
- I 100
DeepSeek-R1 671B 37B 128K & HuggingFace

> 671B is a bit too large to do
this ourselves

=3
S

o
S

> But DeepSeek has taught
small open source models
how to reason:

Accuracy / Percentile (%)

Model Base Model

8]
=)

DeepSeek-R1-Distill-Qwen-1.5B8 Owen2.5-Math-1.58

A

2 AINMITITIIITNINNNNNNNINNN..G

DeepSeeck-R1-Distill-Qwen-7B Owen2.5-Math-7B

DeepSeek-R1-Distill-Llama-8B Llama-3.1-8B i "“Tfi;ﬂ" C?,:i?:::es Qﬁff@iﬂm“" Mﬁff(;im ﬁf@f})} Swg_b:zzj}:e::mﬂed
DeepSeek-R1-Distill-Qwen-148 Qwen2.5-148 https://github.com/deepseek-ai/DeepSeek-R1
DeepSeek-R1-Distill-Qwen-32B QwenZ.5-32B

DeepSeek-R1-Distill-Llama-70B  Llama-3.3-70B-Instruct
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> This is the prompt:

Thinking Output:

Based on the following information from the extracted details
and the background provided in Parts 1 and 2, identify and list
all individuals involved in the case. For each person, include:

Alright, so I'm trying to figure out all the individuals
involved in this case based on the information provided. Let
me start by going through each section step by step.

- Their full name (and any known aliases),

First, from the extracted details, there are nine names
listed: Quan, Joseph, Nerijus, Figo, Sheila, Antonio Gotta,
Rosie, Liss, and Lizz. I need to make sure I include all of
them with their roles and relevant evidence.

- Their claimed role as provided in the statements,

- Relevant hints or evidence regarding their involvement (with
references such as conversation dates or markers).

role is claimed as someone who recently returned from a
family visit in the UK, saying the cash is a gift from his
deceased grandfather for his studies and gambling debts. The
evidence includes WhatsApp chats where he talks about
meeting Sheila and Figo, and SMS messages confirming an
airport pickup on July 21, 2022.

{stepl_output}
Background (Parts 1 and 2):
{partl}

{part2} ) ) )
Next, Joseph owns an iPhone 6s and a MacBook. His role is as

the owner of "Prinse Rental," a car rental business. He
claims to have been picking up someone from the airport but
denies knowledge about the cash. Evidence includes Telegram
chats with Nerijus about drug deals, SMS messages about the
pickup, and his car being spotted at a depot.

Please output the list in a structured, numbered format or as a

|
|
|
|
|
|
|
|
|
|
|
|
Extracted Details: : Starting with Quan. He's the owner of a Motorola phone. His

|
|
|
|
|
|
|
|
well-structured table with clear columns. :
|

|

|

|

Using DeepSeek-R1-Distill-Llama-8B-Q8
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Identified entities

Comments:
> Response time 28s

> Liss and Lizz are the same
persons but the LLM doesn’t
get that

> If we summarize information
between prompts the LLM
may not see all the details

Deep Reasoning and Large Context Windows: Next-generation Al in Digital Forensic Investigations

i
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Quan

Joseph

Nerijus

Figo

Sheila

Antonio Gotta

Rosie

Liss

Lizz

Motorola phone owner

iPhone 6s and MacBook owner

Arrested in IJmuiden

WhatsApp ID: 31644891202

WhatsApp ID:
+31685197340

Telegram ID: 35499603375

WhatsApp ID: 31647741365

Hospital worker

Mentioned in conversation

Claimed Role

Recently returned from
a family visit, claims
cash is a gift for studies
and debts.

Car rental business
("Prinse Rental") owner,
claims to have picked up
someone from the
airport.

Key player coordinating
drug deals and Bitcoin
transfers.

Involved in transactions
or meetings.

Regular meetups with
Quan at McDonald's and
Club Thouma.

Likely part of the
criminal organization
involved in drug deals.

Involved in logistics or
delivery discussions.

Spotted with Joseph's
car at a depot, leading
to police scrutiny.

Potential co-conspirator
who knows too much
about the operation.

Relevant

Evidence/References

- WhatsApp chats with Sheila and
Figo about meetings and
payments.

- SMS messages confirming airport
pickup on July 21, 2022.

- Telegram chats with Nerijus
about drug deals.

- SMS messages about the pickup.
- Car spotted at a depot.

- Telegram conversations with
Antonio Gotta discussing drug
deals and payments.

- WhatsApp chats with Quan about
meeting again and payment for a
party.

- Quan mentions her as a potential
witness to his claims.

- Telegram conversations with
Nerijus about drug deals and
Bitcoin payments.

- WhatsApp chats with Nerijus
about new routes for transporting
goods.

- Police visited her home regarding
Joseph's car.

- Joseph expresses concern about
her knowledge.
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New open source models are arriving
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New small open source LLMs

> Microsoft Phi-4-mini | 3.8823and Phi-4-
multlmodal (5.6B) with 128K context with
4 languages

> Google Gemma ( 1/4(t I?) with 128K
im

context and also mu an d 140+
languages.

> We can expect Llama 4 to be released this
year (probably 1H 2025)

> Use cases:
— Translation

- Besides text also image recognition, OCR,
speech-to-text

— Useful for chat conversations with
pictures,videos and voice messages
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Thank you!

Dr. Hans Henseler
h.henseler@nfi.nl

www.linkedin.com/in/henseler
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Abstract

Recent advances in Lage language madels (LLMs) allow the processing of entire case dossiers “in one breath” while employing
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1. Introduction

Digital forensic practitioners routinel
varied collctions of clectronic date—for
backups, chat logs, or emails, As the £
phasizes in its e-evidence publication,
isredefining every aspect of socicty. ands
(European Council, 2024). In many im
Ienge i akin o scarching for a “needle
bused on Retrieval-Augmented Generati
‘mitigate this by splitting documents into
crossereferenced clues may be missed if 1
do not appear togeiher (Henscler, 2023)
Emerging large language models (LL
text windows promise @ new solution:
“in one breath,” thus reducing reliance o1
methods. In tandem. cxplicit mult-stcp
sefered to as “slow reasoning ) provides
tail, enabling investigators to
ences (OpenAl. 2024b: DeepMind, 2024

Comesponding ather
E = hanselar.bihalessen L

timomaconitats a1 (Timo

it

Frcprie

LOGIN / SIGN UP

(OME / NEW EDITION

Unraveling Digital Mysteries: How Al
Copilots can Revolutionize Digital
Forensic Investigations

Join Us

Become an
Instructor

¢ of Digital Foren

Applied Sciences, and Senior

Digita nds Forensic Institute Become a
a significant inflection point Reviewer

noe, charact

Introdu

n the workd of artificla od by

Writing on
eForensics

remarkable developments in deep learming, manitesting in

models

https://eforensicsmag.com/unraveling-
digital-mysteries-how-ai-copilots-can-
revolutionize-digital-forensic-investigations/

ChatGPT as a Copilot for Investigating Digital Evidence

Hans Henseler?, Harm van Beek?

{University of Applied Sciences Leiden, The Netherlands
“*Netherlands Forensic Institute

Abstract

In today's technology-driven legal landscape, practitioners must continually adapt to new tools and methods that aid not only

in addressing cybererime but also in managing traditional crimes with digital components. This pa

x explores the potential

of advanced Al-powered solutions, such as ChatGPT, in enhancing the capabilities of investigators in various aspects of

their investigations. We delve into three specific applical
utilizing natural lang d trace models, (2) summari
analysing

search results. Our findings demonstrate that once ChatGPT is proficient in the query language

ns pertin
zing, evaluating, and visualizing electroni

1 to legal professionals: (1) writing structured queries

the system containing the digital evidence, it holds significant promise in assisting legal professionals in conducting effective

investigations,

Keywords

digital forensics, eDiscovery, large language models, natural language processing, deep learning, chatgpt. gpt-4

1. Introduction

The legal profession is witnessing a significant surge
in the adoption of artificial intelligence (Al) tools, with
ChatGPT emerging as a prominent development since
November 2022 [1]. Powered by OpenAl's advanced
large language model, ChatGPT offers a natural and en-
gaging conversational interface on an extensive array
of topics encountered during its training. ChatGPT’s
web application provides users with access to various
models, including the Default GPT-3.5 turbo (a refined
and superior version of GPT-3), Legacy GPT-3.5 (the pre-
ceding ChatGPT model), and GPT-4 (the most sophis-
ticated model, exclusively accessible to ChatGPT Plus
subscribers). The experiments discussed in this paper
employ the ChatGPT/GPT-4 model, which showcases its
potential applications in the domain of digital evidence
investigation

ChatGPT has been fine-tuned with Reinforcement

https://ceur-ws.

ChatGPT and large language models (LLMs) in general
are often seen as statistical machines that have learned to
predict the next word based on the sequence of preceding
words [2). The word ‘statistical machine’ might be mis-
leading since there seems to be much more to a large lan
guage model then simply predicting the next word. For
instance, Shanahan [3] talks about what LLMs actually
do, how they compare to humans and about unexpected
emerging behaviour. A more accurate description could
be that ChatGPT has learned an algorithm to predict the
next word.

Nonetheless, ChatGPT is certainly not flawless. It
makes mistakes and sometimes hallucinates facts which
is considered a dangerous aspect. However, when used
as an assistant and when properly instructed, it can be a
smart student that is able to help digital forensic experts
more efficiently and effectively investigate cases with
digital evidence it has never seen before

In this paper we describe the rise of ChatGPT followed

org/Vol-3423

-
SPT: A Digital 4§ A

CEB0BE8RG O

By Hans Henseler, Professor of Digital Forensics & E-Discovery, University Helping to formulate search

of Leiden Applied Sciences, and Senior Digital Forensic Scientist at the questions

Netherlands Forensic Institute.

https://www.forensicfocus.com/articles/
chatgpt-a-digital-sleuth-for-detectives
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