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General trends

« Event reconstruction = timeline (analysis)
 What is the general trend?
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Let’s see with a simplistic example..

e Filtered timeline:
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Let’s see with a simplistic example..

e Filtered timeline:
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What about sources that are not included in timelines?
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Quality/reliability of events for timeline

» Take a step back

Reducing the amount of information
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Which problems could affect the analysis process?
How do they impact the evaluation/interpretation?
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Towards a model for event reconstruction in DFS

* O. Ribaux, Forensic science: intelligence using the trace (2014)
« O. Ribaux, Police scientifique : le renseignement par la trace (2014)
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The specific case of timelines
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What could affect the event reconstruction process?

Reality - Event

» Clock skew and drift
Synchronization
Manipulation of clocks
NTP attacks

System behaviors
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What could affect the event reconstruction process?

Reality - Event
Clock skew and drift u L
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In terms of interpretation...

« Each problem may affect the last steps of the event reconstruction process
» General approach: lead to misinsterpretations
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Questions?

Thank you!

Céline Vanini
celine.vanini@unil.ch
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