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A B S T R A C T

This work presents SOLVE-IT (Systematic Objective-based Listing of Various Established (Digital) Investigation 
Techniques), a digital forensics knowledge base inspired by the MITRE ATT&CK cybersecurity resource. Several 
applications of the knowledge-base are demonstrated: strengthening tool testing by scoping error-focused data 
sets for a technique, reinforcing digital forensic techniques by cataloguing available mitigations for weaknesses 
(a systematic approach to performing Error Mitigation Analysis), bolstering quality assurance by identifying 
potential weaknesses in a specific digital forensic investigation or standard processes, structured consideration of 
potential uses of AI in digital forensics, augmenting automation by highlighting relevant CASE ontology classes 
and identifying ontology gaps, and prioritizing innovation by identifying academic research opportunities. The 
paper provides the structure and partial implementation of a knowledge base that includes an organised set of 
104 digital forensic techniques, organised over 17 objectives, with detailed descriptions, errors, and mitigations 
provided for 33 of them. The knowledge base is hosted on an open platform (GitHub) to allow crowdsourced 
contributions to evolve the contents. Tools are also provided to export the machine readable back-end data into 
usable formats such as spreadsheets to support many applications, including systematic error mitigation and 
quality assurance documentation.

1. Introduction

The growing awareness of weaknesses in digital forensic in
vestigations has expanded requirements for quality assurance. Missed, 
mishandled, and misinterpreted digital evidence can result in it being 
dismissed, scarce resources being wasted, and trust in digital evidence 
being diminished. To reduce these risks, standards bodies are promoting 
systematic approaches to mitigate errors and uncertainty in digital ev
idence, but the field lacks a practical solution to implement these 
requirements.

Many digital forensic process models have been proposed at different 
levels of abstraction that offer advantages for teaching and discussion at a 
high-level. However, other fields that need to model specific technical 
approaches have adopted a complementary knowledge-base approach e.g. 
MITRE ATT&CK, and D3FEND in cybersecurity (Strom et al., 2018; MITRE, 
2024a,c).

This paper demonstrates that a similar knowledge base in digital 
forensics could have many benefits in areas such as creating error- 
focused data sets, quality assurance, and systematic mitigation of er
rors and uncertainty. Documenting processes in more detail than high- 
level topic names can provide solutions in these areas.

A recent paper (Hargreaves et al., 2024b) provided a deconstruction 
of ‘internal processes’ within monolithic digital forensic tools and 
showed the dependencies between them, along with examples of errors 
that can occur at each stage. This paper extends that recent paper and 
considers the overall digital forensic process rather than just monolithic 
digital forensic tools. It takes a bottom-up approach to mitigating 
weaknesses within all aspects of a digital forensic investigation, taking a 
technique-based view of digital forensics. Incorporating weaknesses and 
mitigations, and providing tools for applying the knowledge base to 
investigations, provides a practical solution called for in ASTM 
E3016-18, the Standard Guide for Establishing Confidence in Digital and 
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Multimedia Evidence Forensic Results by Error Mitigation Analysis 
(ASTM, 2018). Error mitigation in a given context requires two things: 
1) a comprehensive catalogue of potential sources of error, and 2) 
methods to mitigate each of the potential errors. This work facilitates 
both of these.

Due to the success and broad applications of MITRE ATT&CK and 
D3FEND knowledge bases in cybersecurity, they are used as inspiration, 
and this paper presents the SOLVE-IT knowledge base, provides a 
starting point for cataloguing the equivalent ‘tactics’ and ‘techniques’ in 
ATT&CK that can be used during digital forensic investigations. Opening 
this knowledge base to the broader community enables crowdsourcing, 
to curate collective knowledge of weaknesses and mitigations, to keep 
pace with advances in digital forensic methods.

The paper makes the following contributions: 

● A knowledge base modelled on MITRE ATT&CK, indexing 104 dig
ital forensic techniques across 17 categories, with detailed de
scriptions, potential weaknesses, mitigations, examples, and 
references for 33 of them. In total 156 weaknesses and 108 mitiga
tions are indexed.

● A central Github repository hosting the knowledge base, facilitating 
crowdsourced effort in expanding and enhancing the resource, evi
denced through contributions to this initial version from other re
searchers in the community.

● Demonstrative examples of the use of this knowledge base, covering 
a variety of applications: building error-focused datasets, reflecting 
on an investigation to systematically consider potential weaknesses, 
integration with the CASE ontology (CASE, 2024), and an example of 
a systematic review of AI uses in digital forensics.

The remainder of this paper is structured as follows: Section 2 pro
vides a discussion of background and related work. Section 3 discusses 
the approach for developing the knowledge base, followed by an 
introduction to its structure in Section 4. Examples of the use of the 
knowledge base are presented in Section 5 and 6, followed by a dis
cussion of limitations and further work in Section 7, and conclusions in 
Section 8.

2. Background and related work

Many process models and frameworks have been proposed for digital 
forensic investigations, taking a top-down approach to structure the 
overall process. Horsman and Sunde (2022) provides references to 11 
digital forensic investigation processes, 11 best practise guidelines, and 
14 empirical studies of digital forensic practise. While there are appli
cations of some of these frameworks, they rarely focus on technical 
details and as a result do not provide practical ways to mitigate errors 
that can occur during a digital forensic investigation, which is a major 
ongoing challenge.

2.1. Consideration of error

The increasing quantity, complexity, and diversity of continuously 
evolving digital technologies and forensic tools and techniques make it 
difficult for practitioners and developers to stay up-to-date, let alone 
know about every potential problem that could impact the evidential 
value of digital traces. Identifying associated mitigations is also difficult, 
and even when they are identified in research, according to the DFPulse 
2024 Practitioner Survey (Hargreaves et al., 2024a), academic work is 
not transitioning into the hands of practitioners. Sunde (2022b) also 
investigated how objectivity and reliability of evidence is approached by 
practitioners and reported that a third “did not use any technique for 
maintaining examiner objectivity”.

Ryser (2024) thoroughly compiles sources of weaknesses, providing 
a high-level map of the current issues encompassing errors in processes, 
tools, and expertise. Sunde (2022a) calls for “designing adequate 

measures for auditability, error minimisation and sustaining the neces
sary quality of the procedures and the results” and raises doubts about 
proposed solutions that concentrate on a single phase of digital forensic 
investigations because the influence of cognitive and human factors are 
so pervasive throughout the process. For instance, peer review of digital 
forensic findings and conclusions cannot resolve the problem of practi
tioners overlooking relevant digital traces during earlier phases, or tool 
errors missing or misinterpreting evidence. Collie (2018) describes that 
these challenges caused a crisis in the UK, resulting in stricter ISO/IEC 
17025 accreditation requirements for digital forensic organisations. 
While Cusack and Homewood (2013), Ryser (2024), Horsman (2024), 
and Hargreaves et al. (2024b) have highlighted weaknesses in digital 
forensic investigations, none have provided a systematic solution for 
mitigating those weaknesses.

2.2. Subdomains, ontologies and techniques

There is also work categorising subdomains of digital forensics. Karie 
and Venter (2014) describes subfields of digital forensics: computer, 
software, database, multimedia, device, and network forensics, which 
was used by the Netherlands Register of Court Experts (NRGD) to define 
its fields of expertise. An extended version is presented in Wu et al. 
(2020), merging some categories and adding separate categories for 
memory and malware. Al-Dhaqm et al. (2021) is similar and provides 
further subdomains, e.g. Small Device and Subsystems includes: Drone 
Forensics, IoT forensics, and Appliance Forensics.

Modelling also exists of concepts within digital forensics via the 
Cyber-investigation Analysis Standard Expression (CASE) Ontology 
(Casey et al., 2017; CASE, 2024). It is focused on ‘Observable Objects’ 
and their facets. Examples include ‘observable:NTFSFile’ and ‘observ
able:keywordSearchTerm’. CASE also has the concept of ‘Inves
tigativeAction’, which covers actions applied to digital evidence to 
examine or analyse data. However, while CASE provides a set of foun
dational cyber-investigation classes, it defers more specialized classes to 
downstream, adopting models. Integration of SOLVE-IT with CASE is 
discussed later in Section 5.4.

There is also work considering specific tasks within digital forensics. 
ISO/IEC (2015) 27042:2015 discusses that an investigation is made up 
of examinations leading to interpretations, resulting in reports. Those 
examinations are composed of several analyses, where each analysis is 
composed of several validated processes. It also discusses interpretation 
and reporting in more detail, but does not detail specific processes to be 
applied. NIST (2022) states “There are hundreds if not thousands of 
individual techniques that might be employed in a digital forensic ex
amination” but presents seven high-level categories from ‘Protecting 
Data During Acquisition’, through to ‘Analysis of Results’, but also 
subtechniques within these, for example: ‘Acquisition of Digital Data’ 
includes: ‘Storage Device (Hard Drive & Flash Drive) Data Acquisition’, 
‘Mobile Device Acquisition’, ‘Other Device Data Acquisition’, and ‘Social 
Media Data Acquisition’. It provides a description of these techniques, 
but does not standardise their representations. Another model (van 
Beek, 2018) presents five stages of a digital investigation (‘Recognize & 
Preserve’, ‘Acquire’, ‘Extract’, ‘Relate’, ‘Evaluate’), based on the steps 
that provide actual output and describes that methods, tools, and pro
cedures can be mapped to each stage. Finally in terms of modelling 
detailed techniques within tools, Hargreaves et al. (2024b) recently 
modelled an ‘abstract forensic tool’ based on the inferred inner workings 
of Autopsy, Axiom and X-Ways Forensics. That work began to examine 
the digital forensic process in more detail but was focused on the 
perspective of the processes performed inside a monolithic digital 
forensic tool.

2.3. Related catalogues of techniques

The MITRE ATT&CK knowledge base (MITRE, 2024b), and the 
associated D3FEND knowledge base (MITRE, 2024c) have been very 
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successful in consolidating work in the cybersecurity area. ATT&CK is 
described as a “knowledge base of adversarial techniques based on 
real-world observations. ATT&CK focuses on how adversaries interact 
with systems during an operation, reflecting the various phases of an 
adversary’s attack lifecycle and the platforms they are known to target.” 
This approach and knowledge base has been shown to have significant 
applications, described in ATT&CK resources (e.g. detections and ana
lytics, threat intelligence, adversary emulation and red teaming, and 
assessment and engineering), but also in academic literature e.g. Ahmed 
et al. (2022). There are several key concepts within ATT&CK: 

● Tactics - “Tactics represent the ‘why’ of an ATT&CK technique or 
sub-technique. It is the adversary’s tactical goal: the reason for per
forming an action. For example, an adversary may want to achieve 
credential access.”

● Techniques - “Techniques represent ‘how’ an adversary achieves a 
tactical goal by performing an action. For example, an adversary may 
dump credentials to achieve credential access.”

● Sub-techniques - “a more specific or lower-level description of 
adversarial behavior”

● Procedures - “specific implementation or in-the-wild use the ad
versary uses for techniques or sub-techniques”

These are then organised as matrices with tactics along the top, and 
techniques represented under each of the tactics headings. There are 
different matrices for enterprise, mobile, and Industrial Control Systems 
(ICS). An example section of the Enterprise Matrix is shown in Fig. 1.

For each ATT&CK technique, the knowledge base includes: 

● A description of the technique;
● A list of sub-techniques related to the technique;
● Procedure examples;
● A list of known mitigation methods for the technique;
● A list of known detection methods for the technique;
● Related references and additional resources;

Other details are also preserved such as the current version of the 
technique descriptor, the contributors, when it was created and last 
modified, and what platforms it applies to.

The corresponding D3FEND knowledge base is: “A knowledge graph 
of cybersecurity countermeasures” and contains a series of tactics and 
techniques but from the defender’s perspective. This is linked to 
ATT&CK and has some investigative aspects (in the ‘Defend’ subsection) 
but is focused on preventing, detecting, and investigating cyber in
cidents specifically rather than having a digital forensics focus. Never
theless, the fields used in each of the techniques described are: 
Definition; How it works; Digital Artefact Relationships; Related 
ATT&CK Techniques; and References.

2.4. Summary

There are many existing process models and frameworks proposed 
for digital forensics. However, if the parallel area of cybersecurity is 
considered, it is apparent that none of the existing digital forensic 
models achieve the level of detail and practicality of the MITRE ATT&CK 
knowledge base. It is hypothesised that digital forensics would benefit 
from such a comprehensive, structured knowledge base, mirroring the 
tactics and techniques in ATT&CK, but focused on digital forensic 
investigation techniques.

3. Methodology

3.1. Overall aim and approach

The long-term aim of this research is to create a comparable 
knowledge base to ATT&CK for digital forensic tactics and techniques. 
The first public ATT&CK model was released in May 2015 (96 tech
niques under 9 tactics) (Strom et al., 2018), and at time of writing is at 
version 16.1 over 9 years later, with 657 techniques/sub-techniques in 
the enterprise matrix alone. It is infeasible to match the level of maturity 
in a single iteration in a single paper, so this work aims specifically to 
create a viable initial version embedded in infrastructure such that the 
digital forensic community has a starting point for consulting, inter
acting with, and improving the content of the knowledge base. It also 
demonstrates the value of such a resource to the community through 
several illustrated examples. This work primarily makes reference to 
ATT&CK as the more mature resource, but D3FEND was also consulted 
while designing SOLVE-IT.

This work does not conduct or report on a systematic literature re
view. Instead it focuses on the structure of the knowledge base and 
demonstrating its value and applications, rather than comprehensive 
population and organisation of the knowledge base, which is intended to 
be a community effort. The content is intended to be enough to showcase 
the value of the resource. Nevertheless, this has resulted in the identi
fication of 104 techniques, 156 weaknesses, and 108 mitigations so far.

To populate a subset of the knowledge base, some existing frame
work publications were considered. The review of 10 years of DFRWS 
EU publications (Breitinger et al., 2024) categorised 27 papers as 
‘techniques/fundamentals’ which were reviewed and some qualified as 
techniques for this work. Also the recent DFPulse 2024 Practitioner 
Survey (Hargreaves et al., 2024a) asked how often 20 different tech
niques were used in practise, and these were added to the knowledge 
base if they detailed something tangible that could be carried out as a 
process, or a practical resource could be found that referenced them. In 
addition a Google Scholar search was conducted for ‘digital forensic 

Fig. 1. Screenshot showing an extract from MITRE ATT&CK knowledge base 
showing 3/14 tactics on the top, and techniques below each of those tactics 
(MITRE, 2024a).
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technique’ and several were added based on the top 50 results, specif
ically those that had tangible distinct approaches. Finally, the authors’ 
experience and awareness of methods in investigations was also used in 
identifying techniques.

3.2. Knowledge transfer from MITRE ATT&CK

This section describes how the knowledge from MITRE ATT&CK and 
D3FEND is mapped to digital forensics.

3.2.1. Tactics (Objectives) and techniques
Reiterating that in ATT&CK, tactics represent “the adversary’s 

tactical goal: the reason for performing an action. For example, an ad
versary may want to achieve credential access.” Tactics are the column 
headings within the knowledge base.

Translating this to digital forensics, tactics are rephrased as objec
tives, and represent a (sub)goal in a digital investigation. Despite the 
renaming, the same idea persists. 

Definition 1. objectives are “the goal that one might wish to achieve 
in a digital forensic investigation”, e.g. acquire data, or extract infor
mation from a file system.

In ATT&CK, techniques represent “how an adversary achieves a 
tactical goal by performing an action. For example, an adversary may 
dump credentials to achieve credential access.” In this work, for digital 
forensics, techniques are the entries in each of the columns, and can be 
defined as: 

Definition 2. techniques represent: “how one might achieve an 
objective in digital forensics by performing an action”. e.g. for the 
objective of ‘acquire data’, the technique ‘disk imaging’ could be used.

Techniques here can also be mapped to the CASE Ontology. In some 
cases, the class investigation:InvestigativeAction (CASE Ontology, 2024c) 
can be used, which is defined as “something that may be done or per
formed within the context of an investigation, typically to examine or 
analyse evidence or other data”. This closely maps to techniques in 
SOLVE-IT, and some techniques e.g. disk imaging, are included in spe
cific CASE examples (CASE Ontology, 2024b). However, in some cases 
where multiple actions are taken as part of a technique, the action: 
ActionLifecycle (CASE Ontology, 2024a) may be more appropriate. 
Additional mapping of CASE classes is discussed in Section 5.4. Despite 
these parallels, while CASE can support a knowledge base of techniques, 
it is not one itself.

In terms of the organisation of the techniques, Beebe and Clark 
(2005) describe that frameworks should be based on objectives rather 
than tasks, as a different subset of steps is needed in each situation. 
Within SOLVE-IT, this approach is adopted. Not all objectives and not all 
techniques from the knowledge base are needed in all cases, so the ob
jectives do not represent a linear, complete, or definitive sequence. This 
is illustrated later in Section 5. However, the objective set selected for 
this initial version to organise the techniques does not follow the phases 
presented in Beebe and Clark (2005). It more closely follows the more 
recent digital forensic tool phases in Hargreaves et al. (2024b) (e.g. 
‘extract partition and file system information’), with additions for parts 
of a digital investigation that are not included by the previous dissection 
of digital forensic analysis tools, e.g. acquisition, research, etc. It is also 
shown in Section 4 how the techniques can be reorganised according to 
any framework, set of phases, or other criteria desired, so establishment 
of a single ‘perfect’ model is unnecessary.

3.2.2. Information within techniques
Section 2 discussed the information contained within techniques in 

the ATT&CK and D3FEND knowledge bases. Based on that structure, and 
also including information regarding potential errors in digital forensic 
tools from Hargreaves et al. (2024b), the structure of a technique is as 
follows: 

● ID - The technique’s ID, e.g. T1001;
● Technique name - The name of the technique;
● Technique description - A short description of what the technique 

involves;
● Synonyms - Any possible synonyms for the technique;
● Details - Further details beyond the short description;
● Subtechniques - Some techniques may have subtechniques, as per 

ATT&CK techniques and in NIST (2022) and can be listed here, 
referenced by technique ID;

● Examples - Examples related to the technique. These can be datasets 
that use the techniques, example cases that made use of the tech
niques either from published cases or synthetic ones, or specific tools 
that provide the technique;

● Weaknesses - Using the structured approach to considering error 
presented in Hargreaves et al. (2024b) based on error classes in 
ASTM (2018), these are reframed as ‘weaknesses’. This field allows 
potential weaknesses associated with techniques to be referenced, 
pointing to indexed weaknesses within the knowledge base (see 
below);

● CASE output entities - Any potential CASE Ontology entities that 
allow the technique output to be represented. This is discussed 
further in Section 5.4.

● References - References can and should be included to support 
definitions and examples for the techniques as “[it is] methods, based 
on science, which form the foundation for forensic activities” (van 
Beek, 2018).

3.2.3. Information within weaknesses
The structure of the weaknesses is as follows: 

● ID - The weakness’s ID (e.g. W1001);
● Description - A short description of the weakness;
● INCOMP - Results in incompleteness;
● INAC-EX - Results in inaccuracy:existence;
● INAC-AS - Results in inaccuracy:association;
● INAC-ALT - Results in inaccuracy:alteration;
● INAC-COR - Results in inaccuracy:corruption;
● MISINT - Results in potential misinterpretation;
● Mitigations - Building on Hargreaves et al. (2024b) which discussed 

errors, this work also provides indexed references to any mitigations 
that could minimise or reduce the impact of individual weaknesses 
(see Section 3.2.4);

● References - These should be included to support definitions and 
examples, including to error-focused datasets demonstrating the 
weakness (see Section 5.1).

3.2.4. Information within mitigations
The structure of the mitigations is as follows: 

● ID - The mitigation’s ID (e.g. M1001);
● Mitigation name - A short description of the mitigation;
● Details - A longer description for the mitigation;
● Technique - An optional index to a related technique. This can be 

used when a mitigation is sufficiently complex to be considered a 
technique in its own right (see example in Section 4.1);

● References - These should be included to support the description of 
the mitigation.

3.3. Representation and implementation

The knowledge base is currently hosted on Github,1 where each 
technique, weakness, and mitigation is represented in JSON form. At 
present, manual code edits are needed to update the content, but in 

1 https://github.com/SOLVE-IT-DF/solve-it
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future this data could form part of the backend of an interactive tool 
(much like the crowdsourced artefact catalogue in Casey et al. (2022)) 
for searching, reviewing, and updating the knowledge base. Two utility 
Python scripts are provided that generate spreadsheets from the JSON 
data for ease of review. The first creates the overall view shown in Fig. 2. 
Each of the techniques listed is a link within the spreadsheet to the de
tails of that technique as a separate worksheet, such as those shown in 
Figs. 3 and 4. The second Python script generates a different represen
tation of the weaknesses and mitigations that can be used to review an 
investigation from a quality assurance perspective (discussed in Section 
5.3).

4. Examples from the knowledge base

Using the information derived from the sources described in the 
previous section, and through an iterative process of thematic grouping, 
the model was created. At present, the model contains 104 techniques 
organised over 17 objectives.

Due to space constraints, each objective and technique cannot be 
discussed in detail within this paper. However, an overview of the 
knowledge base is shown in Fig. 2 and illustrative examples of the 
techniques are discussed in Sections 4.1 and 4.2, along with the dem
onstrations of the use of the knowledge base in Section 5.

It is important to note that the categorisation of the techniques 
(objectives in this case) shown in Fig. 2 is a presentation and organisa
tional convenience, and the data model supports organisation of the 
techniques based on any process model, taxonomy or other system that 
is needed. A JSON configuration file can provide the high-level cate
gories along with the techniques that should be included within them. In 
addition to the primary solve-it.json categorisation, configuration files 
are provided for the Carrier et al. (2003) model (acquisition, analysis, 
presentation) and the DFRWS/Palmer model (Palmer et al., 2001) 
(preservation, collection, validation, identification, analysis, interpre
tation, documentation, and presentation). These demonstrate the 

flexibility of the knowledge base but also illustrate that when large 
numbers of techniques are indexed, higher granularity of the over
arching categorisations is needed. The following subsections describe 
two of the techniques in the knowledge base as illustrations.

4.1. Example technique 1: disk imaging

As the first example, Fig. 3 in the appendix shows the latest version of 
the T1002:Disk Imaging technique within the ‘Acquire’ objective. It shows 
there are nine weaknesses identified within this technique so far. Each of 
these has been given a unique ID. In addition, each weakness is mapped 
against the resulting ‘error’ classifications: INCOMP, INAC-EX, INAC-AS, 
INAC-ALT, INAC-COR, MSINT, and where possible, mitigations to the 
potential weakness are also linked.

For example: the weakness W1006: Acquisition does not include data in 
HPA, has an associated mitigation of: M1005: Testing to ensure software 
and hardware setup detects HPAs. In addition, W1014: Imaging process 
changes original data has two associated mitigations of: M1007:Use 
hardware write blocker and M1008: Use software write blocker. These two 
mitigations are complex enough that they link through to additional 
techniques within the knowledge base (T1012:Hardware Write Blockers, 
and T1013:Software Write Blockers), which are also shown in Fig. 2. 
Linking to a technique is not required, but is possible for any mitigation. 
Also note that specific references and resources indexed in the knowl
edge base are mapped against either the general technique, or against 
specific weaknesses or mitigations. Finally, a CASE output class identi
fied for this technique is ‘observable:Image’ (“a complete copy of a hard 
disk, memory, or other digital media.” (CASE Ontology, 2024d)).

4.2. Example technique 2: review content for relevant material

As a second example, Fig. 4 in the appendix shows the technique 
T1054:Content review for relevant material, within the ‘Locate Relevant 
Digital Artefacts’ objective. This illustrates that it is possible to represent 

Fig. 2. Overview of SOLVE-IT model, viewed as an exported spreadsheet (produced with generate_excel_from_kb.py from the backend JSON data). Shows 104 
identified techniques, over 17 categories, with 33 populated with details (shaded in grey) indicating that some weaknesses and mitigations have been documented.
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not just software weaknesses, but also human ones, and not just software 
mitigations, but also procedures.

There are currently three potential weaknesses for this technique: 
W1060: a relevant piece of media was not flagged as relevant, W1061: An 
irrelevant piece of media was flagged as relevant, and W1062: The grade or 
specific tag given to an item is incorrect. Each of these are mapped to 
various mitigations shown in the figure, including M1039:Hash matching 
to reduce need for manual review, M1040:Use of AI to flag potentially 
relevant content to reduce need for manual review, M1041:Regular breaks to 
minimise investigator fatigue, and M1042:Secondary review of flagged items 
to ensure relevance.

This also demonstrates the use of sub-techniques where the following 
techniques are referenced: T0179:Audio content analysis, T1080:Video 
content analysis, T1081:Image content analysis and T1082:Document con
tent analysis.

5. Demonstrative examples

As there are multiple existing models of digital forensic in
vestigations it is important to demonstrate utility from additional work 
in this area. Importantly, this is not a pure framework or process model, 
and the knowledge base provides additional specific information to 
enable several practical uses.

The remainder of this section provides six demonstrations that are 
facilitated by the knowledge base that cannot be easily achieved using 
existing work: scoping error-focused data sets (Section 5.1), cataloguing 
mitigations for specific weaknesses (Section 5.2), generating worksheets 
to support error mitigation analysis and producing quality assurance 
documentation (Section 5.3). It also provides a new interface to the 
CASE Ontology and can identify gaps (Section 5.4), considers the po
tential use of AI in digital forensics in a structured manner (Section 5.5), 
and is used to identify areas for future academic work (Section 5.6). 
Several other uses are given later in Section 7.2, though without ex
amples due to space constraints.

5.1. Scoping error-focused data sets

The first application of the knowledge base is that for many of the 
potential weaknesses it can highlight what is needed from an error- 
focused data set.

In Hargreaves et al. (2024b), an error-focused dataset is provided 
along with a CASE representation of the ground truth. The knowledge 
base has been updated to index this dataset, related to the technique 
T1059:Identify Partitions, and linked to W1065: Missing deleted but 
recoverable partitions. Associated mitigations have also been indexed 
(M1043: Scan for orphaned EPTs, M1044: Scan for VBRs in unpartitioned 
space), and are linked to reference tool features such as ‘Scan for lost 
partitions’ in X-Ways Forensics. It is also indexed in T1060:Non-allocated 
file recovery as the dataset also includes an example of W1135:File met
adata and name of a non-allocated file are recovered, but its content has been 
overwritten by a newer file, but the non-allocated file’s content is presented as 
this newer file’s data.

While the knowledge base can be used to index existing datasets, it 
can also be used to identify that new ones should be created. Considering 
one of the example techniques: T1072:Chat app examination, it is 
possible to review the possible weaknesses and consider what is needed 
from datasets to test whether the tools in use will minimise or avoid the 
weakness’s results. The potential weaknesses included for T1072 are 
shown in Table 1. Datasets can then be constructed to ensure an un
derstanding of the tool behaviour in these use cases is known.

5.1.1. iOS messages example
As a first example, using the weaknesses in Table 1, the weakness 

W1090:Recovering a live message with incorrect metadata and W1092: 
Recovering a non-allocated message with incorrect metadata can be 
considered with regard to iOS Messages database changes between iOS 

10 and iOS 11. Here the timestamp format was changed in sms.db to use 
a higher resolution, but only for new messages. This resulted in some 
tools initially not parsing this correctly (Barnhart, 2017). This weakness 
leads to the linked mitigations shown in Table 2.

Having a clear weakness associated with a specific technique allows 
the need for a dataset to be identified, one created, and indexed within 
the knowledge base and therefore linked directly with particular prob
lems that can occur during an examination.

5.1.2. WhatsApp example
A second example from BinaryHick (2022) discusses the changes 

identified in Whatsapp version 2.22.11.82, where the messages table was 
changed to message (singular). Failure to take into account this change 
would result in W1085:Missing messages from the live set of messages, and 
also reports that attachments may not be processed correctly, therefore 
resulting in W1096:Failing to recover attachments for a live message. Future 
reports of examples of this nature would ideally produce error-focused 
datasets capturing the problem, and they can be indexed against a 
specific weakness in the knowledge base.

Since operating systems and apps are often updated, This example 
shows that even validated methods might give wrong results if applied 
to newer case data. In contrast to forensic methods applied in the 
physical realm, implementations of digital forensic techniques require 
continuous updates to remain valid.

5.2. Highlighting available mitigations for specific errors

In addition to error-focused datasets in the previous section which 
are most relevant for tool testing programmes, SOLVE-IT can also help 
practitioners locate specific mitigations that are available when they 
encounter or become aware of a specific weakness when using a tech
nique. This is a particularly important application because as high
lighted in the recent DFPulse 2024 Practitioner Survey (Hargreaves et al., 
2024a), the visibility of academic work to practitioners is very poor. The 
SOLVE-IT knowledge base references academic work that offers 

Table 1 
Weaknesses in T1072:Chat app examination, motivating the creation of specific 
error-focused datasets.

ID Weakness

W1085 Missing messages from the live set of messages
W1086 Failing to recover non-allocated but recoverable messages
W1087 Presenting a live message that did not exist
W1088 Presenting a deleted message that did not exist
W1089 Recovering a live message with incorrect content
W1090 Recovering a live message with incorrect metadata
W1091 Recovering a non-allocated message with incorrect content
W1092 Recovering a non-allocated message with incorrect metadata
W1093 Presenting a deleted message as live
W1094 Attributing a message to the incorrect sender
W1095 Attributing a message to the incorrect thread
W1096 Failing to recover attachments for a live message
W1097 Failing to recover attachment for a non-allocated message
W1098 Assigning incorrect metadata to a message attachment
W1099 Assigning an attachment to an incorrect messages
W1100 Failure to display special effects or highlight within a message
W1101 Failure to recover message edits if available
W1102 Failure to display that a message had a previous state

Table 2 
Mitigations for W1090.

ID Mitigation

M1027 Dual tool verification
M1050 Manual verification of relevant data
M1054 Testing of message extraction and parsing features
M1055 Correlation of message data with service provider
M1056 Correlation of message data from third party data (another participant in 

message thread)
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potential practical benefits via mitigations, or work that highlights 
weaknesses in approaches, making the referenced work more visible and 
associated with a specific practical technique that is in use. Two ex
amples follow, one continuing with iOS messages (5.2.1), and a second 
related to file carving (5.2.2).

5.2.1. iOS messages
For weakness W1086: Failing to recover non-allocated but recoverable 

messages, a mitigation has been discussed in academic literature in 
McGee (2022), which identifies that while non-allocated data in sms.db 
for Messages on iOS is often quickly overwritten, the “Biome directory” 
can also be reviewed for message information and content. This has 
resulted in the addition of a mitigation M1077: Ensure potential secondary 
locations for stored message content are reviewed, with McGee (2022)
included in the references section of that mitigation, which is visible 
when reviewing the technique T1072:Chat app examination in the 
knowledge base.

5.2.2. File carving
As a second example, in T1064:File carving, one of the potential 

weaknesses identified is W1106:Incorrect attribution of salvaged content to 
a current file system rather than a previous one, which results in INAC-AS 
and MISINT. A recent paper applied digital stratigraphy to the challenge 
of attribution of carved content from recycled USB storage media 
(Schneider et al., 2024), so this has been added to the knowledge base as 
M1061:Use digital stratigraphy to attempt to attribute data within a specific 
file system, with a reference to the published work. This makes that work 
more visible and explicitly linked to a practical technique that would be 
used in an investigation.

5.3. Identifying potential weaknesses in an investigation

Extending the examples in the previous section, this example dem
onstrates the use of the knowledge base to reflect on the results of an 
entire digital investigation, or on a standardised process, and to high
light potential weaknesses or challenges to the process or evidence.

The script generate_case_evaluation.py in the repository can be sup
plied with the technique IDs used during an investigation, or that form 
part of a standardised process, and it will draw from the knowledge base, 
compile those techniques, together with the associated potential weak
nesses, along with known mitigations. This allows a systematic review of 
the techniques used, consideration as to whether all potential weak
nesses have been considered, and whether all appropriate known miti
gations have been put in place during the investigation.

As an illustration, using a simple, synthetic, scenario-based disk 
image where it is necessary to determine if some ‘illegal’ content is 
present, Fig. 5 shows the use of the knowledge base to document at a 
high level the techniques that were used to analyse the digital evidence 
and reach conclusions (in a non-accredited lab environment without a 
tool testing programme).

A subset of the techniques used are highlighted in Fig. 5 in the ap
pendix, and the full example is available in the repository. The tech
niques used during the investigation were: T1042:Disk image hash 
validation, T1049:Keyword searching, T1054:Content review for relevant 
material, T1060:Process file system structures, T1061:Non-allocated file 
recovery, T1064:File carving, T1063:Identify file types, T1091:Book
marking, T1092:Produce bookmark report.

This example shows the basics of using the knowledge base to 
highlight where there may be unaddressed weaknesses in the investi
gation. In this case, there is a somewhat artificial problem with the case. 
If we consider the T1042:Disk image hash validation, it is possible to see 
that W1128:Image replaced with tampered version along with updated stored 
hash has been automatically flagged in the final column as having no 
mitigations in place. Since this sample image was downloaded from a 
repository of sample disk images with no information about any security 
mechanisms in place or audit trails (e.g. M1022:Restrict access to stored 

images), it is unsurprising that this is flagged as an unmitigated weak
nesses. This is an unrealistic example, but illustrates how the main 
weaknesses can be automatically highlighted. A risk-based approach to 
addressing weaknesses is discussed in Section 7.2.

However, more realistically, even this simple example provides in
sights into the weaknesses in fairly standard digital forensic processes. 
Manual verification of results, tool testing, and multiple tool verification 
are often discussed as methods for ensuring correct results. This example 
highlights that these mitigations should not be considered inter
changeable. For example, within T1060:Process file system structures, 
considering potential mitigations, M1051:Validation of specific file system 
parsing is likely to be extremely challenging to undertake comprehen
sively for smaller labs. M1050:Manual verification of relevant data is also 
an available mitigation, but considering a specific weakness e.g. W1068: 
Failing to identify the existence of a live file, it is difficult to imagine how 
manual verification could be comprehensively performed to check that 
no files were missed in reconstructing a large complex file system. This 
becomes further apparent in T1049:Keyword searching, where correctly 
adding and retrieving keyword from the index relies either on testing- 
based mitigations, or verification against live search options. In 
absence of tool testing programmes and manual verification being 
infeasible in some circumstances, multi-tool verification of results is the 
only remaining mitigation, but one that at present is very difficult due to 
inconsistent output from tools, highlighting the importance of standard 
representation initiatives such as the CASE Ontology, and its adoption in 
tools.

Recognising that such a case review requires additional, and often 
scarce resources, one time saving feature has been implemented which is 
to load a ‘lab configuration’. If the examination is undertaken in an 
environment with Standard Operating Procedures (SOPs), tool testing, 
and validated processes, this can be captured in a configuration file 
which will auto-populate many of the fields, leaving only those which 
need consideration by the examiner for this specific case.

It is important to note that not all mitigations need to be imple
mented - a subset may be sufficient. In some cases there may not be any 
mitigations in place, and this is not a cause to reject evidence or results. 
It is simply a means of highlighting that one area of the investigation 
needs to be looked at closely and determine if the lack of mitigation or 
the presence of a potential weakness is significant to this case.

In Hargreaves (2009), as part of the ‘accuracy’ requirement for the 
reliability of digital evidence, it states “it should be possible to assess the 
amount of error associated with all techniques used to obtain and pro
cess digital evidence, and that amount of error should be acceptable in 
the context of the current investigation.” The SOLVE-IT knowledge base 
can assist with the assessment of error associated with techniques, but 
determining whether it is acceptable in the context of an investigation is 
for practitioners and courts to decide.

5.4. CASE ontology interfacing

The knowledge base also provides an option for a new, technique- 
driven view on the CASE Ontology. Each technique has a property 
that can record the CASE Ontology entities that could be used to model 
selected output from the technique. For example: the technique T1072: 
Chat app analysis, could result in output that could be modelled by: 
observable:Message, observable:SMSMessage, and observable:Contact. The 
technique T1005:Crime Scene Searching potentially outputs: observable: 
Device, observable:Computer, observable:MobileDevice and other similar 
device types, and T1035:Dictionary Attack has the output observable: 
password.

Including the CASE entities improves visibility of the ontology and 
provides some additional indexing. It also highlights some gaps in the 
ontology when digital forensic techniques are considered in this sys
tematic way. For example, in T1069:Browser analysis, the CASE classes of 
observable:URLHistory, observable:URLHistoryEntry, observable:URLVisit, 
observable:CookieHistory, observable:BrowserCookie, and observable: 
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BrowserBookmark can be referenced, but it has been observed that there 
is no specific CASE Ontology entry for browser cache entries.

5.5. Structured consideration of potential for AI

There have been several recent discussions of the use of AI in digital 
forensics from different perspectives, including a general overview e.g. 
Du et al. (2020), application of a specific technology such as ChatGPT 
(Scanlon et al., 2023), applications to specific areas such as network 
forensics (Rizvi et al., 2022) or report writing (Michelet and Breitinger, 
2024). Recently Wickramasekara et al. (2024) considers specifically 
LLM applications and structured the discussion around a digital forensic 
process model to provide a systematic look at the possibilities. This 
provides inspiration to consider the applications of AI in a more struc
tured way and to consider precisely where AI techniques are applicable 
or not, and what specific weaknesses exist when using that technique, so 
that they can be considered during any application of AI. This knowl
edge base at the granularity of ‘digital forensic technique’ allows this 
analysis, and focuses discussion at the specific technique, rather than a 
stage of a process model.

Fig. 6 in the appendix shows how the knowledge base can be used to 
consider available digital forensic techniques in a structured manner 
and consider the existing and potential ways in which AI could be used 
to assist. A summary is provided in Table 3. This review uses explicit 
categories (described below) rather then general ones e.g. high, medium 
or low. Also note that generic applications such as the use of AI to inform 
how to perform a technique or explain CLI tool usage are not included.

This systematic approach highlighted that of the 104 identified 
techniques, five have existing implementations in tools (e.g. T1081: 
Image content analysis available in Magnet AI (Magnet, 2018), seven have 
existing academic work with implementations (e.g. T1083:Memory Ex
amination (OS-level) (Oh et al., 2024)), and 11 have existing academic 
work where an idea is proposed (e.g. T1049:Keyword searching (Scanlon 
et al., 2023). The status of the remaining techniques are either currently 
unclassified (n = 4), or it was deemed that a non-AI based process or a 
traditional programmatic approach is sufficient in 51 techniques e.g. 
T1042:Disk image hash verification. However, these latter classifications 
are subjective rather than reference/literature based. Nevertheless, this 
facilitates much more specific discussions around AI applications in 
digital forensics.

This may have gaps, and given the speed of developments in this area 
it may be out of date by the time the work is published, but it highlights 
that this knowledge base provides a detailed and structured approach to 
considering where a technology such as AI could be applied to digital 
forensics.

5.6. Academic research gaps

As a final example, the knowledge base can also be used as a means of 
situating research carried out, i.e. determining if a piece of research is an 
improvement to an existing technique (either identifying weaknesses 
and/or providing mitigations to those potential problems), or a new 
technique all together. However, more interestingly, from the tech
niques documented so far, several potential weaknesses have no docu
mented/evidenced mitigations. These include: 

● W1001: During a triage process, excluding a device that contains 
relevant information (INCOMP)

● W1015: Powering on SSD results in sectors being zeroed by TRIM 
operation (INCOMP, INAC-ALT, INAC-COR)

● W1038: Mobile backup process returns an incomplete set of backup 
data (INCOMP)

This could be that the information within the knowledge base is 
incomplete, in which case those researchers with relevant mitigations 
could update the details in the knowledge base to ensure that the 

mitigation is documented, or if a mitigation is not currently available, 
then this is clearly an important research area for the digital forensic 
community. In addition, some of the existing mitigations may not be 
optimal or work in all circumstances and further research may be able to 
improve upon the current mitigation options.

6. Crowdsourcing techniques, weaknesses and mitigations

The SOLVE-IT knowledge base is hosted on Github, which allows 
crowdsourced contributions, either identifying new techniques or 
improving the details of existing ones. This can be achieved through pull 
requests, or allows ‘Issues’ to be reported via the Github interface 
providing a less “hands on” approach to updating the model.

To test the feasibility of this work as a crowdsourced project, several 
researchers who were not involved in the development of the knowledge 
base were personally contacted and asked to contribute to techniques 
which they were very familiar with. These additions to the knowledge 
base are shown in Table 4, and are included in the acknowledgements, 
demonstrating that community effort towards this initiative is feasible.

7. Discussion

7.1. Limitations

This work presents an ambitious starting point for a valuable and 
versatile resource. As a ‘starting point’ there are practical limitations of 
scope, scale, and detail. There are mitigations, weaknesses, techniques, 
and likely even categories of techniques that are not currently included. 
However, as has already been stressed, this is not intended as a complete 
knowledge base, rather an argument that such a resource has immense 
value and versatility, and that existing knowledge bases such as 
ATT&CK can be used as inspiration for such a resource. The limited 
scope and detail is by design and by necessity and highlights the need for 
this to be a crowdsourced project.

In terms of the implementation of the knowledge base there are other 
limitations. Several fields are free text, and while techniques, weak
nesses, and mitigations are broken out as separate entities, there may be 
benefit to indexing other pieces of data too, e.g. references, examples, 

Table 3 
Categorisation of each technique based on the applicability and current status of 
the use of AI for that purpose.

Classification Count (n = 104)

Unclassified 4
Non AI-based process likely sufficient 51
Some application can be envisaged 26
In academic work (idea) 11
In academic work (implementation) 7
In tools 5

Table 4 
A list of contributions to the knowledge base made by third-party researchers, 
who are included in the acknowledgements.

Technique Community Addition Fields

Memory imaging 
(T1003)

errors, mitigations, references (Case and Richard III, 2017; 
Latzo et al., 2019; Pagani et al., 2019; Ottmann et al., 
2023b,a; Rzepka et al., 2024; Campbell, 2013; Vömel and 
Stüttgen, 2013; Gruhn and Freiling, 2016; Martignoni 
et al., 2010)

Brute force attack 
(T1034)

definition, errors, mitigations, references (Kanta et al., 
2021b)

Dictionary attack 
(T1035)

definition, errors, mitigations, references (Kanta et al., 
2021a, 2023)

Timeline generation 
(T1052)

errors, mitigations, references (Dreier et al., 2024; Vanini 
et al., 2024)

Timeline analysis 
(T1086)

errors, mitigations, references (Sandvik and Årnes, 2018; 
Bollé et al., 2020; Vanini et al., 2024)
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tools, and datasets. This would improve searchability and filtering. 
Extrapolating tools as distinct entities, and providing a field for SOPs 
would also facilitate mapping into the methods, tools and procedures 
concepts in the Forensic Field Map in van Beek (2018). It may also be that 
other fields are necessary e.g. the CASE output entities of a technique are 
currently documented, but no use for a CASE input class has been 
identified so far as many are simply ‘a file’. However, there is scope to 
update the knowledge base schema for any field for which added value 
can be demonstrated.

The crowdsourcing implementation also needs further consideration. 
The precise mechanism for ensuring quality in the knowledge base is still 
under consideration until it is established which, if any, organisation the 
knowledge-base would be hosted within. There are numerous mecha
nisms available, some of which can be derived from Casey et al. (2022)
e.g. voting, or taking inspiration from CASE, having a Technical Steering 
Committee, or the practicalities of issue tracking in the Unified Cyber 
Ontology (UCO, 2024) along with a ‘Solutions Approval’ process. In 
addition, further documented guidance is needed on the style and detail 
expected for techniques, weaknesses, and mitigations.

It is also unclear as to the granularity needed within SOLVE-IT e.g. 
whether T1072:Chat App Examination should extend into subtechniques 
representing the analysis of individual chat apps. At present the gran
ularity of the knowledge base has remained at a relatively high 
abstraction layer, but documenting specifics may be advantageous. 
Fortunately, the sub-technique implementation facilitates this if desired. 
It may also be that different versions of the matrix are needed for 
different areas of digital forensics as the knowledge base expands.

In terms of the demonstrations included in the paper, error-focused 
datasets are not a new concept (e.g. the Digital Forensics Tool Testing 
images (Carrier, 2010)), but the renewed effort to create public versions 
is relatively recent. e.g. Hargreaves et al. (2024b). This paper has 
indexed the dataset from that paper, and has identified some others that 
need to be developed, but has not created any new ones. There is much 
work to do in this area, but this was not the specific focus of the paper. 
However, it has provided a structure in which datasets that capture a 
weakness can be indexed and applied to tool testing programmes.

The current indexing of weaknesses in the knowledge base considers 
the nature of the resulting problem (from ASTM (2018) e.g. Incom
pleteness, Inaccuracy:Existence, Inaccuracy:Association, Inaccuracy: 
Corruption, Inaccuracy:Alteration, and Misinterpretation). However, 
another approach is to consider the sources of uncertainty (Ryser, 2024): 
e.g. environment, data, methodology, knowledge, semantic, expert, 
probabilities, tools, forensic process. Indexing weaknesses based on 
these classifications could be added, or perhaps used as a framework to 
better identify weaknesses that are then indexed based on their resulting 
problem.

Regarding the evaluation of a case against the weaknesses in tech
niques used, this is recognised as a substantial overhead to an investi
gation. However, this work presents this as tool that can be used to pre- 
emptively identify problems and could in some cases even result in 
saved time later in the investigation if challenges are pre-empted. In 
addition, some automation has been provided to reduce the overhead in 
labs with SOPs and tool testing programmes. Alternatively, reviews of 
SOPs themselves could potentially be conducted using this approach 
rather than specific investigations, which would be more efficient.

7.2. Future work

In terms of further work, the obvious effort is to improve the 

structure of the knowledge base and continue to populate it. In addition, 
there are also other potential uses of the knowledge base that have not 
yet been demonstrated. 

● With an index of weaknesses, it may be possible to conduct risk 
analysis to consider the likelihood and impact of individual weak
nesses to determine where to best apply resources.

● In teaching, this breakdown of techniques and the ordering by 
objective may help illustrate to students the options available during 
an investigation. Stressing the weaknesses of particular techniques at 
this point may emphasise critical thinking about the processes they 
are applying.

● Lab capability assessments - a lab could consider the techniques 
available and consider if the current set of tools in use provides full 
coverage of the techniques that can be performed. This could also 
help create uniform documentation for techniques in use.

● Skills assessments - SOLVE-IT could be used to form the basis for a 
structured knowledge and skills assessment for new examiners.

Other extensions are possible since the high-level categories in 
SOLVE-IT describe objectives within a digital investigation, however, 
they do not represent the highest level goals that an investigator may 
have such as “Determine how a file got onto this machine” or “who sent 
this email”. With all the techniques in place and documented, pathways 
through several techniques to answering these questions could be 
developed. Finally, in terms of expansion, scalability, and resilience, if 
the knowledge base becomes a central, useful digital forensic resource, 
more management will become necessary. In this case, perhaps adoption 
by an organisation similar to MITRE, NIST, or adoption by CASE or 
DFRWS may be advantageous to provide the additional management 
effort required.

8. Conclusions

This paper has shown that a digital forensic knowledge base inspired 
by MITRE ATT&CK is feasible and useful for mitigating weaknesses in 
lab processes, individual investigations, evidence interpretation, tool 
testing, education, and professional training. This has been demon
strated through a prototype design and implementation, and the paper 
has also shown several use cases where such a knowledge base would be 
of value to the community. Digital forensic practitioners and labs can 
use SOLVE-IT to mitigate weaknesses during their work, either through 
review of specific complex cases, or review of standard processes. It has 
also evidenced that it can be populated as a crowdsourced project 
through contributions from several researchers not involved in creating 
the knowledge base.

MITRE ATT&CK has become a valuable and versatile resource within 
the cybersecurity communities, and the digital forensics community 
would greatly benefit from a similar resource. This paper provides the 
starting point.
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Appendix

Fig. 3. An illustrative example of the detail within a specific technique. This shows the disk imaging technique within the acquisition objective. Nine potential 
weaknesses have been identified so far, along with eight indexed mitigations. References that are indexed are associated with either the technique in general, specific 
weaknesses, or specific mitigations (DSTL, 2024; Gupta et al., 2006; Nikkel, 2016; Turner, 2024). Some mitigations link to techniques within the knowledge base e.g. 
M1007: Use hardware write blocker.

Fig. 4. Illustrates the media review technique within the ‘Locating Relevant Digital Artefacts. Here non technical mitigations can also be captured e.g. M1041: 
Regular breaks to minimise investigator/reviewer fatigue.’
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Fig. 5. An extract from an example review of an investigation using the SOLVE-IT knowledge base and the generate_case_review.py script.
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Fig. 6. Demonstration of the use of the knowledge base to provide more granular review of the status of AI applications in digital forensics. This is not intended to be 
a complete systematic review and only one example is provided for each technique to evidence the highest level of implementation identified (Alam and Demir, 2024; 
Chen et al., 2023; Du et al., 2020; Gratian et al., 2019; Henseler and Hyde, 2019; Hitaj et al., 2019; Le et al., 2021; Michaylov, 2023; Michelet and Breitinger, 2024; 
Oh et al., 2024; Scanlon et al., 2023; Studiawan and Sohel, 2021; Webb et al., 2024; Wickramasekara et al., 2024).
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Vömel, S., Stüttgen, J., 2013. An evaluation platform for forensic memory acquisition 
software. Digit. Invest. 10, S30–S40.

Webb, H., Fitzroy-Dale, N., Aqeel, S., Piskopani, A.M., Stafford-Fraser, Q., Nikolaou, C., 
Dowthwaite, L., Mcauley, D., Hargreaves, C., 2024. Responsible ai in policing. In: 

Proceedings of the Second International Symposium on Trustworthy Autonomous 
Systems, pp. 1–5.

Wickramasekara, A., Breitinger, F., Scanlon, M., 2024. Exploring the Potential of Large 
Language Models for Improving Digital Forensic Investigation Efficiency, 19366 
arXiv preprint arXiv:2402. 

Wu, T., Breitinger, F., O’Shaughnessy, S., 2020. Digital forensic tools: recent advances 
and enhancing the status quo. Forensic Sci. Int.: Digit. Invest. 34, 300999.

C. Hargreaves et al.                                                                                                                                                                                                                            

http://refhub.elsevier.com/S2666-2817(25)00003-4/sref71
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref71
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref72
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref72
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref72
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref73
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref73
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref74
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref74
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref74
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref74
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref75
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref75
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref75
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref76
http://refhub.elsevier.com/S2666-2817(25)00003-4/sref76

	SOLVE-IT: A proposed digital forensic knowledge base inspired by MITRE ATT&CK
	1 Introduction
	2 Background and related work
	2.1 Consideration of error
	2.2 Subdomains, ontologies and techniques
	2.3 Related catalogues of techniques
	2.4 Summary

	3 Methodology
	3.1 Overall aim and approach
	3.2 Knowledge transfer from MITRE ATT&CK
	3.2.1 Tactics (Objectives) and techniques
	3.2.2 Information within techniques
	3.2.3 Information within weaknesses
	3.2.4 Information within mitigations

	3.3 Representation and implementation

	4 Examples from the knowledge base
	4.1 Example technique 1: disk imaging
	4.2 Example technique 2: review content for relevant material

	5 Demonstrative examples
	5.1 Scoping error-focused data sets
	5.1.1 iOS messages example
	5.1.2 WhatsApp example

	5.2 Highlighting available mitigations for specific errors
	5.2.1 iOS messages
	5.2.2 File carving

	5.3 Identifying potential weaknesses in an investigation
	5.4 CASE ontology interfacing
	5.5 Structured consideration of potential for AI
	5.6 Academic research gaps

	6 Crowdsourcing techniques, weaknesses and mitigations
	7 Discussion
	7.1 Limitations
	7.2 Future work

	8 Conclusions
	Acknowledgements
	Appendix Acknowledgements
	References


