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MITRE ATT&CK

https://attack.mitre.org/matrices/enterprise/
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MITRE ATT&CK

https://attack.mitre.org/matrices/enterprise/

Also has examples, mitigations, detection etc.
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MITRE ATT&CK

https://attack.mitre.org/matrices/enterprise/

Also has examples, mitigations, detection etc.

Can we construct something similar for 
digital forensics and is it useful?
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Systematic Objective-based Listing of Various 
Established (digital) Investigation Techniques
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SOLVE-IT
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SOLVE-IT
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• 104 techniques 

• 17 categories 

• 33 populated 

• 3 community contributors 

• 156 weaknesses identified 

• 108 mitigations indexed

SOLVE-IT
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• 104 107 techniques 

• 17 categories 

• 33 37 populated 

• 3 5 community contributors 

• 156 171 weaknesses identified 

• 108 125 mitigations indexed

SOLVE-IT
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Overall Implementation: Hosted in GitHub

https://github.com/SOLVE-IT-DF/solve-it
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Overall Implementation: Details are stored as JSON
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Overall Implementation: Scripts
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Design Concepts

Objectives Techniques Weaknesses Mitigations

The goal that 
one might wish 
to achieve in a 
digital forensic 
investigation, 

e.g. acquire data 
or gain access.

How one might 
achieve an 
objective in 

digital forensics 
by performing an 

action, 
e.g. for the 
objective of 

‘acquire data’, 
the technique 
‘disk imaging’ 
could be used.

These represent 
potential 
problems 

resulting from 
using a 

technique. They 
are classified 

according to the 
error categories 

in ASTM 
E3016-18.

Something that 
can be done to 

prevent a 
weakness from 
occurring, or to 

minimise its 
impact.
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Objectives: Design
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• Various process models that can be used for this 

• Carrier - acquire, analyse, present 

• DFRWS/Palmer - identification, preservation, collection, examination, 
analysis, presentation 

• SOLVE-IT - a new organisation, based on the need to categorise a large 
number of specific techniques 

Objectives: Design

“The goal that one might wish to achieve in a digital forensic investigation, e.g. acquire data or gain 
access.”
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Objectives: Implementation

… you can configure the SOLVE-IT tooling to use any different organisational 
structure needed.

solve-it.json describes the primary organisation of the techniques, but…
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Techniques: Design
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Techniques: Design
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Techniques: Design
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Techniques: Design
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• id: the technique’s ID, e.g. T1001; 

• name: the name of the technique; 

• description: A short description of what the 
technique involves; 

• synonyms: any possible synonyms for the 
technique; 

• details: further details beyond the short 
description;

Techniques: Design

• sub-techniques: some techniques may have sub-techniques, 
and can be listed here, referenced by technique ID; 

• examples: examples related to the technique. These can be 
datasets that use the techniques, example cases that made 
use of the techniques either from published cases or synthetic 
ones, or specific tools that provide the technique; 

• weaknesses: this field allows potential weaknesses 
associated with techniques to be referenced, pointing to 
indexed weaknesses within the knowledge base; 

• CASE_output_classes: any potential CASE Ontology entities 
that allow the technique output to be represented; 

• references: references can and should be included to 
support definitions and examples for the techniques.

How one might achieve an objective in digital forensics by performing an action, e.g. for the 
objective of ‘acquire data’, the technique ‘disk imaging’ could be used.



22

Implementation: Techniques
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Weaknesses: Design

Weaknesses are presented 
when you look at a specific 
technique in the exported 
spreadsheet.
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• id: the weakness’s ID (e.g. W1001); 

• name:  a short description of the weakness; 

• mitigations: provides indexed references to 
any mitigations that could minimise or 
reduce the impact of individual weaknesses; 

• references: These should be included to 
support definitions and examples, including 
to error-focused datasets demonstrating the 
weakness;

Weaknesses: Design

These represent potential problems resulting from using a technique. They are classified according 
to the error categories in ASTM E3016-18

• INCOMP: weakness results in incompleteness; 

• INAC-EX: weakness results in inaccuracy:existence; 

• INAC-AS: weakness results in inaccuracy:association; 

• INAC-ALT: weakness results in inaccuracy:alteration; 

• INAC-COR: weakness results in 
inaccuracy:corruption; 

• MISINT: weakness results in potential 
misinterpretation;
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Weaknesses: Implementation
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Mitigations: Design

26

Mitigations are mapped to, 
and visible within specific 
weaknesses…
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Design: Mitigations

27

… with the detail provided 
below.
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• id: the mitigation’s ID (e.g. M1001); 

• name: a short description of the mitigation; 

• details: A longer description for the mitigation; 

• technique: an optional index to a related technique. This can be used when a 
mitigation is sufficiently complex to be considered a technique in its own right; 

• references: these should be included to support the description of the mitigation.

Mitigations: Design

Something that can be done to prevent a weakness from occurring, or to minimise its impact
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Mitigations: Implementation

This mitigation is referenced from W1059 (excessive keyword results returned) 



Example

30
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Example - T1002 - Disk imaging
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Example - Disk imaging (Weaknesses and Mitigations)
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Example - Disk imaging (Weaknesses and Mitigations)
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Example - Disk imaging (Weaknesses and Mitigations)



Demonstrative Examples 
(Applications)

37



38

Applications: Scoping error focused datasets

Hargreaves et al (2024)

Casey (2023)

Digital Evidence Weakness Taxonomy
An abstract model for digital forensic analysis tools:   
A foundation for systematic error mitigation analysis
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Applications: Scoping error focused datasets

Hargreaves, C., Nelson, A. and Casey E, An abstract model for digital forensic analysis tools - A foundation for 
systematic error mitigation analysis, Forensic Science International: Digital Investigation. Vol. 48. Pages 301679. 
2024. Selected Papers from the 11th Annual Digital Forensics Research Conference Europe (DFRWS EU 2024).
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Applications: Scoping error focused datasets

Hargreaves, C., Nelson, A. and Casey E, An abstract model for digital forensic analysis tools - A foundation for 
systematic error mitigation analysis, Forensic Science International: Digital Investigation. Vol. 48. Pages 301679. 
2024. Selected Papers from the 11th Annual Digital Forensics Research Conference Europe (DFRWS EU 2024).
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iOS 10 -> iOS 11,  
change to sms.db, 

timestamp resolution change, only 
for new messages! 

Can capture problems encountered as technology 
changes

 (Barnhart, 2017)
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Can capture problems encountered as technology 
changes

WhatApp field change in 
version 2.22.11.82, 
messages table -> 
message table

BinaryHick (2022)
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For tool testing, it can help think about what needs to go 
into test datasets to ensure correct extraction

ACME Forensics 
Messenger App  

parser
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• Visibility of academic work to practitioners is 
quite poor 

• Techniques in SOLVE-IT should be more 
accessible (?) 

• Techniques then provide a listing of possible 
problems with a technique (weaknesses), 
which should be of interest (?) 

• … and then mitigations are provided (which 
may be other techniques) 

• This could provide an accessible index into 
academic work, indexed based on tangible, 
understandable techniques and processes. 

Applications: Highlighting mitigations for specific 
weaknesses

Hargreaves, C., Breitinger, F., 
Dowthwaite, L., Webb, H. and Scanlon, 

M., 2024. DFPulse: The 2024 digital 
forensic practitioner survey. Forensic 

Science International: Digital 
Investigation, 51, p.301844.
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Applications: Highlighting mitigations for specific 
weaknesses

W1086: Failing to recover non-allocated but recoverable
messages

M1077: Ensure potential secondary
locations for stored message content are reviewed

McGee, J. (2022). An Alternate Location for Deleted SMS/
iMessage Data in Apple Devices. DFIR Review. Retrieved 
from https://dfir.pubpub.org/pub/yp6efc8q

T1072: Chat app examination T1064: File carving

W1106: Incorrect attribution of salvaged content to
a current file system rather than a previous one

Schneider, J., Eichhorn, M., Dreier, L.M. and Hargreaves, C., 
2024. Applying digital stratigraphy to the problem of 
recycled storage media. Forensic Science International: 
Digital Investigation, 49, p.301761.

M1061:Use digital stratigraphy to attempt to attribute 
data within a specific file system
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• generate_case_evaluation.py Txxxx Txxxx Txxxx

Applications: Identifying weaknesses in an investigation, 
process or tool

A case
A Standard 
Operating 

Procedure (SOP)

A tool workflow
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A forensic disk imaging example

T1012: Hardware write 
blocker T1002: Disk imaging

T1042: Disk image hash 
verification

T1025: Writing to a 
forensic image

• generate_case_evaulation.py T1012 T1002 T1025 T1042
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T1012: Hardware write blocker

T1002: Disk imaging

T1025: Writing to a forensic image

T1042: Disk image hash verification
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Applications: Interfacing with CASE

https://caseontology.org/
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Applications: Interfacing with CASE

https://ontology.caseontology.org/documentation/entities-az.html
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Applications: Interfacing with CASE
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Applications: Interfacing with CASE
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Applications: Interfacing with CASE

CacheEntry? 
CachedObject?

Also allows us to see concepts that are not yet modelled in CASE
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Applications: Structured consideration of AI applications

Obligatory AI generated image
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Applications: Structured consideration of AI applications
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Applications: Structured consideration of AI applications

In tools

In academic work 
(with implementation)

In academic work  
(as an idea)

Some application can be 
envisaged

Non AI-based process likely 
sufficient Unclassified

We can create a 
corresponding 
specific set of 
categories:
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Applications: Structured consideration of AI applications

https://github.com/SOLVE-IT-DF/solve-it-applications-ai-review
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Applications: Structured consideration of AI applications

https://github.com/SOLVE-IT-DF/solve-it-applications-ai-review

“T1055: File system content inspection” contains ‘ac-idea’ 
represented in bibtex (with note field added)
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Applications: Structured consideration of AI applications
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Applications: Identifying academic research gaps
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Summary of Applications (so far)

Scoping error 
focused 
datasets

Structured 
consideration of AI 

applications

Academic research gaps 
(research directions)

Identifying weaknesses 
in a case, SOP/process, 

or tool workflow

Highlighting mitigations 
that exist for a weakness 

in a technique

. . .
?
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• Identify additional applications of SOLVE-IT 

• Teaching 

• Modelling dependencies and uncertainty 

• Skills assessments 

• … 

• Test in operational environment regarding 
the ‘evaluation of process’ application  

• Refactor some aspects, e.g. References, 
Datasets, Examples

Future Work
• Community contributions to SOLVE-IT 

• Content 

• Definitions 

• Structure 

• Implementation e.g. UX & usability
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Contribute
My work provides a new technique in digital forensics.

Add a new technique to SOLVE-IT… 
also check if it is a mitigation to a weakness! 

My work highlights a weakness in a digital forensic 
technique

Add a new weakness to SOLVE-IT and link it to a 
technique.

My work mitigates a weakness in digital forensics.

Add a new mitigation and link it to the weakness in 
SOLVE-IT. Also check if it needs to be it’s own 
technique (especially if it has its own weaknesses).
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Contribute
I have a way to identify specific weaknesses for 
digital forensic techniques!

Great let’s apply it and index more weaknesses for 
some common digital forensic techniques.

I have a new process model and want to re-organise 
the techniques in SOLVE-IT 

No problem. Add a JSON file with your process model 
and the techniques contained within each stage/phase.

I want to map an Standard Operating Procedure 
(SOP) or tool workflow using SOLVE-IT and 
enumerate potential weaknesses in those processes?

Use generate_case_evaluation.py script with the list of 
techniques used.You can also submit SOLVE-IT 
implementations to the project GitHub.



Resources
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Website

https://github.com/SOLVE-IT-DF/solve-it



Questions?
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https://github.com/SOLVE-IT-DF/solve-it


