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Welcome to the Digital Forensics Doctoral Symposium 2025! 
 
 

We are delighted to introduce the inaugural Digital Forensics Doctoral Symposium (DFDS) 
2025, a dedicated forum for early-career researchers in digital forensics. DFDS is designed 
for current PhD students, master's students potentially considering a PhD, and early-stage 
researchers eager to share their work, refine their ideas, and engage with the wider academic 
and professional community. Participants may present doctoral research, research conducted 
during their master’s theses, or other early-stage research projects that contribute to the 
advancement of digital forensics. 

DFDS 2025 takes place on April 1, 2025, in Brno, Czech Republic and is co-located with the 
DFRWS EU conference. This symposium is designed to foster collaboration, mentorship, and 
academic growth, helping doctoral students refine their research and establish connections 
within the broader digital forensics community. 

Our Mission 

The Digital Forensics Doctoral Symposium aims to: 

● Support the next generation of digital forensics scholars by providing a structured 
environment for academic exchange, 

● Facilitate interdisciplinary collaboration and bridge the gap between research and 
practical application, 

● Encourage innovative thinking and scientific rigor in tackling contemporary and 
emerging challenges in digital forensics, 

● Strengthen the digital forensics research community by building lasting professional 
networks among young scholars and established experts. 

In response to this year's call for papers, we received 12 research paper submissions from 
researchers across various institutions. Each submission underwent a rigorous peer-review 
process, with at least three reviewers evaluating the work based on originality, scientific 
contribution, and relevance to the digital forensics community. Following careful discussions 
by the Technical Program Chairs, 7 papers were accepted for presentation at DFDS 2025. 
Additionally, 3 articles originally submitted to the main DFRWS EU track were moved to DFDS, 
enriching the symposium with further high-quality research. This results in a total of 10 
presentations, highlighting the symposium’s role in fostering early-stage research and 
academic exchange in digital forensics. 

We extend our sincere appreciation to the conference organisers from DFRWS EU and Brno 
University of Technology, reviewers, and participants who have contributed to making DFDS 
2025 a reality. We look forward to an insightful, engaging, and inspiring symposium that will 
help shape the future of digital forensics research! 

 
 

ii



 
Organising Committee 
 
Symposium Chair  Aikaterini Kanta, Ph.D. (University of Portsmouth) 

 

Symposium Co-Chair  Frank Breitinger, Ph.D (University of Augsburg) 
 

Program Chair   Mark Scanlon, Ph.D. (University College Dublin) 
 
 
Technical Program Committee 
 

● Frank Adelstein, Ph.D. (NFA Digital, LLC) 

● Stefan Axelsson, Ph.D. (Stockholm University) 

● Edita Bajramovic, Ph.D. (Siemens Energy) 

● Frank Breitinger, Ph.D. (University of Augsburg) 

● Femi Fasunlade Ph.D. (University of Portsmouth) 

● Virginia Franqueira, Ph.D. (University of Kent) 

● Milan Čermák, Ph.D. (Masaryk University) 

● Felix Freiling, Ph.D. (Friedrich-Alexander-Universität Erlangen-Nürnberg) 

● Jan Gruber, Ph.D. (Friedrich-Alexander-Universität Erlangen-Nürnberg) 

● Christopher Hargreaves, Ph.D. (University of Oxford) 

● Martin Lambertz (Fraunhofer FKIE) 

● Sean McKeown, Ph.D. (Edinburgh Napier University) 

● Jan-Niclas Hilgert (Fraunhofer FKIE) 

● Aikaterini Kanta, Ph.D. (University of Portsmouth) 

● Jenny Ottmann, Ph.D. (Friedrich-Alexander-Universität Erlangen-Nürnberg) 

● Jan Pluskal, Ph.D. (Brno University of Technology) 

● Ricardo J. Rodríguez, Ph.D. (Universidad de Zaragoza) 

● Jens-Petter Sandvik, Ph.D. (Norwegian University of Science and Technology) 

● Asanka Sayakkara, Ph.D. (University of Colombo School of Computing) 

● Mark Scanlon, Ph.D. (University College Dublin) 

● Janine Schneider, Ph.D. (Friedrich-Alexander-Universität Erlangen-Nürnberg) 

● John Sheppard, Ph.D. (South East Technological University) 

● Hannes Spichiger, Ph.D. (University of Applied Sciences Luzern) 

● Harm van Beek, Ph.D. (Netherlands Forensic Institute) 

● Wietse Venema, Ph.D. (Google) 

 

 

 

iii



AutoDFBench: A Framework for AI Generated Digital Forensic Code and

Tool Testing and Evaluation   2

Fast Synthetic Data Generation for Case-Specific Entity Extraction in

Criminal Investigations   9

Concealing targeted attacks on the TLSH similarity digest scheme   17

Towards Interpretable Topic Modelling as a Tool for Hypothesis-Driven

Forensic Communication Analysis   24

Low-overhead and Non-invasive Electromagnetic Side-Channel

Monitoring for Forensic-ready Industrial Control Systems   32

Advancing Event Reconstruction in Network Forensics: Extending and

Evaluating SMB Command Fingerprinting   39

Exploring Dataset Diversity for GenAI Image Inpainting Localisation in

Digital Forensics   48

Automation for digital forensics: Towards a classification model for the

community   55

FEAR: A Novel Framework for Representing Digital Forensic Artifacts in

Knowledge Graphs   63

Understanding Strategies and Challenges of Timestamp Tampering for

Improved Digital Forensic Event Reconstruction   71

Table of Contents

1



AutoDFBench: A Framework for AI Generated Digital Forensic
Code and Tool Testing and Evaluation

Akila Wickramasekara
School of Computer Science
University College Dublin

Dublin, Ireland
akila.wickramasekara@ucdconnect.ie

Alanna Densmore
Florida State University
Tallahassee, FL, USA
amd22c@fsu.edu

Frank Breitinger
Institute of Computer Science

University of Augsburg
Augsburg, Germany

frank.breitinger@uni-a.de

Hudan Studiawan
Department of Informatics

Institut Teknologi Sepuluh Nopember
Surabaya, Indonesia
hudan@if.its.ac.id

Mark Scanlon
School of Computer Science
University College Dublin

Dublin, Ireland
mark.scanlon@ucd.ie

Abstract
Generative AI (GenAI) and Large Language Models (LLMs) show
great potential in various domains, including digital forensics. A
notable use case of these technologies is automatic code generation,
which can reasonably be expected to include digital forensic appli-
cations in the not-too-distant future. As with any digital forensic
tool, these systems must undergo extensive testing and validation.
However, manually evaluating outputs, including generated DF
code, remains a challenge. AutoDFBench is an automated frame-
work designed to address this by validating AI-generated code and
tools against NIST’s Computer Forensics Tool Testing Program
(CFTT) procedures and subsequently calculating an AutoDFBench
benchmarking score. The framework operates in four phases: data
preparation, API handling, code execution, and result recording
with score calculation. It benchmarks generative AI systems, such
as LLMs and automated code generation agents, for DF applica-
tions. This benchmark can support iterative development or serve
as a comparison metric between GenAI DF systems. As a proof of
concept, NIST’s forensic string search tests were used, involving
more than 24,200 tests with five top-performing code generation
LLMs. These tests validated the output of 121 cases, considering
two levels of user expertise, two programming languages, and ten
iterations per case with varying prompts. The results also highlight
the significant limitations of the DF-specific solutions generated by
generic LLMs.

CCS Concepts
• Applied computing→ Computer forensics; Evidence collec-
tion, storage and analysis; • Software and its engineering →
Software verification and validation.
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1 Introduction
Digital forensics (DF) relies on software tools to gather and analyse
digital data, which can range from small single-function scripts to
advanced software suites [2, 18].With recent advances in generative
artificial intelligence (GenAI), including Large Language Models
(LLMs) [12], and the growing interest in the application of AI to
digital forensics [4], it is reasonable to expect GenAI to be used
for digital forensic purposes in the not-too-distant future. This has
the potential to streamline workflows and allow practitioners to
develop bespoke solutions faster for specific DF tasks [16]. However,
this evolution raises critical questions about the evaluation of these
tools, i.e., scalable and robust testing.

To address these challenges, this article introduces a novel frame-
work, AutoDFBench (Automatic Digital Forensic Code and Tool
Benchmarking), along with its corresponding AutoDFBench score.
The framework provides a structured approach to evaluate AI-
generated DF code, comparable to unit testing in software develop-
ment, where specific functions are validated against expected re-
sults. A forensic task is defined with a dataset containing a ‘ground
truth’. The task is executed through a pipeline, enabling comparison
of the tool’s output with the ground truth. This methodology is
exemplified in the National Institute of Standards and Technology’s
(NIST) Computer Forensic Tool Testing Programme (CFTT)1.

The framework is validated using forensic string search, a com-
mon task in digital investigations [7]. This validation uses AutoDF-
Bench to query five LLMs to generate executable string search code,

1https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-
testing-program-cftt
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execute it, and evaluate the generated code. The CFTT string search
dataset serves as the ground truth.

This work makes the following contributions:
(1) Design and implementation of an open-source benchmark-

ing framework, AutoDFBench: A robust framework for evalu-
ating AI-generated scripts in digital forensic use cases, acces-
sible at the following GitHub link: https://github.com/akila-
UCD/AutoDFBench.

(2) Demonstration of the framework: A comparison of five state-
of-the-art LLMs performing string search, resulting in the
most extensive known comparison of generated DF code
with 24,200 unique tests.

(3) Insights on LLM performance: The findings reveal that none
of the LLMs performed satisfactorily, highlighting the need
for practitioners to validate the LLM output and the impor-
tance of well-tested tools in forensic investigations.

2 Background
2.1 Computer Forensics Tool Testing Program

(CFTT)
The typical phases of the DF process commonly rely on both pro-
prietary and open-source tools for accurate data acquisition and
analysis, leading to evidence discovery. Ensuring the reliability of
these tools is critical, and the National Institute of Standards and
Technology (NIST) addresses this through the Computer Forensics
Tool Testing Program (CFTT). The program establishes a framework
to test forensic tools by defining specifications, criteria, procedures,
and test sets to validate their effectiveness and reliability2. CFTT
provides protocols for various subfields, including Windows reg-
istry forensics, deleted file recovery, disk imaging, file carving, mo-
bile devices, cloud data extraction, SQLite forensics, string search,
and write blockers.

2.2 Large Language Models
An LLM is a neural network-based model with billions of parame-
ters trained on extensive text datasets. These models understand
and generate human language by recognising relationships between
words and phrases [5, 15]. LLMs have revolutionised natural lan-
guage processing (NLP), excelling in various tasks rather than being
limited to specific functions.

Fine-tuned LLMs are adapted for specialised tasks in domains
such as security, medicine, engineering, and business. This involves
retraining the model on domain-specific datasets, enabling them
to perform tasks such as threat detection, clinical decision-making,
and business process automation [16].

2.3 HumanEval
HumanEval is a benchmark for assessing the code generation ca-
pabilities of generative AI systems, including LLMs. It consists of
Python programming tasks, where each task includes a problem
description and a test suite to verify the generated code [3].

The evaluation metric, pass@k, measures the percentage of cor-
rectly solved problems, with pass@1 indicating success on the first

2https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-
testing-program-cftt

attempt. HumanEval is widely used to evaluate and compare LLMs
such as GPT-4 and StarCoder for their accuracy and functionality
in code generation.

3 Related Work
The admissibility of electronic evidence requires a rigorous and
scientific approach to validate DF tools. Guo et al. [6] proposed
a functionality-orientated paradigm for tool testing, focussing on
search functions. Their methodology includes mapping functions,
specifying requirements, and developing reference test cases to
assess tools’ performance against standardised criteria, thereby
aiding in the design of new validation frameworks.

The use of LLMs in DF is nascent but promising, as highlighted
in prior studies. ChatGPT has been explored for tasks such as pro-
gramming, recovering encryption keys, file carving, and keyword
searching, demonstrating the potential for investigation and edu-
cation [13]. Henseler and van Beek [8] showed ChatGPT’s utility
in the analysis phase, acting as a copilot to examine artefacts and
provide instructions. However, they noted inherent issues with hal-
lucinations in LLMs, suggesting that Augmented Language Models
(ALMs) might mitigate these shortcomings [8]. Other studies have
explored the potential for automating script generation, question
answering, and sentiment analysis while acknowledging risks such
as hallucinations, bias, and legal concerns [14].

Wickramasekara et al. [16] introduced a usability matrix cate-
gorising DF phases as low, medium, or high potential for LLMs.
They highlighted Multimodal Large Language Models (MLLMs) for
investigations and analysis. Similarly, Michelet and Breitinger [10]
demonstrated LLMs’ ability to generate DF reports using Llama2
and ChatGPT 3.5. By inputting data from a Universal Forensic Ex-
traction Device (UFED) Physical Analyser, the researchers demon-
strated that while LLMs can automate report generation, the quality
depends on the model size, and hallucinations remain a drawback,
stressing the need for standardised reports.

The potential of LLMs for generating forensic intelligence graphs
(FIGs) was explored by Xu et al. [19]. Using GPT-4-turbo, they
reconstructed FIGs from data extracted from mobile devices. Their
approach achieved 91.7% coverage for evidence entities and 93.8%
for relationship coverage, showcasing the utility of LLMs in building
evidence networks.

Wickramasekara and Scanlon [17] proposed a framework that
uses Microsoft AutoGen for DF investigations. This framework
utilises AI agents with multiple pretrained LLMs to perform DF
tasks, bridging knowledge gaps among investigators and enhancing
efficiency. However, the researchers highlighted language profi-
ciency as a dependency that affects agent performance.

volGPT, a Volatility 3 plugin, employs LLMs to evaluate ran-
somware in memory dumps through prompt-based techniques [11].
It uses JSON-formatted process data to identify ransomware. Limi-
tations include challenges in detecting fileless malware or obscured
processes [11].

Despite these advancements, Breitinger et al. [2] emphasised
the rapid growth of AI in DF in recent years and the need for new
research avenues to effectively leverage AI and LLMs. Although
prior work has explored LLM applications in DF, a structured mech-
anism to evaluate their results remains absent. This work addresses
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Figure 1: Overview of the proposed framework

this gap by proposing a framework to evaluate AI-assisted contri-
butions, allowing the evaluation of LLM effectiveness in forensic
scenarios.

4 Framework Design
This section outlines the design considerations and provides a de-
tailed technical explanation of the framework.

4.1 Design Considerations
The framework is built for extensibility, enabling customisation
for diverse experiments. Parameters such as the base prompt, test-
ing disk image types, and the number of cross-validations can be
tailored to specific needs. Its flexibility also includes seamless inte-
gration with various LLMs, as the framework is LLM agnostic. It
supports local models such as Llama 3, StarCoder 2, andWaveCoder,
as well as remote models such as GPT-4o and Claude 3.5 Sonnet,
accessed via APIs integrated through the LLM Python library3. Key
variables and configurations are stored in a MySQL database and a
configuration file, allowing the smooth incorporation of new mod-
els or updates and ensuring adaptability to future technological
advancements.

The framework also prioritises reproducibility and architecture
agnosticism. By maintaining all variables, prompts, and results
in a MySQL database, experiments can be reliably replicated un-
der identical conditions, enabling consistent validation of LLMs in
DF. The architecture-agnostic design further enhances its versatil-
ity, ensuring compatibility across various computing environments.
Whether hosted on GPU-enabled local servers or deployed on cloud
platforms, Ollama Docker containers ensure smooth operation re-
gardless of hardware or software infrastructure. These features,
illustrated in Figure 1, establish the framework as a flexible and
robust solution for a wide range of forensic validation tasks.

3https://llm.datasette.io/en/stable/

4.2 Database
The AutoDFBench database is designed to support the management
and analysis of experiments. Key components include tables for dy-
namic configurations, experiment management, and results storage.
The configuration table tracks parameters such as API URLs, API
keys, and disk paths, while the jobs table manages experiment defi-
nitions, including test parameters such as model type, disk image
type, and script settings.

Prompt generation and test outcomes are recorded, including
metadata such as response times, token counts, and execution sta-
tuses. These details enable a comprehensive performance tracking
and facilitate analysis in various test scenarios. The results are cat-
egorised by hit types (active, deleted, and unallocated), allowing
for a detailed performance evaluation and accuracy scoring.

4.3 Software
The framework operates in four key phases: API handling, code
preparation, code execution, and summary generation, as illustrated
in Figure 3 and detailed in Section 6.

In the API handling phase, the framework retrieves job details
and base prompts, combines them with additional input, and gen-
erates responses using specified language models. API calls for
remote models like GPT-4o and Claude 3.5 Sonnet adhere to rate
limits and token usage policies, ensuring reliable operation.

During code preparation, the system processes generated prompts,
extracts, and saves code snippets from the LLMs’ responses, and
organises them into structured output folders for traceability. Once
prepared, these scripts are queued for execution.

The code execution phase runs the scripts, verifying disk paths
and permissions to ensure valid test environments. A fallback mech-
anism addresses corrupted or inaccessible disk paths. The results
of the execution, including any errors, are recorded for analysis,
with a timeout limit ensuring testing efficiency for badly formatted
code.

Finally, test results are validated against ground truth data in the
summary phase and metrics such as precision, recall, and F1 scores
are calculated. These results are stored for detailed performance
analysis and benchmarking.

The framework is modular and configurable, allowing each phase
to run independently. This flexibility enables users to adapt the
system to specific needs and test cases, facilitating comprehensive
and scalable evaluations.

4.4 Ground Truth
The framework relies on ground truth data from the NIST CFTT
program for validation. These data are formatted and stored in the
ground_truth table within the database. The framework compares
search results with the ground truth during validation to ensure
accuracy. More details on the usability of these data are provided
in Section 5.1.

4.5 Score Calculation
The framework uses ground truth data to compute precision, recall,
and F1 scores for each test run by analysing true positives, false
positives, and false negatives.

4
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Figure 2: Overview of the proof of concept and evaluation of
the framework

True Positives are matches between test results and ground
truth data for a specific test case. False Positives are hits in the
test results that do not align with the ground truth, indicating
incorrect detections. False Negatives are expected outcomes from
the ground truth not identified in the test results, representing
missed detections.

Based on these metrics, precision, recall and F1 scores are cal-
culated for each subtest. The database stores these scores, and the
average F1 score is computed across subtests. This average, referred
to as the AutoDFBench score, provides a benchmark to evaluate the
performance of different language models and to suggest strategies
in the forensic string search.

5 Proof of Concept
This section demonstrates the capabilities of the framework and its
practical usability. The evaluation used the Forensic String Search
test cases provided by CFTT, employing three open-source LLMs
and two closed-source LLMs. Figure 2 provides an overview of
the evaluation process for code generated by the LLMs, including
Llama 3, StarCoder2, WaveCoder, GPT-4o, and Claude 3.5 Sonnet.
The framework integrates human-engineered prompts and NIST
test cases as input for testing and validation. It interacts with the
LLMs to generate task-specific code, executes the resulting scripts,
evaluates outputs against ground truth data, and computes the
AutoDFBench Scores to benchmark the models’ performance.

5.1 Forensic String Search
String-based evidence is critical in investigations, encompassing
data such as natural language text, financial transactions, logs,
emails, and other text-based information [1]. String searching is
one of the most commonly performed tasks by practitioners [7],
making it a practical choice for proof-of-concept testing.

The CFTT defines two core requirements for string search tools:
returning exactmatches for a given keyword and supporting searches
using specific character representations. In addition, 15 non-functional
requirements are outlined, including search area specification, stem-
ming, and synonym searches. Based on these criteria, NIST has
validated numerous forensic tools [18].

The ground truth data, sourced from NIST’s ‘Expected Results’4,
lists four-digit numbers each tool must locate, with their file loca-
tions specified as Allocated, Unallocated, or Deleted. For Linux, only
Allocated and Deleted spaces are covered. Approximately 1,900 test
cases for Windows and Linux were added to the ground_truth
table, focussing on these two locations for Linux experiments.

5.2 LLM Selection
According to Jiang et al. [9], the pass@k = 1 scores for code gen-
eration are 84.1% for GPT-4, 82.9% for Claude 3 Opus, 72.6% for
StarCoder2-Instruct, 74.4% for CodeFuse, and 81.7% for Llama 3,
based on the largest versions of each model. These high HumanEval
scores make them suitable for this proof-of-concept.

Anthropic recently reported that Claude 3.5 Sonnet achieves a
pass@k = 1 score of 92%, surpassing Claude 3 Opus, while GPT-4o
achieves 90.2%, outperforming GPT-4. These evaluations highlight
the advances in the code generation capabilities of Claude 3.5 Son-
net and GPT-4o.

For this demonstration, five LLMs were selected: GPT-4o, Claude
3.5 Sonnet, WaveCoder, StarCoder2-Instruct, and Llama 3. These
models were chosen for their high HumanEval benchmark perfor-
mance and compatibility with the Ollama framework, ensuring
robust code generation for the framework’s tasks [9].

5.3 Implementation
The framework and testing environment were deployed in a Docker-
enabled setup. Separate Docker containers were used for the soft-
ware and MySQL database. The testing server featured a 3.6 GHz
Intel Core i7 CPU with 8 cores and 192 GB of RAM, along with
NVIDIA GeForce RTX 4090 and RTX 3090 GPUs, each equipped
with 24 GB of VRAM, for LLM response generation.

API keys for GPT-4o and Claude 3.5 Sonnet were securely stored
in the config table. For local LLMs, three individual Ollama Docker
containerswere configured using docker-compose.yml files. These
files defined settings such as Docker IP addresses, container names,
ports, and GPU preferences. An internal Docker network facili-
tated communication within the server, and the IP addresses of the
configured containers were recorded in the config table.

The test disk images provided by NIST, approximately 2 GB each
in raw format for Windows and Linux5, were used for evaluation.
These disk images were placed adequately with appropriate permis-
sions to ensure seamless access and execution by the framework.

5.4 Base Prompts
The framework requires base prompts to guide LLMs in structuring
their outputs and formulating their approaches. For this experiment,
two distinct base prompts were used, each designed to simulate
different levels of forensic expertise.

The first base prompt was comprehensive and detailed, providing
extensive guidance on conducting a string search. It encompassed
418 words and included suggestions for libraries, Linux commands,
and examples. This prompt aimed to replicate the instructions that
an advanced forensic investigator might typically provide.

4https://cfreds.nist.gov/all/NIST/StringSearch,V11
5https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-
testing-programme-cftt/federated-testing

5
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Figure 3: Flow diagram of the experimentation

The second base prompt was concise, containing 105 words. It
instructed the LLM to act as an investigator and focus on delivering
results without offering detailed procedural hints.

In both cases, the expected output format was standardised to
ensure consistency in the results generated by the LLMs.

6 Experiment Flow
As shown in Figure 3, the test data was prepared for seamless in-
tegration into the framework. All test cases were compiled into
a spreadsheet, and 1,330 human-like prompts were generated us-
ing ChatGPT. These prompts were manually reviewed to ensure
accuracy before being input into the framework.

During the API Handling phase, these natural language prompts
were combined with base prompts and sent to LLMs, generating
responses stored in the database. The Code Preparation phase ex-
tracted code from these responses and generated the corresponding
files. In the Code Execution phase, the framework executed the
generated code and saved the outcomes in the database. The exe-
cutions were performed in a Conda environment pre-configured
with libraries for string extraction in Python and tools and depen-
dencies essential for the process. This environment was defined in
an environment.yml file containing approximately 180 libraries
and dependencies. Finally, during the summary generation phase,

the outputs were cross-validated against ground truth data, and
summary statistics were recorded.

For this experiment, 40 job configurations were defined. These
configurations included combinations of five LLMs, two base prompts,
two script types, and two disk types, resulting in 40 jobs. Windows
test cases included 59 cases, while Unix involved 62, each repeated
10 times for validation, generating 24,200 unique tests. Each job
was run within the Conda environment and summary results were
logged in the database.

The process of code generation, execution, and evaluation was
computationally intensive. Local LLMs averaged approximately 1
minute for code generation and 2 minutes for execution per test,
requiring about 484 hours. Cloud-based LLMs (Claude 3.5 Sonnet
and GPT-4o) completed code generation in approximately 5 seconds
per test but required 3 minutes for execution, totalling 496 hours.
Overall, the experimentation took approximately 980 hours for all
test cases.

7 Results
This section presents the findings from the proof-of-concept ex-
periments, examining the performance of LLMs in string search
tasks. The analysis focusses on the impact of different triggers, the
capabilities of LLMs, and the factors influencing their accuracy,
efficiency, and reliability. All experiments were conducted as 0-shot
tests with the LLMs and results were obtained by averaging hits
across subtests compared to the ground truth. Table A.1 details the
results of the Windows and Linux test cases, classified by LLM, OS,
coding language, and prompt level (beginner or advanced). The
average F1 scores were also calculated for each test case. These
F1 scores are then averaged across all test cases to produce the
AutoDFBench forensic string search (FSS) score for each LLM.

Despite a poor performance, Claude 3.5 Sonnet and GPT-4o
achieved the highest benchmarks, with values of 0.043 and 0.036,
respectively. The results highlight that advanced prompts consis-
tently produce higher F1 scores, demonstrating the critical role
of input prompt detail in the generation of effective code. Among
open-source LLMs, WaveCoder achieved the highest F1 score with
advanced prompts, suggesting its potential for DF fine-tuning.

In particular, Claude 3.5 Sonnet and StarCoder2-Instruct success-
fully identified all social security numbers in the Linux environment.
High hits in the phone number test case suggest that most LLMs,
except Llama 3, generated an accurate code to identify numeric
string values. For ASCII-related string searches, the accuracy in
locating all search strings was also consistently high.

Furthermore, of the 4,840 test runs per LLM, it is found that GPT-
4o and WaveCoder achieved an F1 score of 1 in just 11 instances,
while Claude 3.5 Sonnet and StarCoder2-Instruct achieved it 9 and
3 times, respectively. However, Llama 3 failed to achieve an F1 score
of 1 in any run.

To determine the best performance run among the ten trials
for each test case, the highest F1 score was selected, as shown in
Table A.1. The AutoDFBench score was calculated by averaging the
F1 scores in all subtest cases, with equal weight assigned to each
subtest. The results indicate that Claude 3.5 Sonnet achieved the
highest AutoDFBench score of 0.421 using the advanced prompt,
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Figure 4: Summary of total keywords found

followed by GPT-4o. Among open-source models, WaveCoder out-
performed Llama 3 and StarCoder2-Instruct in average F1 score,
reaffirming its potential for AI-driven digital forensic applications.

The significant gap between the ‘best run’ scores and the average
scores from the ten runs highlights the variability inherent in gen-
erative AI systems. Although the higher ‘best run’ scores suggest
promising future possibilities for fine-tuned LLMs tailored for digi-
tal forensic code generation, the consistently low average scores
underscore the current limitations of generic LLMs in delivering
reliable and consistent performance for this use case.

The framework also facilitates evaluating the impact of user
prompt quality/detail. In the evaluation performed as part of this
paper, two levels of simulated expertise were analysed with each of
the LLMs. Figure 4 summarises the total number of keyword search
hits for each LLM. The results show that advanced prompts, which
offer more detailed instructions, lead to higher hits than beginner
prompts, which provide minimal guidance.

Although GPT-4o achieved the highest hit count with advanced
prompts, Claude 3.5 Sonnet performed best considering total hits
across all prompt levels. Among open-source LLMs, WaveCoder
ranked highest in finding accurate keywords. Llama 3 had the
lowest hit count, suggesting that it may not be a suitable choice for
DF code generation fine-tuning.

7.1 Discussion
GPT-4o and Claude 3.5 Sonnet accurately identified only 5.5% and
4.5% of cases, respectively, demonstrating the limited capabilities
of advanced commercial LLMs for digital forensic string searches.
WaveCoder outperformed StarCoder2-Instruct and Llama 3 among
open-source models, with 5.5%, 1.5%, and 0% keyword search accu-
racy, respectively. Llama 3 showed negligible utility for DF tasks.

Despite being 0-shot responses from generic LLMs, the models
tested achieved relatively satisfactory keyword search hit rates and
F1 scores for some of the individual test cases, indicating reasonable
performance without specific training for those specific tasks. How-
ever, this performance was inconsistent across all forensic string
search test cases used as part of the validation of the benchmarking
framework. Significant improvement could be achieved through
a combination of better prompt design, AI agents, and fine-tuned

models tailored to digital forensics, improving both accuracy and
reliability. This experiment used only two base prompts, suggesting
that future work could explore a wider variety of prompts. Although
character encoding was not specified or validated, the framework’s
flexibility allows such considerations to be incorporated into future
evaluations.

8 Conclusion
This paper introduced AutoDFBench, a novel framework and bench-
marking score to test and evaluate AI-generated DF code and tools.
The framework encompasses four main components: data prepara-
tion, API handling, code execution, and summary and score gen-
eration. Built using a MySQL database and Python, AutoDFBench
is designed for flexibility, allowing seamless integration with gen-
erative AI systems, including multiple LLMs via Ollama Docker
containers or remote API calls.

AutoDFBench leverages ground truth data provided by NIST, us-
ing forensic string search as a proof-of-concept evaluation method
to test the effectiveness of various open-source and commercial
LLMs in DF applications. Beyond its current use case, the frame-
work is capable of evaluating prompts and iterating fine-tuned
DF-focused generative AI systems. Its modular nature also allows
for future integration with an API, enabling centralised retrieval
of results and the possibility of assessing non-AI-generated digital
forensic tools and code.

To validate its capabilities, the framework was tested using NIST
CFTT’s forensic string search, encompassing 24,200 tests across
five LLMs. These tests demonstrated the robustness of the frame-
work, while revealing that state-of-the-art code-generation LLMs
are not yet fully equipped to handle DF-specific tasks. GPT-4o
and Claude 3.5 Sonnet achieved the highest performance of the
tested models, but with modest F1 scores of 0.043 and 0.036, re-
spectively. Open-source models such as Llama 3, WaveCoder, and
StarCoder2-Instruct exhibited even more limited capabilities. How-
ever, a marked improvement was observed for all LLMs when pro-
vided with detailed “advanced user” prompts, underscoring the crit-
ical role of prompt engineering, AI agents and model fine-tuning
in enhancing DF task performance.

In conclusion, AutoDFBench represents a significant step for-
ward in the validation and evaluation of AI-generated DF tools. It
addresses the growing demand for reliable and scalable solutions
in the field, equipping forensic investigators to meet the challenges
of the AI era.

The framework will be expanded for future work to evaluate a
broader range of AI-assisted DF scenarios. This will include inte-
grating all NIST CFTT test procedures to ensure complete coverage
and alignment with established NIST tool testing and validation
standards. Such enhancements will bolster the framework’s appli-
cability across diverse DF tasks, advancing its utility in identifying
the most effective LLMs, prompts, and methodologies for future
AI-assisted DF investigations.

A Appendix
Table A.1 details the results of the Windows and Linux test cases,
classified by LLM, OS, coding language, and prompt level (beginner
or advanced).
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Table A.1: AutoDFBench score and the best performing F1-score for LLMs benchmarked over the 10 runs for each subtest
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Abstract
In major criminal investigations, the manual analysis of police re-
ports for the categorization of entities is a resource-intensive task
prone to human error. Recent advances in Named Entity Recogni-
tion (NER) models offer promising solutions for automating this
process, potentially reducing both time and error rates.

This paper demonstrates the effectiveness of fine-tuning a NER
model using a publicly shared synthetic dataset inspired by real
case files. Notably, we leverage a large language model (LLM) for
generating both the synthetic data and the annotations used for
training. This approach enables investigators to rapidly develop
case-specific models tailored to ongoing investigations. To struc-
ture this effort, we propose an ontology for entity extraction in
criminal cases, focusing on key entities, such as persons, seized
items, communication profiles, vehicles, locations, organizations,
and financial profiles. Our model achieves an average weighted
F1-score of 94.2% on the synthetic dataset.

For further validation, we manually annotated a small dataset
of confidential data from two homicide cases, achieving an aver-
age weighted F1-score of 81.6%. Our results demonstrate that our
approach can at times generalize well to real case files.

CCS Concepts
• Applied computing→ Document searching; Evidence col-
lection, storage and analysis.

Keywords
Criminal Investigation, Artificial Intelligence, Named Entity Recog-
nition, Large Language Models, Synthetic Data, Data Management,
Information Analysis.
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1 Introduction
Criminal investigations are information work [10]. Investigators
collect, analyze, and synthesize information for knowledge dis-
coveries to answer the question of ‘What has happened?’. Within
this workflow, the analytical stage consists of thematization and
categorization of collected information [25]. We have previously
addressed the challenge of thematization [26]. However, in this
paper, we focus on the task of categorization.

In this context, the term ‘categorization’ refers to assigning in-
formation to entity classes. This task is performed as investigators
often do not understand the meaning of the collected data. How-
ever, regardless of meaning, the text in the data can be grouped into
classes for later knowledge discoveries. For instance, information
about a person’s user account cancellation might seem insignificant
when first received. Yet, when combined with other data sources,
such as transactions of a weapon purchase, the process of catego-
rizing these entities can lead to valuable insights. By categorizing
relevant text into entity classes, investigators would be capable
of uncovering relationships, such as temporal, relational, and geo-
graphical connections that are crucial for them to solve criminal
cases. Thus, categorization is assigned to specific roles such as
the Document Reader, Indexer, and Indexing Supervisor [18]. This
highlights the task’s dual nature: it is resource-intensive and a high
priority in criminal investigations.

Within major criminal investigations, thousands of police docu-
ments, such as incident reports, interviews, warrants, statements,
and crime scene reports, are generated leading to large volumes of
unstructured text. Currently, the Document Reader, Indexer, and
Indexing Supervisor categorize information manually. Within two
homicide cases applied in this study, we revealed 13,379 manually
created connections between entities and documents. This number
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demonstrates the workload, and highlights its vulnerability to hu-
man errors. With such an overwhelming number of entity involved
in generation and linkage, there is a risk that information may be
overlooked. This underlines the need for more efficient and reliable
methods for the task of categorization.

Entity extraction has a long tradition within the legal domain,
aiming to support investigators in categorizing information [5]. In
recent years, researchers have proposed systems for NER in criminal
investigations [23] based on Bidirectional Encoder Representations
from Transformers (BERT) [6]. These methods have shown great
results over traditional methods such as lexical lookup and rule-
based entity extraction.

After the release of generative Large Language Models (LLM),
more and more powerful approaches to NER have emerged [21,
30]. However, these advancements have primarily been applied to
open or constructed datasets. The confidentiality of real criminal
investigative data presents a significant challenge for utilizing LLMs
in real investigations, as well as for the fine-tuning of BERT NER
models [23, 31]. The restricted access to data results in a lack of
labeled data for fine-tuning NER models, making it difficult to
develop NER systems.

Our current work makes the following contributions. First, we
present an ontology for named entities in criminal investigations.
Second, we present an approach leveraging an LLM for fast syn-
thetic data generation for fine-tuning of a case-specific NER model.
Third, we share ourAnnotated Synthetic dataset used for fine-tuning,
and report our results. Finally, we present our findings from apply-
ing our model to real criminal investigations. Through this work,
we seek to answer the following research question: “To what extent
can NER models fine-tuned on fast synthetic data generalize to real
case files?"

The remainder of this paper is as follows: Section 2 presents
related work, followed by Section 3 which describes our method-
ology, including an overview of the three datasets applied in our
study, the proposed ontology, and our annotation and fine-tuning
process. Section 4 presents our experimental results, while Section
5 discusses our findings. Finally, Section 6 concludes the paper and
suggests directions for future work.

2 Related work
NER in Criminal Investigations. The application of NER in crim-
inal investigations encompasses multiple objectives, purposes, and
practical applications. Early research by Chau et al. [5] aptly high-
lighted the necessity of processing both structured databases and
unstructured police reports in criminal investigations. Louis and
Engelbrecht [15] and Al-Zaidy et al. [1] highlighted the tedious
process of manual extraction of useful information in unstructured
text. Pollitt [22] explored the application of NER in investigations
to enhance forensic analysis and emphasized NER’s value for dis-
covering unknown entities by comparing it to string search where
entities must be known search terms. This is a key factor in criminal
investigations as investigators often lack clarity on what entities to
look for and which ones are relevant.

Al-Zaidy et al. [1] proposed a method for discovering criminal
networks using NER. Similar work was performed by Iqbal et al.
[11] for clique detection in chat logs - an exploratory approach into

criminal investigations with the potential to discover entities of
importance. Taking a different approach from Al-Zaidy and Iqbal’s
network analysis, Schraagen et al. [24] explored how out-of-the-box
NER models could give police investigators a head start by auto-
matically identifying relevant entities in user-submitted reports.
Others have highlighted the importance of document analysis by
applying NER to provide an overview of Person entities and their
linkage to documents [7]. As investigators continuously need to
retrieve information from documents, such an approach can benefit
them by providing an overview of persons and documents.

Yang and Chow [31] developed a framework for both entity
and relation extractions in digital forensic investigations. This is
comparable to the work by Banerveld et al. [27], who developed a
tool for NER, relation and information extraction to enhance white-
collar crime, and Batini et al. [2], who proposed a semantic data
integration platform built on NER and relation extraction. Kejriwal
et al. [13] also focused on end-to-end systems allowing for question
input for the automatic identification of entities towards building
knowledge graphs.

To the best of our knowledge, there does not exist any NER
model for Norwegian criminal investigations, and there only seems
to have been one previous study around fine-tuning for criminal
investigations by Ørke [32]. Ørke manually annotated a dataset
and fine-tuned the ‘nb-bert-base-ner’ with an F1-score of 90.6%. For
reference, as of the time of writing, the best Norwegian NER model
has obtained a micro-average F1-score of 90.13% on the NorNE-Nb
Norwegian benchmark dataset,1 and the model with the best results
for the CoNLL 2003 English benchmark obtained a 94.6% F1-score
[29].

Collectively, these studies demonstrate NER’s fundamental role
in enabling knowledge discovery and seek to facilitatemore efficient
information analysis compared to manual methods. However, very
few work with real data due to confidentiality, and several highlight
the challenge of manual annotation.

Synthetic Data Generation for NER. Due to confidentiality
restrictions, the vast majority of studies have been unable to uti-
lize real-world police reports in their research as recognized by
Schraagen et al. [24]. Thus, we explore the workflow of anonymis-
ing confidential data and use this data as an example input to an
LLM for both data generation and annotation. Oliveira et al. [19]
explored the use of language models as an alternative strategy to
human-based annotations. They found that human annotation was
the best approach. However, a combination of human and LLM
annotations showed positive results. Others, such as Park et al. [21]
and Xing et al. [30], have also used LLMs for dataset construction,
evaluating information extraction techniques on constructed po-
lice reports. In contrast to Park and Xing, we present an approach
for synthetic data generation for fine-tuning a case-specific BERT
NER model in alignment with existing ontology used by Norwe-
gian criminal investigators and we share our synthetic generated
dataset.

Transformers and LLMs. Recent work has shifted to applying
transformers like BERT [28] and LLMs for information extraction
and NER. Rodrigues et al. [23] developed a forensic pipeline for
information extraction with transformers showing how NER and

1https://scandeval.com/norwegian-nlu/
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relation extraction can enable comprehensive knowledge graph
construction for forensic analysis. Park et al. [21] recently fine-
tuned two language models for information extraction on open
verdicts, developing a hybrid classification model that could au-
tomatically extract 18 key types of information. The application
of LLMs in digital forensics has also begun to expand, with re-
searchers like Henseler and van Beek [8] exploring the potential of
using ChatGPT as a copilot in criminal investigations. While not
explicitly testing ChatGPT for entity extraction, they investigated
the capability of person and role identification. Their results were
promising, but they emphasized the need for careful validation
and highlighted challenges in implementing such models securely
within law enforcement infrastructure.

In this study, we chose to use a BERT-based model for NER due
to its relatively low computational requirements compared to LLMs.
BERT’s adaptability, learning capacity, and ease of updating and
expansion made it more suitable for our purposes. These factors
influenced our decision not to utilize an LLM for NER in criminal
investigations.

3 Methodology
In the following section, we present our methodology. First, we out-
line the selection of our applied datasets, followed by an overview
of our suggested ontology. Last, we elaborate on our annotation
and fine-tuning process. All resources including datasets, and fine-
tuning code are publicly available in our repository.2

3.1 Data
In this study, we utilized three datasets: A Confidential Case File
dataset, an Annotated Synthetic dataset and an Annotated Confiden-
tial dataset.

The Confidential Case File dataset consists of 3,729 police docu-
ments within two case files. These documents are listed in a relation
database linked to manually extracted entities. The total number of
entities sums up to 4,321, with a total of 13,379 unique links. We uti-
lized this dataset for three distinct purposes: (1) ontology generation,
(2) synthetic data generation, where selected anonymized sentences
served as prompt input for ‘Claude 3.5 Sonnet’, and (3) evaluation of
our fine-tuned model on unseen real-world data, which we discuss
in Section 5.1. By the use of ‘Claude 3.5 Sonnet’ we generated the
Annotated Synthetic dataset containing 1,458 entities for training
and testing. Further, we manually annotated 285 entities from our
Annotated Confidential dataset for testing. Both datasets use the
BIO annotation format (later explained in section 3.3).

3.2 Ontology
Within criminal investigations, a well-defined ontology plays a cru-
cial role in structuring and categorizing information. Ontologies are
the main mechanism for domain-specific knowledge representation
as stated by Bruckschen et al. [3]. Therefore, we highlight the im-
portance of establishing a unified ontology alongside case-specific
entity classes.

Within digital forensics, the need for standardized ontologies
has been addressed by initiatives like the Cyber-Investigation Anal-
ysis Standard Expression (CASE) and its underlying Unified Cyber
2https://anonymous.4open.science/r/fastner-1650/

Ontology (UCO). CASE provides a comprehensive specification
language for representing digital forensic information [4].

This drive towards standardization is also evident in traditional
criminal investigations, where the National Police Chief’s Council
(NPCC) in the UK recently shared a ‘MinimumPOLEData Standards
Dictionary,’ with the intent to support consistent and accurate
recording of police information. The dictionary is organized around
POLE entity classes: Person, Object, Location, and Event.

Similar ontologies have long existed within the domain of op-
erational analysis in Norway proposed by Nissen [16, 17], namely
ORE entities: Objects, Relations, and Events. These are further split
into Person, Item, Vehicle, Communication Profile, Organization,
Location, and Financial Profile. These entity classes serve as a stan-
dard within Norwegian criminal investigations. These classes are
split into case-specific entities depending on the type of case as
investigators must adapt and work with dynamic entity classes
depending on the case.

Upon analyzing theConfidential Case File dataset, we havemapped
out the frequency of entity classes that the investigators have man-
ually created within these cases. The entity classes and their fre-
quencies are listed in Table 1.

Table 1: Frequency of entities identified in the Confidential
Case Files.

Entity Class Frequency
Person 2043

Seized Item 1146
Communication Profile 439

Vehicle 406
Location 234

Organization 50
Financial Profile 3

Building upon Nissen’s established framework, we propose PIV-
COLF - a unified ontology for entity extraction in criminal investi-
gations. PIVCOLF preserves Nissen’s seven fundamental classes:
Person, Item,Vehicle,Communication Profile,Organization,Location,
Financial Profiles.

Figure 1: PIVCOLF ontology for entity extraction in criminal
investigations

From analyzing entity classes within our Confidential Case File
dataset, we found that several of these classes had subclasses. Per-
sons contained both names and personal identification numbers.
For Items, this class can consist of any item, however, if an item
is seized, it is referenced to by its unique identification reference.
For this reason we focus on the seized item reference, not any item.
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Vehicles contained both names and license plate numbers. Com-
munication profiles consisted of phone numbers, e-mail addresses,
and user accounts. Organizations had names and organizational
identification numbers. Location contained only addresses. Finan-
cial profiles contained both credit card numbers and bank account
numbers. An overview of the different classes and examples are
listed in Table 2.

Table 2: PIVCOLF entities with subclasses, labels and exam-
ples for criminal investigations.

Entity Type Label Example

Person Named Entity PER First Lastname
Numeric Entity PID 112233 45678

Seized Item Alphanumeric Entity ITM 2024 / 121 - A2

Vehicle Named Entity VEH BMW i3
Alphanumeric Entity LIC VEH123

Communication profile Named Entity EMA name@online.com
Numeric Entity PHO 12 34 56 78
Named Entity USR JohnDoe_12

Organization Named Entity ORG Coca Cola
Numeric Entity OID 123 456 789

Location Named Entity LOC Main Street 1, 0101 Oslo

Financial profile Numeric Entity FIN 1234 56 78901

The above listed entity classes have been selected for annotation
and training in our study.

3.3 Data Annotation and Model Development
With regards to the annotation method, we derived inspiration
from authentic police reports within our Confidential Case File
dataset to ensure relevance to the target domain. We manually
generated example sentences to mimic the style and content of
the source documents and instructed ‘Claude 3.5 Sonnet’ to both
generate and annotate a series of similar sentences, each series
containing between 10-20 sentences. We validated each sentence
to ensure quality. These example sentences contained BIO-schema
annotations and were used as prompt input. This is a common
format used for Named Entity Recognition. B (Beginning): Indicates
the first token of a named entity. I (Inside): Indicates a token that is
inside a named entity (i.e., not the first token). O (Outside): Indicates
a token that is not part of a named entity. An example of the BIO-
schema can be viewed in Table 3. Our annotation style followed
a space-based tokenizaton, where text was split into individual
units based on spaces between words. This ‘human way’ of labeling
allowed for faster annotation.

We sent the following prompt to ‘Claude 3.5 Sonnet’: Please gen-
erate look-alike annotated sentences using the BIO (Beginning-Inside-
Outside) schema. Each line should contain a token and a classification.
Make sure there is a new line for each new sentence. Follow this exam-
ple for annotation style and structure: <Example sentence>. Generate
sentences within the domain of <domain>.

We tracked the time spent on annotation and validation. Each
set of 20 sentences required approximately 2 minutes for genera-
tion and validation. In total, we produced 817 annotated sentences,
consuming 162 minutes.

Table 3: Tokens and their corresponding annotation based
on the space-based BIO annotation style.

Token Annotation
The O

witness O
JOHNSON, B-PER

John I-PER
uses O

e-mail: O
john@online.com. B-EMA

Additional time was necessary to craft the initial prompt gener-
ation for sets of entity classes. We had to adjust the prompt input
at times. This step took between 4-7 minutes per prompt, as this
involved anonymizing data and manually annotating an example
sentence. We spent between 140-168 minutes on this task.

Wemanually annotated 25 sentenceswith a total of 285 entities of
the Confidential Case File dataset following the same style. This took
55 minutes. This annotated dataset, containing unseen confidential
data was used to evaluate the performance of our fine-tuned model.
The synthetic generation of the annotated datasets was 5.45 times
faster to generate and annotate compared the manual annotation
of confidential text.

3.4 Fine-Tuning
Our Annotated Synthetic dataset was partitioned into training and
test sets using k-Fold Cross-Validation (CV), where the dataset is
split into five equal-sized partitions (k=5). The model was fine-
tuned with four of the partitions (training set) and tested on the
final remaining partition (test set). This process was performed k=5
times using different combinations of the partitioned data - each
partition will act as the test set once. The scores of the evaluation
metrics, such as precision, recall, and F1-scores, for each of the five
models are derived and used to calculate the weighted averages.

We use the following standard metrics. Precision: The ratio of
correctly predicted entities. This can be mathematically defined as:
𝑇𝑃/(𝑇𝑃 + 𝐹𝑃), where 𝑇𝑃 represents the number of correctly pre-
dicted entities for a given class (True Positives) and 𝐹𝑃 represents
the number of entities incorrectly predicted to belong to that class
(False Positives). Recall: The ratio of correctly predicted entities
to the actual entities in the dataset. This can be mathematically
defined as: 𝑇𝑃/(𝑇𝑃 + 𝐹𝑁 ), where 𝑇𝑃 represents the number of
correctly predicted entities for a given class (True Positives) and
𝐹𝑁 represents the number of entities that actually belong to that
class that have been incorrectly predicted as not belonging to that
class (False Negatives). F1-Score: The harmonic mean of precision
and recall (a score that balances precision and recall). In addition
to individual entity performance, we report three types of average
scores. The micro average provides an overall score weighted by
the frequency of each class. The macro average gives equal weight
to each class, regardless of its frequency. The weighted average is
similar to the macro average but weighted by the support size of
each class. These scores offer an overall performance across all
entity classes.
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To see how well the fine-tuned models perform on the Annotated
Confidential dataset, the models trained by each of the folds are
saved and used for further evaluation on this dataset. We obtained
the same evaluation metrics as in the Annotated Synthetic dataset
evaluation and used these to calculate the weighted averages. Test-
ing on the models from the k-Fold CV process ensures that the
model evaluation on the test set and the Annotated Confidential
dataset is performed fairly.

We leveraged the ScandiNER,3 a NER model for Danish, Norwe-
gian, Swedish, Icelandic, and Faroese which is available under the
MIT License. It is a fine-tuned version of the Nasjonalbiblioteket
AI Lab’s (NBAILab) “NoTram", short for “Norwegian Transformer
Model", available under the Apache License, Version 2.0 [14]. The
model has been fine-tuned on datasets containing Scandinavian
languages, such as the DaNE, NorNE, SUC 3.04 and the Icelandic
and Faroese sections of the WikiANN dataset [9, 12, 20]. Due to
this, the model performs well on Scandinavian languages, which
makes it specific enough when used for Norwegian documents, but
not overly generalizable to non-Norwegian documents, making it
well-suited for our use-case.

For the fine-tuning process, we utilised NBAILab’s Colaboratory
Notebook on “How to finetune a NER/POS-model", which is avail-
able on their Github Project page.5 The code has been adapted so
that it fine-tunes the ScandiNER model on the Annotated Synthetic
dataset. Fine-tuning is a process where the weights of a foundation
model is updated to make it more adjusted to new data. This is
unlike using a pre-trained model directly, which does not involve
further adaptations. Moreover, BERT models, which the ScandiNER
was fine-tuned on, were trained to understand natural languages
and require fine-tuning for particular Natural Language Processing
(NLP) tasks. In this work, the ScandiNER model is further fine-
tuned to allow it to identify new entity classes within the context of
Norwegian criminal investigations. The model was trained using a
learning rate of 3e-05 over 4 epochs and 750 warm-up steps, which
is the default set-up in the NBAILab notebook. The tokenizer in the
model used no padding.

4 Results
In this section, we present our results. We first present the results
of applying the ScandiNER model ‘out of the box’. We then present
the results of our fine-tuned model on our Annotated Synthetic
dataset, and last we present the results of our fine-tuned model on
the Annotated Confidential dataset.

Today’s existing NER models have not been trained on the entity
classes presented in our suggested ontology, PIVCOLF, except for
Person, Location, and Organization. Thus, we could only apply the
ScandiNER model to predict these entity classes. We evaluated the
ScandiNER model both ‘out of the box’ and after fine-tuning using
our Annotated Synthetic dataset. Table 4 presents the performance
comparison between the ScandiNER model and our fine-tuned
version. The Support column indicates the occurrences for each
entity presented in the data used for evaluation. Both models were
evaluated on our synthetic dataset. As indicated, our fine-tuned

3https://huggingface.co/saattrupdan/nbailab-base-ner-scandi
4https://spraakbanken.gu.se/en/resources/suc3
5https://github.com/NbAiLab/notram#user-content-colab-notebooks

model outperformed ScandiNER in F1-scores across every entity
class.

Table 4: Scandi Base vs. Scandi FT

Entity Model Precision Recall F1-Score Support
PER Scandi Base 0.834 0.954 0.890 285

Scandi FT 0.976 0.982 0.979 285
ORG Scandi Base 0.745 0.913 0.820 115

Scandi FT 0.869 0.913 0.888 115
LOC Scandi Base 0.688 0.778 0.730 207

Scandi FT 0.891 0.894 0.892 207

Performance metrics of our fine-tuned model, evaluated across
all entity classes on our Annotated Synthetic dataset, are presented
in Table 5. Our fine-tuned model achieved strong performance
with an F1 weighted average score of 94.2% and F1-scores >90% for
most entity classes, with F1-scores of 89.2% and 88.8% observed for
Location and Organization.

Table 5: 5-fold Cross Validation - Synthetic Data

Entity Precision Recall F1-Score Support
PER 0.976 0.982 0.979 285
PID 0.910 0.952 0.930 83
ITM 0.973 1.000 0.986 106
VEH 0.949 0.948 0.948 77
LIC 0.944 0.875 0.908 80
EMA 0.988 0.988 0.988 167
PHO 0.936 0.962 0.949 105
USR 0.908 0.908 0.907 98
ORG 0.869 0.913 0.888 115
LOC 0.891 0.894 0.892 207
FIN 0.953 0.943 0.940 87
Micro avg 0.937 0.947 0.942 1458
Macro avg 0.935 0.948 0.939 1458
Weighted avg 0.939 0.947 0.942 1458

The lower performance on Location and Organization entities
reflects the domain characteristics in criminal investigation data.
Unlike traditional location entities (e.g., ‘Oslo’), our data includes
detailed addresses (e.g., ‘Main Street 1, postcode 0901 Oslo, Nor-
way’). Similarly, our Organization entities can often be comprised
of lesser-known criminal groups (e.g., ‘DarkSide’, ‘Bandidos’) rather
than well-known company names. Additionally, we found that User
Account entities were challenging to identify due to their highly
variable formats (e.g., ’John_12’, ’JohnZ’), suggesting a need for
additional training data in this category.

For the evaluation of the Annotated Confidential dataset, results
are listed in Table 6. We see a drop in performance compared to
the Annotated Synthetic dataset. However, from synthetic gener-
ation, we see an overall weighted average F1-score of 81.6% for
all entity classes. The performance metrics for the entity classes
Financial Profile, Organization, Personal Identification Number, and
User Account indicate a need for refinement and additional training
data.
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Table 6: 5-fold Cross Validation - Confidential Data

Entity Precision Recall F1-Score Support
PER 0.897 0.908 0.902 260
PID 0.511 0.846 0.637 65
ITM 0.842 0.909 0.872 55
VEH 0.905 0.739 0.813 115
LIC 0.878 0.867 0.871 90
EMA 1.000 0.933 0.965 120
PHO 0.965 0.925 0.944 265
USR 0.698 0.400 0.497 40
ORG 0.624 0.600 0.610 75
LOC 0.629 0.797 0.702 315
FIN 0.592 0.560 0.543 25
Micro avg 0.792 0.833 0.812 1425
Macro avg 0.776 0.771 0.760 1425
Weighted avg 0.813 0.833 0.816 1425

5 Discussion
The effort required for manual entity extraction from unstructured
police reports is comparable to that of BIO-annotation tasks—both
being highly time-intensive processes. This considerable time in-
vestment motivated our exploration of automated approaches, lead-
ing us to utilize ‘Claude 3.5 Sonnet’ for both the data generation
and the annotation task. We have saved a significant amount of
time compared to manual annotations. While the generation and
annotation of synthetic data proved 5.45 times more time-efficient
compared to manual annotation of our confidential data, we needed
to validate how well models trained on such synthetic data would
generalize to real criminal case files. To evaluate this, we manually
annotated a confidential dataset from actual case files to serve as a
test bed for our synthetically trained model.

From a relatively small dataset of 1,458 entities in total, we find
inspiring results showing that there is a capability for fine-tuning
by applying our proposed method. Within our synthetic dataset, we
see strong performance with a weighted average of 94.2%. Notably,
this performance exceeded that reported by Ørke [32], who used
manual annotation for fine-tuning the ‘nb-bert-base-ner’ model.
However, it’s important to note that these results are not directly
comparable due to differences in datasets and underlying model
architectures.

However, our model’s performance dropped on the confidential
dataset. It is important to emphasize that our model was trained
exclusively on synthetic data, with no exposure to confidential
information. While we generated synthetic data to closely mirror
investigative texts, the model’s performance showed a decrease
when applied to unseen, confidential real-world data. This perfor-
mance gap suggests that enhancing the similarity between our
synthetic training data and confidential data could improve the
model’s generalization capabilities.

Even though the performance decreased, we ultimately obtained
a weighted average F1-score of 81.6%. We argue this shows that
fast synthetic generation for criminal investigations generalizes
well and can be a method for developing case-specific NER models.

The model’s performance for the entity classes Financial Profile,
Organization, Personal Identification Number, and User Account, fell
below our initial expectations. Specifically, these classes exhibited
lower precision and recall compared to other entity classes in our
dataset.

Our results indicate two key areas for improvement: increasing
the volume of training data and enhancing the quality of entity
representation in our synthetic dataset. Despite our efforts to gen-
erate representative data, there seems to remain a gap between the
linguistic patterns in synthetic texts and those found in confiden-
tial police reports. This disparity can be attributed to ‘Claude 3.5
Sonnet’s’ training limitations—specifically, its lack of exposure to
confidential investigative documents and potential inherent biases
in the model that may affect its ability to generate authentic inves-
tigative language and terminology. This results in text that differs
from the characteristic formulations used by criminal investigators.
Thus, we want to explore the generation of synthetic data by an
LLM and criminal investigators similar to Oliveira et al. [19] for
fine-tuning and testing.

We must underline that we worked with entities the same way
investigators do. This means we applied a space-based annotation
method as shown in Table 3. This may also affect the results, though
we found this to be a faster and easier way to annotate.

If we take into account the weighted average scores of 94.2%
for the Annotated Synthetic dataset and 81.6% for the Annotated
Confidential dataset, respectively, and the fact that our generation
of training sets was 5.45 times faster than manual annotation, we
suggest that investigators should consider utilizing this method in
major criminal investigations.

While several of our entity classes within PIVCOLF could po-
tentially be identified using rule-based approaches like regular
expressions, these methods face challenges when dealing with the
broad variability in police documents. Our experience from work-
ing with police documents has shown that investigators formulate
entities with a broad variety. Even with a comprehensive dictio-
nary of regex patterns, ambiguity remains a challenge. For instance,
distinguishing between phone numbers (PHO), case file numbers,
and organizational identification numbers (OID) requires contextual
understanding, as they can share identical numerical patterns (e.g.,
sequences of 8-10 digits). Additionally, a financial profile (FIN) can
be identical to a personal identification number (PID). Thus, we opted
for BERT as it can learn contextual patterns and disambiguate be-
tween similar numeric formats based on their surrounding context,
making it more suitable for handling such overlapping patterns
and variations in entity representation. While recent LLMs have
shown impressive capabilities, BERT offers several advantages for
our specific NER task. It requires significantly less computational
resources, enabling wide spread local deployment. It can process
sensitive police data locally without requiring external API calls,
thereby maintaining data privacy and security and BERT provides
consistent entity labeling without the formatting variations and
hallucinations often seen in generative models.

Our study has concentrated on fine-tuning the ScandiNER model
for case-specific entity extraction under the ontology we named
PIVCOLF. While this approach has shown promise, we recognize
the need to evaluate its performance across a broader spectrum of
investigative scenarios. Future work should explore the application
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of this fine-tuning methodology to cases involving other entities
such as weapons, drugs, cryptocurrency, geographical coordinates,
and IP addresses.

It is crucial to underline the potential risk of data leakage in-
herent in our proposed method. If investigators decide to use this
approach, they must ensure not to include any confidential data in
the example sentences they provide for annotations to the exter-
nally hosted LLM.

5.1 Lessons Learned from Real Use-Cases
We applied our model to the Confidential Case File dataset, com-
paring its output to entities manually extracted by the investigator
through string-matching rules. This analysis revealed an impor-
tant aspect of human investigative work: investigators are selective
when categorizing information, prioritizing the relevant entities.
For example, they tend to focus on the mentioning of the sus-
pect (PER) rather than defense attorneys (PER). In contrast, our
model does not make these nuanced distinctions, resulting in more
comprehensive but less focused extracted entities compared to the
investigator’s manual work.

A successful extraction model should focus solely on relevant in-
vestigative information within case file reports, disregarding meta-
data and administrative details. For instance, the location where
police interviews were conducted is typically not pertinent to the
ongoing investigation. To achieve this, we need to define specific
sections of the documents for entity extraction, allowing us to
concentrate on the relevant content while ignoring extraneous
administrative information.

A key differentiation between humans and computational catego-
rizations lies in the interpretations within the context. Investigators
apply their knowledge, such as creating a location by its street
name for the crime scene, even though this is not explicitly men-
tioned in the text. This is a dominant approach we see from the
investigators. While this type of inference falls beyond the scope of
traditional NER, which focuses on explicit entity mentions, it could
potentially be addressed through co-reference solutions, relation ex-
traction models, or rule-based systems that capture domain-specific
relationships and contextual patterns.

We motivate investigators to rethink the way they perform their
categorization of entities by applying a new method such that
machine learning methods can be utilized. By structuring their
annotations in a format that supports both case-specific knowledge
discovery and machine learning requirements, investigators can
contribute to the continuous improvement of machine learning
models, such as NER. This dual-purpose approach would ultimately
enable more efficient semi-automated entity recognition in future
investigations.

6 Conclusion and Recommendations
Criminal investigators face significant challenges with informa-
tion overload, where manual entity annotation remains a resource-
intensive task prone to human error, yet crucial for knowledge
discovery in investigations.

Our approach has demonstrated the potential of leveraging an
LLM for generating synthetic training data to fine-tune a case-
specific NER model. Our work has resulted in a shared synthetic

dataset that builds upon the PIVCOLF ontology, enabling researchers
and law enforcement to fine-tune models within the domain of Nor-
wegian criminal investigations.

Our method achieved a fivefold increase with respect to time
compared to manual annotation while maintaining promising per-
formance with weighted average F1-scores of 94.2% on the Anno-
tated Synthetic dataset and 81.6% on the Annotated Confidential
dataset.

Our findings suggest that criminal investigators can implement
this method to gain computational support for information catego-
rization in major criminal investigations. While the performance
drop between synthetic and confidential data indicates a gap in
linguistic patterns, this presents clear directions for future research.
Specifically, we propose developing a hybrid dataset that combines
LLM-generated content with investigator annotations, potentially
bridging the current performance gap and improving the model’s
effectiveness on real data.

We motivate investigators to start performing their categoriza-
tion of information in a format suitable for machine learning, thus
enabling semi-automated entity categorization in future investiga-
tions.

7 Limitations
While our approach shows promise, several limitations should be
noted. We have chosen to apply what we call ‘Space-based tokeniza-
tion’ for BIO annotations. This might have impacted the results.
However, this way is fast and interpretable, thus we see this as an
applicable way of annotating for criminal investigations. Our syn-
thetic dataset, though useful, shows performance differences when
applied to real cases, indicating room for improvement in data gen-
eration quality. Another limitation of our research is that we did not
experiment with different LLM parameters nor assess their effects
when generating the synthetic dataset and annotations. Addition-
ally, further experiments with fine-tuning different models using
the same dataset could have better demonstrated the approach’s
generalization. We also acknowledge that evaluating the repre-
sentativeness of our synthetic data could have provided valuable
insights into its quality. While acknowledging these constraints,
our approach shows promising results, and we will continue to
refine and improve this work in future research and development.

8 Ethics and Data Protection
The Norwegian Director of Public Prosecutions and The Norwegian
National Police Directorate have permitted access to data for this
study. All confidential case data remained within secured police
servers throughout the study, adhering to data protection protocols.
No confidential data was transferred to external services or systems.

The confidential data served as inspiration for generating syn-
thetic data that mimicked the style and content, without revealing
any actual case information. The manually annotated confidential
data for evaluation remained within its secured police server. The
synthetic dataset and fine-tuned model are available for research
purposes and transparency.
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Abstract
TLSH is one of the most widely used similarity digest schemes in
the field of binary analysis. Its primary use cases in digital foren-
sics and malware analysis require the scheme to be robust against
attacks that create files designed to mislead it in evaluating their
similarity to other files. Recently a set of practical targeted attacks
were proposed against the scheme. One of these attacks could mod-
ify existing binaries in ways to make the scheme find them very
different from files they were (and still are) similar to, while another
attack achieved the scheme finding the modified binaries very simi-
lar to files, which they are actually very different from. Both attacks
achieved their goals by relatively small modifications consisting of
injecting specially crafted byte sequences to different places in the
binary. A weakness of this approach is that the user of the scheme
can easily identify and remove the added pieces of data, and thus
eliminate the attack. We propose a set of modifications to the at-
tacks that disguise the added data as legitimate machine code, in a
way that is much harder to detect, identify and remove. We eval-
uated our methods on a set of ARM malware samples, and found
that around 70% to 80% of the samples can be successfully modified
by these new versions of the previously mentioned attacks.
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1 Introduction
A similarity digest scheme is a pair of algorithms, the first of which
maps arbitrary length inputs (byte sequences, e.g. files) to small
hashes called similarity digests, in a way that the second algo-
rithm can reason about how similar two original inputs were, based
on their corresponding similarity digests alone. This is usually
achieved through the digests of similar inputs being similar in
contrast to the behavior of cryptographic hash algorithms, where
similar but non-identical inputs are mapped to completely different
hashes. Similarity digest schemes are mostly used in digital foren-
sics applications [1], spam filtering [2], malware clustering [6, 12],
and malware detection [13].
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TLSH [7] (Trend Micro Locality Sensitive Hash) is one of the
most widely used similarity digest schemes in the field of binary
analysis, for example used by VirusTotal1, a well known malware
repository. TLSH proved to be more robust against random muta-
tions introduced to files than its alternatives (notabliy Ssdeep [5]
and Sdhash [11]). This is based on the observation that after intro-
ducing certain amounts of small changes to a files (possibly not
even affecting their functional behavior), the alternatives failed to
detect the similarity between the original and modified versions
many times, when TLSH still succeeded, in a configuration where
all the schemes were tuned to produce similar low false positive
rates [8, 9]. However, [3] and its follow up, [4] showed that it is
possible to make small modifications to a file to specially manipu-
late the TLSH algorithms. The authors propose two attacks in [4].
The first of the two attacks achieves that the scheme will find the
original and modified versions of the data very different, while the
second attack makes the scheme find the modified file very similar
or identical to an arbitrary target, by creating a near or complete
digest collision.

The research presented in [4] showed in detail, how the de-
scribed methods can be used on software binaries of IoT devices,
more specifically executable ELF (Executable and Linkable For-
mat) binaries for the ARM architecture. The described framework
removes parts of the executable file that are not required during
execution (both inner regions and the tail of the file), and replaces
them by specially crafted data that manipulates TLSH in the de-
sired way. A notable weakness of this approach is that a more
experienced user of TLSH can repeat the process of removing these
non-required parts, now containing the data planted by the attacker,
before similarity digest calculation, and thus eliminate the attack.

In this paper, we propose modifications to the attack framework
to disguise the data introduced by the attacker as legitimate ma-
chine code in the binary, while still achieving the same kinds of
manipulations to TLSH. First, we extend the component responsi-
ble for generating the previously mentioned specially crafted data
with the ability of abiding by custom rules like generating only
valid machine code instructions of a certain architecture, and define
such a rule for the 32-bit ARM architecture. Second, we extend the
component responsible for allocating the required space within the
ELF binaries so that the inserted data will be loaded to the memory
just like the legitimate instructions of the program (i.e. as part of a
text segment). Finally, we evaluate our new concealed versions of
the existing attacks achieved by using these two kinds of extensions
together on a data set of ARM IoT malware samples. We note that
we could similarly allocate space belonging to a data segment, and

1https://www.virustotal.com/ Last accessed: January 9, 2025
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insert arbitrary bytes there without the additional challenge of gen-
erating valid instructions. We take on this challenge to show that
the attacks can be efficient, even if they have to abide by certain
syntactic requirements in their generated data, which might enable
them to support other file formats.

The paper is organized as follows: Section 2 establishes the back-
ground required to discuss our additions to the attack framework,
including overviews of the relevant details of the TLSH algorithms,
the ELF file format, and the original attack framework itself. In Sec-
tion 3, we discuss our modifications of the framework to be able to
generate valid machine code instructions instead of arbitrary bytes;
and in Section 4, we discuss our different strategies to obtain space
in the existing executable file, where the generated instructions can
be inserted to, in a way that they will be loaded to the memory along
with the original parts of the file containing machine code, without
actually changing the behavior of the program. Section 5 shows the
results of our experiments carrying out the new concealed versions
of the two existing attacks built upon the framework on samples
from a malware data set, discussing how many samples enable the
modifications required by each of the different strategies, and how
much more generated machine code it takes to achieve the same
desired effect on TLSH compared to when arbitrary bytes can be
inserted. Finally, Section 6 concludes the paper.

2 Background
2.1 The TLSH algorithms
TLSH is short for Trendmicro Locality Sensitive Hash. As its name
suggests, TLSH belongs to the family of similarity digest schemes
called locality sensitive hashes. For this reason, the similarity di-
gests produced by TLSH are usually referred to as TLSH hashes.
The algorithm of TLSH calculating the similarity digest traverses
the input data and extracts its so called 2-skip-3-grams, which are
triads of almost subsequent bytes skipping at most 2 bytes in be-
tween. Each of these byte triads are mapped to a single byte hash
value using the Pearson hash function [10] on the 4-byte input
constructed from a salt value depending on the shape of the triad
(i.e. the pattern of in between skipped bytes) and the values of the
3 extracted bytes. The algorithm counts the occurrences of each of
the 256 different hash values throughout the file. With the analogy
of bucket hashing, the elements of the resulting 256 long array are
called bucket counts. The algorithm discards the second half of the
array keeping only the first 128 bucket counts 𝑏0. . .𝑏127 correspond-
ing to the Pearson hash values 0. . . 127. Apart from a single byte
checksum field and another one byte field called lvalue, which
represent the size of the input data on a logarithmic scale, all fields
of the TLSH hash are calculated from these bucket counts. The
algorithm calculates the 𝑞1, 𝑞2, and 𝑞3 quartiles of the 128 values,
which are the last values from the first three quarters of the sorted
version of the array (i.e. 𝑏31, 𝑏63, and 𝑏95, where 𝑏0 would mark
the smallest of the 128 kept bucket counts). Q1ratio and Q2ratio
capture the ratios of the quartile values:

Q1ratio = ⌊100𝑞1
𝑞3

⌋ mod 16

Q2ratio = ⌊100𝑞2
𝑞3

⌋ mod 16,

and the so called codes capture the relations of the 𝑏0. . .𝑏127 bucket
counts corresponding the Pearson hash values 0. . . 127 to the quar-
tiles:

code𝑖 =


0 if 𝑏𝑖 ≤ 𝑞1
1 if 𝑞1 < 𝑏𝑖 ≤ 𝑞2
2 if 𝑞2 < 𝑏𝑖 ≤ 𝑞3
3 if 𝑞3 < 𝑏𝑖

The second algorithm takes two TLSH hashes as input and out-
puts a so called difference score. Higher scores mean that the origi-
nal pieces of input data the hashes represent were different, while
scores close to zero mean that they were very similar. While there
is a theoretical maximum difference score, the score is not purpose-
fully limited. This is different from some other schemes that output
a similarity score on a fixed scale like 0. . . 100, where usually higher
values mean more similar inputs. The difference score is calculated
as a sum of smaller scores calculated for all the different hash fields.

2.2 ELF binaries
Executable and Linkable Format (ELF) is the binary format used
on Linux systems. Among others, ELF is used for executable files,
shared libraries and kernel modules on many different architec-
tures. Every ELF binary starts with the so called ELF header, which,
along with describing the more specific type of the file, optionally
addresses two header tables: the program header table and the sec-
tion header table. Both are called header tables, as they are arrays
of equal sized header entries called program headers and section
headers respectively.

Program headers are required in an executable file, as they define
the initial memory image of the program: among others, what
regions of the file are to be loaded to what regions of memory.
These different regions of memory are called segments. Program
header entries contain the following fields:

• type - the type of the described segment;
• offset - the offset of the data within the file relative to the
beginning of the file;

• vaddr - the memory address where the segment is loaded;
• paddr - physical memory address, not used for simple user
space binaries;

• filesz - the size of data to be loaded from the file to (the
beginning) of the segment;

• memsz - the size of the segment within the memory (filled
with zeros after the first filesz bytes);

• flags - bits describing whether the memory region of the
segment should be readable (R), writable (W) and or exe-
cutable (X); and

• align - alignment of the segment, a power of 2, where

offset ≡ vaddr (mod align).

Themost basic and important segment type is LOAD, which instructs
the loader to load a piece of the file to a given range within the
memory. The alignment for LOAD entries is usually the memory
page size of the given architecture, but can be larger as well. On
architectures like ARM, where this is relevant, multiple page sizes
can be supported by setting the largest as alignment for the LOAD
entries. Two other segment types relevant in our paper are the
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GNU_STACK and GNU_RELRO. Compilers like GCC often add these
entries to the program header table, even when not strictly required.

GNU_STACK determines the flags associated with the stack (read,
write and execute), and GNU_RELRO makes an originally writable
part of the memory read-only after certain loading steps. If the
GNU_STACK entry is not present in the program header table, the
permissions default to RW (read and write), so an entry with these
same flags contains no additional information and can, therefore,
be freely overwritten. GNU_RELRO is a security measure, and over-
writing it does not disturb the functionality of the program.

Section headers are used to address parts of the entire file includ-
ing any other kind of metadata (e.g. debugging symbols, linkage
information) that is not actually used during loading and execution
of the file. The entire section header table is optional in executable
files, and can be removed by setting the fields referencing it to zero
in the ELF header without affecting the behavior of the program.

2.3 The TLSH attack framework
The attack framework originally described in [4], is composed
of multiple types of modules with different responsibilities, with
the idea that modules covering the same responsibilities are inter-
changeable to the support of different combinations of file formats,
attack goals, and strategies.

The first type of module provides support for a file format. This
kind of module takes the original form of the input file and modifies
it to an equivalent version that has spaces within and/or at the end
of the file that can be overwritten with arbitrary data without af-
fecting the functionality of the file. This can be a simple marking of
unused padding areas within the file, or marking the possibility that
the given file format is not corrupted by appending arbitrary data
to the end. However, it might also entail some editing of headers
within the file to remove references to some optional metadata that
now can be overwritten, or to allocate some kind of new region to
write into. The framework contains an implementation supporting
ELF binaries, which removes the reference to section header table
if there is one, and strips the file keeping only its ELF header, pro-
gram headers, and the content referenced by the program headers,
marking all the regions in between and at the end available for
overwriting.

The next type of module calculates the so called bucket count
goals, that are target ranges for the 256 bucket counts with optional
lower and higher bounds. The used algorithm is specific to what we
would like to achieve regarding the bucket counts. The framework
contains two attacks named anti-blacklisting and anti-whitelisting.
The anti-blacklisting attack aims to achieve a large difference score
from a given TLSH hash (e.g. the hash of the original version of
the file), through the difference score gained from the Q1ratio and
Q2ratio fields alone, by increasing the 𝑞3 quartile, while leaving
𝑞1 and 𝑞2 unchanged. The anti-whitelisting attack aims to replicate
the values of hash fields of a given target hash, thus creating a hash
collision. First, the bucket count dependent fields are set up with
appropriate bucket count goals. The checksum and lvalue fields
are handled separately at the end of the entire patching process
as an optional feature. Along with any parameters specific to the
attack, the input to this step contains the existing bucket count
contributions of the regions of data that is kept from the original

file, calculated by the framework, as these serve as starting values
that can only be increased later by the contributions of the data
inserted by the later steps.

Finally, the so called generator typemodule actually generates the
data to be inserted to the previously allocated and marked regions
that manipulates the TLSH bucket counts to fit in the corresponding
target ranges defined by the bucket count goals. The input to this
step contains the layout and sizes of the modifiable regions and the
bucket count goals to be achieved. The framework has two different
generator modules: the greedy generator and the periodic pattern
generator. We only discuss and work with the greedy generator, as
it proved to be much more efficient in all tested scenarios, while
being much simpler at the same time than its alternative.

The greedy generator algorithm selects the inserted bytes one
by one trying all 256 possible values for each. The addition of each
byte is considered to contribute to the bucket counts through the
byte triads they complete, thus appending a byte to the end of the
file increases the bucket counts by 6 in total (as it completes 6 new
byte triads), while deciding the last missing byte when filling a hole
in the middle of the file increases the bucket counts by 18 in total
(as it completes 18 different byte triads). A possible byte value is
disqualified if its contributions increase one or more bucket counts
above their allowed maximum value (if there is an upper bound for
the given bucket count in the bucket count goals). The remaining
byte values are scored in heuristic scoring system, which rewards
contributions to bucket counts that have minimum values defined
in the bucket count goals, and have not yet reached that minimum
value. The algorithm sorts the byte values by their score, selects the
top scoring one, and moves on to the next byte to be selected. If the
algorithm runs out of possible values to choose for a given byte, it
does backtracking by stepping back to the previously selected byte,
discarding its previously selected top scoring value, and selecting
the next best option. With this backtracking implementation, the
algorithm only fails, if it runs out of options for the very first byte.
If the space to be written to is fixed, the algorithm stops, when
it has finished generating every byte, and considered to succeed
or fail depending on whether it succeeded to achieve the bucket
count goals or not. If the space is unlimited and the algorithm can
write any amount of data, it stops when all bucket counts having
minimum target values have reached those minimum target values.

3 Generating machine code
As an extension of the greedy algorithm, we have added a feature
that allows it to take additional rules into account during the gen-
eration process. These rules are checked by the algorithm for each
value for each byte, and the algorithm disqualifies the values that
break any of them, just like it disqualified values with undesired
contributions.

In our modified attack, the algorithm must only generate valid
32-bit ARM instructions. The 32-bit ARM instructions are always
four bytes in length and are split into fields that can denote regis-
ters, conditions, offsets and flags, among a few others. These fields
and the rules associated with them are all determined by that in-
struction’s type (Data Processing, Multiply, Single Data Transfer,
etc.). A common example is that a four bit field denoting a register
cannot be the value of 15.
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We used the disassemblers of radare22 and pwntools3 to verify
that our program was correctly identifying the generated bytes.
Throughout this process we found that these two disassemblers
disagree on the validity of certain instructions, that is, radare2 con-
siders some of them valid while pwntools considers them invalid,
and vice versa. Our main goal is making sure that most disassem-
blers such as the aforementioned two see all of our generated four
byte sequences as valid instructions, so we only enable the genera-
tion of instructions that were considered valid by both tools. In the
end, of the 232 possible combinations, a little over 70% are consid-
ered valid ARM32 instructions and are allowed to be generated by
the algorithm.

The algorithm of the check logic receives the chosen value for
the current byte, its position in the file, and it can also see which of
the other bytes have been decided (i.e. kept from the original file or
already decided by the generator), and what their decided values
are. The rule for valid ARM instructions returns true (meaning no
contradiction), if the four byte instruction the checked byte belongs
to (determined using the position of the byte in the file) can still be a
valid instruction, with some of the bytes potentially not yet decided,
and returns false if all the bytes of the instruction are decided, and
form an invalid instruction, or the decided bytes already contradict
(i.e. cannot be completed to form a valid instruction with any choice
of values for the undecided bytes).

While generating the bytes, the algorithm keeps track of which
instruction types are compatible with the already decided parts and
which ones are not, so only the rules of those remaining types have
to be checked. The instruction is invalid if at least one rule of each
type is violated. The algorithm is still able to backtrack if required.

Since each instruction is generated individually, it is worth noting
that while the instructions will make sense on their own, they will
almost never result in a cohesive program when combined.

4 Obtaining executable space
To disguise our data inserted into the file as machine code, we need
to add it to a region in the file that is loaded to the memory as an
executable segment. This way, the generated bytes can no longer be
removed by an aggressive stripping approach because they are now
referenced in the program header table. We have two strategies to
achieve this: extending an existing executable segment, or adding
a new one.

4.1 Extending an existing segment
Most executable ELF files contain a single executable LOAD segment,
so it is ideal to insert our generated code into the existing one if
possible, which can be achieved by increasing its size and appending
to its original content.

In the case that the executable LOAD segment ends before the
next segment begins, that is,

offset1 + filesz1 < offset2

the space between the two called slack space usually contains noth-
ing but zeros in the file. This slack space can be overwritten and
sometimes is actually enough to achieve significant changes in the

2https://github.com/radareorg/radare2 Last accessed: August 12, 2024
3https://github.com/Gallopsled/pwntools Last accessed: August 12, 2024

bucket count values. This way the file does not need to be made
any longer and only the size (filesz and memsz) of the executable
LOAD entry needs to be changed in the program header table.

If required, the segment can be further expanded by inserting
additional bytes and shifting the rest of the file. Along with the
size of the executable LOAD entry, in this case, the offsets of the
subsequent LOAD entries need to be adjusted as well. We need to
abide by the rules of alignment. LOAD entries in ARM binaries tend
to have a few different alignment values, the most common and
smallest of which is 0x1000. While there are some larger page sizes
in use, to support them the alignment would need to be at least
0x10000, which is uncommon among the binaries, so we decided
to set the alignment of all LOAD entries to 0x1000. With 0x1000 as
the alignment, we can extend the segment by multiples of 4096
bytes. While not as wasteful as the higher values, this restriction
still means that we will likely end up inserting more space than
actually required. For example, if our attack requires 9000 bytes
and there is no gap between the entries inside the file then we need
to insert three 4096 byte pages to reach our goal, 3288 bytes more
than what is necessary.

The total amount we can insert is also limited. The fact that
enables such an insertion in the first place is that the two LOAD
segments tend to be quite far away from each other inside the
memory – usually the distance between their virtual addresses is
far greater than the distance of their offsets within the file. Formally,
the required gap is present if

vaddr1 + memsz1 < vaddr2 .

The size of this gap can vary and, while sometimes it is not even
existent, it is usually quite significant: most commonly larger than
the gap in the file by 0x8000 in our samples, which is more than
enough for the majority of modifications required by the attacks.

4.2 Adding a new segment
It is also possible to add a new segment to the file if the existing
executable segment cannot be extended by the required amount.
A new LOAD entry needs to be associated with this segment, and
since we do not want to increase the size of the program header
table (such a modification would be hard without breaking the
alignments and relative references), an existing entry should be
repurposed.

As mentioned in Section 2.2, there are some types of program
header entries that can sometimes be removed without affecting the
behavior of the program. The two entries we are looking to replace
are the GNU_STACK and GNU_RELRO. These two types of entries tend
to be towards the end of the program header table, while the LOAD
entries need to be right after each other in the order of their vaddr.
For this reason, after removing the entry to be replaced from its
original position, we simply add our new entry to its correct position
in the table, thus shifting the entries in between the two positions.
This rearrangement does not affect the functionality of the program.

The new segment is written to the end of the file, and it can be
as long as it needs to be. Within the memory it can be placed to
any unused region of the virtual address space with the correct
alignment. As we are using the acquired space for ARM instructions,
practically we will set a multiple of four bytes as its size.
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5 Evaluation
We tested our two approaches, both extending an existing segment
and adding a new one, on a collection of 2000 randomly selected
ARM malware samples from the CUBE-MALIOT-20214 data set,
with both the anti-blacklisting and anti-whitelisting attacks. For the
anti-blacklisting attack we chose the target score of 86, a similarity
detection threshold proposed by the authors of TLSH specifically
for executable ELF files in [8]. For the anti-whitelisting attack,
we used the TLSH of the GCC binary as target hash, without the
optional feature of dealing with the checksum and lvalue fields. So
we conducted four tests on these samples in total. Along with the
performance of these entire attack configurations, we separately
evaluate the overhead in required space caused by generating valid
ARM instructions instead of arbitrary bytes.

5.1 Attacks with the segment extending method
Let’s discuss the results of the anti-blacklisting, segment extending
attack first. Below, we refer to a block of 0x1000 (4096) bytes as
a page. Out of the 2000 total tested binaries, the attack succeeded
to surpass the target TLSH difference score of 86 in 1679 (84.0%)
cases. The maximum space available is the combined size of the
gap found between the two segments inside the file and the amount
we inserted. From the 1679 samples we were able to patch, 516
needed no insertion of additional pages whatsoever, 1157 needed
one page, 5 needed three pages, and 1 needed four. The remaining
321 samples could not be modified due to overlapping segments
(150), unconventional headers (91), or insufficient available space
(80).

The anti-whitelisting, segment extending attack was successful
in 1451 cases (72.6%). This version of the attack requires significantly
more space since it is creating a near complete hash collision. This
time all files required some insertion of anywhere from one to eight
additional pages, but 1327 (over 90%) of them required two (585),
three (585) or four (157) pages only. The remaining 549 samples
either had insufficient available space (308) or, as previously men-
tioned, had overlapping segments (150) or unconventional headers
(91).

The data points of Figure 1 consist of the successfully patched
samples of these two attacks, where the X-axis shows the size
of the truncated files, and the Y-axis shows the amount of bytes
used for the modification. Due to the size of inserted pages being
fixed at 0x1000 bytes, dense clusters of samples are located just
above multiples of 0x1000 on the Y-axis. Most of the samples in
the anti-blacklisting attack required one page to be inserted, so
only one such dense cluster exists. The samples below the 4 KiB
line needed no insertion and were modified solely by overwriting
the gap already present between the two LOAD segments in the file.
On the anti-whitelisting graph, the clusters caused by the page
insertions are more clearly visible. One can also observe that the
attack required more and more pages to be inserted as the sizes of
the files increased.

5.2 Attacks with the segment adding method
The approach of adding a new segment to the file was not as suc-
cessful among these 2000 samples. Of the 1919 files containing a
4https://github.com/CrySyS/cube-maliot-2021 Last accessed: August 12, 2024

GNU_STACK entry 1889 of them had the non-default executable flag,
meaning they cannot be overwritten if we want to preserve the
functionality of the program. The GNU_RELRO entry was much rarer
with only 28 samples having one. These two groups did not overlap
and one program had a different problem within its headers, so in
the end, only 57 files could be modified using this method.

In the case of these 57 samples, the anti-blacklisting version
required an approximately 0.5% increase from the truncated file
on average, the minimum and maximum being 0.46% and 0.63%
respectively. The anti-whitelisting attack necessitated almost 20
times that amount, with the average at 9.6%, the minimum at 8.4%
and the maximum at 11.3%. Since we do not have to add entire
pages at a time, this approach tends to require less space than its
segment extending counterpart.

5.3 The overhead of generating valid
instructions

Finally, let’s inspect the overhead in required space caused by
adding the rule of generating only valid 32-bit ARM instructions
to the greedy algorithm. This rule is not a negligible restriction,
as previously discussed, only around 70% of the possible four byte
combinations are accepted. This means that our modifications are
expected to require more space, since the optimal choices for byte
values for manipulating TLSH may violate the rule. We used the
approach of adding a new segment to evaluate the difference in
spacial efficiency, since in the results of the segment extending
approach it would be hard to observe the expected small difference
due to the fact that entire pages are allocated.

As expected, the anti-blacklisting attack required only slightly
more space, with a minimum increase of 1.0%, a maximum of 3.8%,
and an average of 2.4% among all applicable samples. The anti-
whitelisting attack required significantly more space in general,
and with these longer modifications, the difference caused by the
rule seems to further diminish. In this case, the minimum increase
was 0.4%, and the maximum 1.8%, with an overall average increase
of 1.3%.

6 Conclusion
In this paper we presented some extensions to an attack framework
against the TLSH similarity digest scheme and tested the frame-
work with our extensions on 2000 ARM malware samples. The
framework, originally described in [4], contained existing attacks
against TLSH that could modify executable ELF binaries to manip-
ulate their TLSH hashes in different desired ways. This entailed
introducing specially crafted data into the files, with the weakness
that users of TLSH could rather easily identify and remove these
added pieces of data, and thus eliminate the attack. To address this
weakness, our extensions made it possible to disguise the added
data as legitimate machine code.

First, we adjusted the algorithm generating the added data to
take and abide by optional rules like to generate valid machine code
instructions of a certain architecture instead of arbitrary sequences
of bytes, while still making the data manipulate TLSH in the ways
required by the attacks. With the rule of generating valid ARM
instructions, we observed that the generator needed only a few
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Figure 1: Required space of the successful segment extending attacks in relation to the size of the truncated file. The required
space consists of the bytes overwritten between the two LOAD segments plus the size of the inserted pages. The graphs are heat
maps visualizing distribution: brighter colors represent more samples, each color represents an interval on a logarithmic scale.

percents more space than without the rule (2.4% and 1.3% more on
average in two different attack scenarios).

Second, we proposed two strategies to obtain space in the ELF
binaries that is handled as the parts of the binary containing its
original machine code: being loaded to the memory as an executable
segment. The first strategy tries to extend an existing executable
segment, while the second tries to create a new segment in the
existing binary, both without affecting the functionality of the bi-
nary. The strategy of extending an existing segment was applicable
for 1759 samples, being able to provide enough space for an attack
guaranteeing a TLSH difference score of 86 from the original ver-
sion of the binary in 1679 (84.0%) of the cases, and for an attack
modifying the binary to have nearly the same TLSH hash as the bi-
nary of a version of the GCC C compiler in 1451 (72.6%) of the cases,
while generating valid ARM instructions. The strategy of creating
a new segment required an entry in the program header table of
the ELF file that could be removed without affecting functionality.
We could identify such entries in only 57 (2.9%) of the samples, and
as this method can provide unlimited space, both described attacks
succeeded in all of the 57 cases.

In our disguised attacks, even though the inserted data (while
consists of valid instructions) is not meaningful code, and the pro-
gram can never reach it during execution, neither of these facts
make the attacks easy to detect. It is not trivial how to detect
a sequence of instructions as “not meaningful” and calculating
whether certain instructions are reachable or not during execution
is a known hard problem (CFG generation).

We note that it is quite easy to create new rules to the generation
algorithm, for example to only generate printable ASCII characters.
Judging by the minimal overhead caused by the rule of generating

only valid ARM machine code instructions, usage of other such
rules might be feasible, and could allow the methods to be used in
different file formats.

We conclude that our extensions enable the attacks proposed
in [4] against all applications of TLSH; both to be much harder to
detect or defend against, when the scheme is used on (ELF) software
binaries; as well as, to be easily adjusted to support additional file
formats. This implies that decisions based on the TLSH scheme
or TLSH hashes alone cannot be trusted if an attacker can modify
any parts of the input, even if such parts have certain syntactic
constraints.
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Abstract
Instant messages stored on mobile devices have become a crucial
source of evidence in forensic investigations. However, the immense
amount of messages proves to be a challenge for investigators, espe-
cially since only a fraction of the messages are relevant to the case.
Usually, the analysis of this communication data is guided by a spe-
cific forensic hypothesis. Consequently, a method that dynamically
reveals evidence for these forensic hypotheses and summarises
the communication parts relevant to these hypotheses is urgently
needed to provide the best possible support for the investigators.
Therefore, this paper presents an approach that finds evidence for
case-relevant topics associated with a current hypothesis by inter-
actively integrating case knowledge in topic modelling. However, a
problem of all popular topic modelling algorithms lies in interpret-
ing the resulting (case-relevant) topics, as ranking words usually
represent these without further contextual information. Therefore,
the first experiments presented in this paper focused on improving
the extracted topics’ interpretability, whereby five different forms
of representation were analysed based on a forensic state-of-the-
art data set. A qualitative evaluation suggested that generating a
topical summary using a large language model (LLM) facilitates
topic interpretation.
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1 Introduction
In today’s digital age, communication via messenger services is
becoming increasingly popular. Most of the population uses this
channel to communicate with friends, colleagues or family about
everyday or personal topics. In addition to these harmless conversa-
tions, however, mobile communication is also used by criminals to
plan, commit or carry out criminal offences [45]. Accordingly, mes-
sages stored on mobile devices are becoming an essential evidence
source in forensic investigations.

The immense amount of mobile communication data that inves-
tigators regularly confront proves to be an increasing challenge,
especially since experience shows that the forensically relevant
content constitutes only a tiny fraction of the overall data and is
overlaid by irrelevant small talk [45]. Manual analysis of this com-
munication data seems inefficient since it cannot even be assumed
with certainty that any case-relevant content was discussed.

The relevance of communication varies significantly for each
case. It is determined by one or more hypotheses pursued by in-
vestigators, such as the existence of a particular criminal offence
[53]. Investigators formulate these hypotheses based on the results
of criminal investigations and their professional expertise about
case-specific peculiarities, such as the milieu involved. Therefore,
the primary purpose of automated procedures should be to sup-
port investigators in dynamically identifying evidence for such a
hypothesis and summarising the relevant parts of the conversation
regarding this hypothesis in an interpretative manner.

Popular methods such as pre-trained Large Language Models
(LLMs) [39] do not do justice to the strong individuality of each
case. By contrast, topic modelling is promising, which makes it
possible to automatically extract the main ideas discussed in the
communication data and provide them to investigators to verify
suspicions. Traditional, unsupervised approaches, however, tend
to extract the dominant topics and may miss rare, case-relevant
topics. Instead, the topic modelling process should be guided by the
case-specific prior knowledge of the investigators. Therefore, an
important research goal is to use semi-supervised topic modelling
to verify whether specific topics relevant to a hypothesis have
been discussed in the communication data. In the remainder of this
paper, these expected topics associated with a current hypothesis
are called "case-relevant topics".

One problem, however, is that the extracted, possibly case-relevant
topics are often difficult to interpret because traditional topic mod-
elling algorithms represent them as a ranking of topic-related words
[e.g. 6, 18], thus losing context information. A further fundamental
research objective is increasing the interpretability of the (case-
relevant) topics by identifying a suitable alternative representation.
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This paper presents a semi-supervised, interpretable topic mod-
elling pipeline to support hypothesis-driven forensic communica-
tion analysis. We also present our initial experimental results on
the second research objective, topic interpretability. Five represen-
tations of an online grooming topic were compared qualitatively
using the data set provided by [29].

The rest of the paper is structured as follows: After discussing
the current state of the art in section 2, the proposed pipeline is
presented in section 3. Subsequently, the experiments to increase
topic interpretability and our results are described and discussed
in section 4 and in section 5, respectively. Finally, we conclude in
section 6.

2 Related Work
Themost straightforward approach to finding case-relevant content
is a simple keyword search [e.g. 4]. However, the success of this
approach depends heavily on the quality of the search terms. Too
general search terms return many irrelevant messages, which can-
not be efficiently analysed manually [4]. More interesting are a few
previous works that aimed to find evidence for a forensic hypothe-
sis [e.g. 39] or a case-relevant topic based on communication data
[e.g. 41], e.g. by separating the relevant from the irrelevant content
using a classifier [e.g. 46] including fine-tuned LLMs [e.g. 39], or a
clustering algorithm [41]. However, using pre-trained models raises
concerns, as they do not adequately reflect the high heterogeneity
of forensic communication data and the individual circumstances of
each offence [44]. Moreover, although these methods enable priori-
tisation, a manual analysis is still required to obtain an overview of
the content of the texts classified as relevant and to assess whether
a forensic hypothesis is fulfilled.

For these reasons, methods of automated content analysis, such
as topic modelling, for reducing communication to (relevant) main
ideas, seem more desirable. Previous work has shown the potential
of topic models for the exploratory analysis of forensic text data
[e.g. 10], including communication data [e.g. 11, 32]. However, these
approaches focused on using widespread unsupervised, probabilis-
tic algorithms such as Latent Dirichlet Allocation [6] to analyse
communication for which it could be assumed that a large propor-
tion of it is relevant, e.g. chats from hacker forums [e.g. 47, 51] or
tweets immediately after an event like a terrorist attack [42]. The
problem of extracting case-relevant topics in communication data
that are overlaid with small talk has been addressed occasionally by
pre-filtering the data set based on simple keyword matching [e.g.
32], but that carries the risk of discarding case-relevant texts.

In contrast, only a few previous works in the forensic domain
integrated case-specific prior knowledge into semi-supervised topic
modelling algorithms to find evidence for a case-relevant topic that
supports a specific forensic hypothesis [e.g. 21, 48, 56]. Specifically,
so-called Seed-Guided Topic Models (SGTM) were used, which
require only minimal user input, such as a few characteristic words
for each expected case-relevant topic, denoted as seed terms [e.g. 18,
24]. The experiments highlighted that these algorithms successfully
provide evidence for case-relevant topics such as drug trafficking
[56] and fraud [48] or support for a terrorist organisation [20, 21].

Although these approaches are promising, the problem has been
overlooked that the identified case-relevant topics described by the

words with the highest probability [e.g. 18] are hard to interpret,
as also emphasised by [34]. This issue arises, in addition to the
lack of contextual information, from the fact that the presence of
irrelevant, high-frequency terms among the most likely words for
a topic is unavoidable, especially in noisy communication data, as
emphasised by [17]. The most obvious strategy to improve inter-
pretability may be to use documents tokenised into larger N-grams
as input for the SGTM. However, doing so increases the vocabulary
size, which, according to [12], can negatively impact the quality of
the topics.

An alternative representation of topics that guarantees even
more contextual information is to provide characteristic short texts,
e.g. the most characteristic message of the data set for each topic, as
proposed by [17]. As experiments demonstrated, this representation
can increase the topic interpretability [28]. However, it should be
noted that [17] did not extend an existing probabilistic topic model
but developed a model known as exemplar-based topic modelling,
which determines the characteristic short text based on the cosine
similarity of the texts. This approach is unsuitable for hypothesis-
driven topic modelling since it is entirely unsupervised. In contrast,
the approach suggested by [9], which uses an SGTM and increases
the interpretability of the extracted topics through explanation
generated by LLM, seems more relevant for this work. Nevertheless,
their pipeline for identifying epidemic-related topics in newspaper
articles was developed in a setting that differs significantly from
forensic instant messages in language and length. In particular,
finding suitable words to describe the case-relevant topic in the
context of a hypothesis is often challenging in forensic applications.

Including feedback for the iterative refinement of these topic-
characteristic words can prove beneficial. This human-in-the-loop
approach to iteratively finding evidence for case-relevant topics was
taken up in the context of visual topic analysis systems [e.g. 23, 30].
In particular, the framework described by [16] is relevant to our
work because it combines feedback and an improved representation
of topics based on sentences with high topic coverage. However, this
approach, developed for extracting domestic political topics from
presidential debates, is unsuitable for forensic contexts. Although
feedback is included, the framework does not allow topic modelling
to be guided in a desired direction from the beginning. However,
this is essential if the aim is to verify whether one particular case-
relevant topic has been discussed.

In conclusion, no previous work sought to find evidence for case-
relevant topics and simultaneously increase their interpretability.
This paper proposes a hypothesis-driven topic modelling approach
that interactively finds evidence for case-relevant topics with the
investigator’s involvement and can present them interpretably to
close this research gap. A particular contribution of the presented
approach is that, while the previous work has only qualitatively
evaluated whether a specific topic was found and a hypothesis could
be confirmed [e.g. 48, 56], here a way is proposed to capture the
evidence for a hypothesis quantitatively. In addition, we compare
several, including more advanced topic representations, rather than
taking the most straightforward approach of selecting documents
characteristic of the topic based on topic coverage [e.g. 3, 16].
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3 Interpretable, hypothesis-driven topic
modelling

The task of interpretable, hypothesis-driven topic modelling based
on in the context of forensic communication data can be formally
formulated as follows:

Definition 3.1 (Problem definition). Let 𝑀 be the message set
to be analysed in a forensic investigation, consisting of individual
messages𝑚𝑖 with 𝑖 = 1...|𝑀 |. The investigator pursues𝑛 hypotheses
ℋ

(𝑥 )
1 , ...,ℋ

(𝑥 )
𝑛 based on the current state of the investigation 𝑥 .

Hypothesis-driven topic modelling aims to extract topics to be
interpreted as evidence for or against a hypothesis. That comprises
the two following subgoals:

(1) Firstly, the evidenceℰ(𝜃 (𝑥 )
𝑗
,ℋ

(𝑥 )
𝑖

) for each hypothesisℋ (𝑥 )
𝑖

by a topic 𝜃 (𝑥 )
𝑗

is determined in the form of a quantitative
score.

(2) Subsequently, characteristic short texts 𝐾𝑗 = {𝑘 𝑗1 , ..., 𝑘 𝑗𝑛 }
are determined for each extracted topic 𝜃 (𝑥 )

𝑗
.

Therefore, an iterative process is proposed that integrates a rep-
resentation of expected case-relevant topics associated with the
hypothesis into the topic model. Evidence for a hypothesis derives
from the agreement between the expected case-relevant topics and
the topics extracted. In each iteration, the representation of the
expected topic is improved by integrating the feedback from the
investigator, to whom the topics are presented as characteristic
short texts. The entire workflow is outlined in Figure 1 using the
hypothesis that online grooming occurs in chats (see section 4).

Figure 1: Procedure for interpretable, hypothesis-driven
topic modelling based on forensic communication data.

Extraction of case-relevant topics: The basic idea is that a hy-
pothesis (see Step 1 in Figure 1) is considered an expected case-
relevant topic 𝜃 (𝑥 )

𝑅𝑖
that the investigator assumes was discussed

in the messages 𝑀 . In the example shown in Figure 1, the topic

"online grooming" would thus be expected. A probabilistic or neu-
ral SGTM [e.g. 18, 33] is used to verify whether this case-relevant
topic is part of the communication, thus supporting the hypothesis.
These SGTMs are guided by an appropriate representation of the
case-relevant topic, which can also be an a priori distribution in-
stead of a few characteristic words, as described in section 2. This a
priori distribution is a probability distribution over relevant words
defined by the investigator encouraging the SGTM to extract the
case-relevant topics 𝜃 (𝑥 )

𝑅𝑖
, even if they have only been discussed

to a small extent [e.g. 35] (Figure 1, Step 2). Semantically coherent
conversations serve as input documents for the SGTM, for which
the messages are clustered as described by [45], for example. This
way, the short length of individual messages, a known problem for
topic modelling, is addressed [e.g. 27].

Subsequently, the SGTM (step 3) extracts a user-defined number
𝑙 of topics Θ(𝑥 ) = {𝜃 (𝑥 )1 , ..., 𝜃

(𝑥 )
𝑙

} (Step 4). The extracted topics are
then compared with the expected case-relevant topics, both repre-
sented as word probability distributions [e.g. 18, 33] (step 5). Specifi-
cally, the evidenceℰ(𝜃 (𝑥 )

𝑗
,ℋ

(𝑥 )
𝑖

) is defined as the Kullback-Leibler
divergence between the extracted topic 𝜃 (𝑥 )

𝑗
and the case-relevant

topic 𝜃 (𝑥 )
𝑅𝑖

representing the hypothesisℋ (𝑥 )
𝑖

(see Equation 1).

ℰ

(
𝜃
(𝑥 )
𝑗
,ℋ

(𝑥 )
𝑖

)
= 𝐷

(
𝜃
(𝑥 )
𝑗

| |𝜃 (𝑥 )
𝑅𝑖

)
(1)

The topics can then be sorted according to their evidence for the
hypothesisℋ (𝑥 )

𝑖
(step 7).

Improvement of topic representation: The extracted topics Θ(𝑥 )

must be sufficiently interpretable to allow the investigators to assess
whether the highly ranked topics reflect the case-relevant topic
𝜃
(𝑥 )
𝑅𝑖

, they expect. For this purpose, the interpretability of the topics
is improved by presenting them as characteristic short texts 𝐾𝑗 =

{𝑘 𝑗1 , ..., 𝑘 𝑗𝑛 } (step 6).
Analogous to text summarisation methods, the approaches for

determining the topic-characteristic short texts can be divided into
extractive and generative [25]: An extractive method is understood
here to mean that the messages of the forensic communication data
set are ranked according to their relevance to the topic and the
𝑛 most characteristic messages are presented. It should be noted
that since conversations are used as input documents, the SGTM
does not directly provide the topic coverage of individual messages.
Instead, the importance of a topic for a message can be inferred
from the topic probability of its words using the "summation over
words" procedure [e.g. 31], or the similarity between the probable
words of the topic and each message can be calculated [50].

Concerning generative approaches, i.e. the generation of new,
topic-characteristic short texts that are not present in the commu-
nication data set [25], LLMs, in particular, appear promising. Those
have already been successfully used to summarise content predicted
as forensically relevant by supervised classifiers [39, 49]. In the con-
text of hypothesis-driven topic modelling, in addition to generating
a thematic summary, generating an artificial characteristic message,
for example, can also be considered.
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In any case, these improved representations of the topic confirm
or refute the investigator’s expectations regarding the case-relevant
topic and enable him to support, discard or refine his hypothesis.

Incorporation of feedback: An essential prerequisite for the SGTM
to be able to extract the expected, case-relevant topics is that the a
priori distribution is of sufficient quality [e.g. 18, 54]. The words in
the a priori distribution should sufficiently represent the topic for
the hypothesis and be present in the examined communication data
set with a suitably high frequency. Since these conditions are not
guaranteed per se, the a priori distribution is improved iteratively
in a human-in-the-loop process, as proposed by [30] for document
retrieval, for example (step 8).

Specifically, the assessment of the ranking of topics, represented
by short texts, by the investigators can result in two possible scenar-
ios: On the one hand, the investigator can discard the hypothesis
ℋ

(𝑥 )
𝑖

and possibly replace it with a new hypothesis ℋ (𝑥+1)
𝑖

if
none of the highly ranked topics reflects his expected case-relevant
topic. On the other hand, he could see one of the highly ranked
topics as a confirmation of his expected topic and, by describing
this topic using the characteristic short texts 𝐾 , find new terms
that represent the current hypothesis even better. In the second
case, more meaningful terms can be used as a feedback model 𝜃𝐹
to modify the original hypothesis representation 𝜃 (𝑥 )

𝑅𝑖
. The update

of the hypothesis representation is done using a linear model in-
terpolation, as initially proposed for the information retrieval by
[1] (see Equation 2). Here, 𝛼 represents the interpolation parameter
that controls the adoption of the feedback model 𝜃𝐹 into the new
hypothesis representation 𝜃 (𝑥 )

𝑅𝑖
.

𝜃
(𝑥 )
𝑅𝑖

= (1 − 𝛼)𝜃 (𝑥 )
𝑅𝑖

+ 𝛼𝜃𝐹 (2)

With the updated hypothesis representation 𝜃 (𝑥 )
𝑅𝑖

, topics are
extracted again so that the investigator finds more evidence for or
against the hypothesis in each iteration.

4 Preliminary experiments
In the following, initial experiments focus on increasing the inter-
pretability of topics. The online grooming scenario illustrated in
Figure 1 was chosen as the use case. Accordingly, the hypothesis
was examined that sex offenders were trying to make contact with
minors in the form of online grooming in the analysed chats [52].
Five different forms of representation of a grooming topic extracted
with an SGTMwere qualitatively evaluated: traditional descriptions
based on the most probable words or bigrams and one extractive
and two generative approaches for topic-characteristic short texts.

4.1 Data
Due to a lack of publicly available forensic data from mobile com-
munications, posts from social media, which resemble the linguistic
structure of instant messages, were used as the data basis. Specifi-
cally, the training data set provided by the "International Predator
Identification" competition organisers was selected [29]. This data
set contains chats between convicted sex offenders and pseudo-
victims, i.e. adults posing as minors and two types of harmless

chat protocols: Internet Reality Chats (IRC) on various topics and
Omegle chats between adults on sexual topics.

The competition organisers [29] have already grouped the 903,607
messages in the training data set into 66.927 coherent conversations
based on the time intervals between messages in a chat. Since fewer
than 4% of these conversations involve a sex offender, and since
sex offenders may also talk to pseudo-victims about harmless mat-
ters, it can be assumed that the grooming topic is only represented
to a small extent in the data set, which is a realistic scenario for
hypothesis-driven topic modelling.

All unique conversation messages were considered one topic-
modelling document (see section 3). Some basic preprocessing steps
were performed, such as normalising XML characters, splitting
hashtags to treat them as ordinary tokens, and removing all tokens
irrelevant to the topic of grooming, such as mentions and stop
words. Subsequently, lemmatised and lowercase bag-of-words and
bag-of-bigrams representations of the conversations served as input
for training a unigram and bigram SGTM, respectively.

4.2 Implementation of Seed-Guided Topic
Modelling

The SGTMalgorithm selectedwas the keyword-assisted topicmodel
(keyATM) developed by [18], as it had already shown promising
results in previous work [e.g. 20]. For this, it was necessary to rep-
resent the hypothesis with topic-characteristic seed terms instead
of the a priori distribution described in section 3.

The investigator who usually determines these seed terms was
replaced by the LLM Mistral Large 2 [2] for test purposes. This
model was also used for all further experiments in a zero-shot
scenario. First, a new role was assigned to the LLM via a system
prompt, that of a forensic linguist specialising in online grooming. It
was then prompted to generate typical bigrams for online grooming
conversations. The seed bigrams obtained were used directly as
input for the bigram SGTM and split into individual words for
the unigram SGTM, with keyATM requiring the seed terms to be
reduced to those present in the vocabulary of the training data [18].
Some seed unigrams and bigrams are listed as examples in Table 1.

Table 1: Examples of seed unigrams and bigrams used to
extract an online grooming topic.

Seed
Unigrams

"secretly", "meet", "personal", "question", "inap-
propriate", "photo", "intimate", "sexual"

Seed Bigrams "personal question", "private chat", "explicit con-
tent", "personal secret"

Using the generated seed term sets, keyATM was trained with
the bag-of-words and subsequently with the bag-of-bigram rep-
resentations of the conversation documents over 2000 iterations.
Training the topic model was the most time-consuming step of
the experiments, taking about 25 minutes using an AMD Ryzen
7 PRO 8840Uw 8-core processor equipped with 32 GB RAM. The
hyperparameters 𝛼 as a prior for the document-topic distribution
and 𝛽 as a prior for the topic-word distribution were set to 0.1 and
0.01. By choosing small values for these parameters, more focused
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distributions can be obtained, which, according to [57], is more
suitable for short texts. Specific hyperparameters of keyATM are
set to the default values proposed by [18]. In addition to the topic
encoded by seed words, keyATM can extract a predefined number
of common, unseeded topics. These can absorb the dominant small
talk topics, which are thus not mixed with the case-relevant topic.
keyATM is known to be relatively insensitive to the number of
unseeded topics [18]. Nevertheless, it was separately optimised for
the documents, tokenised into unigrams and bigrams, according to
semantic coherence [37], to find an appropriate number of topics.

Since the goal was only to extract a single case-relevant topic,
the topic ranking by quantitative evidence described in section 3
was omitted in these first experiments.

4.3 Topic representations
The following representations of the extracted grooming topic were
examined:

Most probable unigrams: The ten words with the highest proba-
bility in the grooming topic were used as baseline representation,
with the topic being extracted using the unigram SGTM.

Most probable bigrams: The most straightforward alternative
was to extract the topics with the bigram SGTM and to describe
the grooming topic with the ten most probable bigrams, reported
sometimes as better interpretable [e.g. 12, 40].

Most characteristic, extracted messages: The extractive approach
to determining characteristic short texts combined information on
topic coverage and semantic similarity between messages and the
grooming topic. In the first step, all messages from the five con-
versations in which the grooming topic occurred with the highest
topic coverage were selected as candidates.

Subsequently, the approach proposed by [50] was used, which
deems the messages as characteristic whose embedding is most
similar to an embedding representation of the grooming topic. The
approach in this work differed from that of [50] in that not word2vec
[36] was used. Instead, a fastText skip-gram model [8] was trained
on the preprocessed training data with default values for all pa-
rameters [19] to represent the words of the vocabulary as 100-
dimensional vectors. fastText was preferred over word2vec because
of its robustness against spelling errors common in social media
data [15]. Then, a vector representation of the candidate messages
and the grooming topic was obtained by averaging the embed-
dings of the unique words in the messages, respectively, the ten
most probable words in the topic [50]. The three messages with the
highest cosine similarity of their embedding representation were
determined to be the most characteristic.

Most characteristic, generated messages: The extractive method
was compared with a generative approach to obtain characteristic
messages using the LLM Mistral Large 2 in a zero-shot scenario.
First, the system parameter was set to assign the LLM the per-
sonality of an author so that it is possible to overcome possible
guardrails that might prevent the LLM fromwriting harmful groom-
ing messages [e.g. 13], and also so that the LLM might write more
imaginative messages. The LLM was then instructed to write three
conversational messages reflecting a topic described by the ten

most probable words of the grooming topic presented. It was ex-
plicitly stated to the LLM that not all top words have to appear in
the message to avoid messages that seem too affected.

Summary of the conversations covered by the grooming topic: Fi-
nally, Mistral 2.0 Large was assigned the role of a text summarisa-
tion system to summarise the five conversations with the highest
coverage of the grooming topic. It was to place particular emphasis
on making the main topic of the chats clear.

5 Results
This section qualitatively compares the five topic representations,
whereas a quantitative evaluation is beyond the scope of this paper.

Table 2: Representation of the online grooming topic by the
most probable unigrams and bigrams, respectively.

Most probable unigrams Most probable bigrams

1 asl bestthe bestthe
2 stranger fuck face
3 omegle waffle sniff
4 ur sniff fuck
5 girl face fagblue
6 chat fagblue waffle
7 send work fine
8 male window xp
9 cool dispatch error
10 horny hard drive

Most probable unigrams: In the first column of Table 2, the groom-
ing topic is represented by the ten most likely unigrams, with the
seed words highlighted in bold. It is noticeable that it is impossible
for most of the words to assess whether they are related to online
grooming without further context. At most, it can be speculated
that words such as "asl" as an abbreviation for age, sex and location,
and "girl" or "male" are used in the initial phase of grooming, when
the offender is trying to get to know the minor better [38]. Similarly,
words such as "send" can be completely harmless but can also be
used in a request for (sexual) images. The only word related to
sexuality would be "horny". However, since words such as "omegle"
or "stranger" also have a high probability, it cannot be ruled out
that this topic refers to general sexual communication between
adults, for example, on Omegle, where strangers are paired ran-
domly in sessions. Online grooming and ’legal’ sex talk on Omegle
are difficult to separate as they use similar vocabulary [7].

Most probable bigrams: The bigram representation in the second
column of Table 2 did not lead to better interpretability. Instead, un-
usual bigrams such as "bestthe" and everyday phrases such as "work
fine" were highly probable in the topic. Furthermore, some multi-
word terms such as "window xp", "dispatch error", and "hard drive"
do not reflect the expected topic of cyber grooming but can instead
be associated with computer science. One possible cause of the low
quality of the topics is the problem already mentioned in section 2,
that the vocabulary is increased by the tokenisation into bigrams
and thus the issue of high sparseness, which is problematic for topic
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Table 3: Representation of the grooming topic by characteristic messages extracted from the data set, as well as messages and a
summary generated by an LLM.

Method Topic representation

Characteristic
extracted messages

1. You’re now chatting with a random stranger. Say hi!
2. female
3. ficial messages from Omegle will not be sent with the label ’Stranger:’. Strangers claiming to represent
Omegle are lying.You’re now chatting with a random stranger. Say hi!

Characteristic
generated messages

1. "Just had the coolest convo with a random girl on Omegle! Never know who you’ll meet next. #Omegle
#RandomChat"
2. "Asl? Really? Come on, let’s be more original than that! #OmegleStruggles #ChatLife"
3. "Met a dude on Omegle who was actually respectful and not all ’horny’ upfront, faith in humanity restored!
#NotAllGuys #CoolConvos"

Generative topic sum-
mary

The conversations involve individuals discussing and arranging potential meetings, often with a romantic
or sexual intent. They exchange details about their ages, locations, and interests and discuss the logistics of
meeting up, including sharing phone numbers, addresses, and setting times. Some conversations also involve
flirtation and discussions about personal preferences and past relationships.

modelling [12]. The vocabulary size of the conversations tokenised
into bigrams was over five times higher than those tokenised into
unigrams. This problem could be addressed by reducing the vocab-
ulary to meaningful bigrams, such as noun phrases, as proposed by
[55] for unsupervised topic modelling. Nevertheless, it is question-
able whether bigrams alone allow a sufficient interpretation since,
for example, "fagblue waffle" could refer to an invented venereal
disease circulating on social media [5], where it is not clear without
further context whether it is related to online grooming.

Most characteristic, extracted messages: The three messages di-
rectly extracted from the data set are shown in the first row of
Table 3, with the third message truncated because it contained the
listed text over 900 times. It is noticeable that the first and third
messages are more likely to be associated with adult sex talk. That
can be attributed to the fact that the messages were determined
based on their similarity to the top ten words of the grooming topic,
which included words such as "stranger" or "omegle" (see Table 2).
Another problem is that the second message consists of only a sin-
gle word, so without further context, it is impossible to tell whether
it relates to a grooming topic. One solution would be to display the
previous and following messages for each characteristic message.
However, this would make the display less compact, as the data set
contains longer messages with more than 66.000 words.

Most characteristic, generated messages: The messages generated
by the LLM based on the ten most probable words of the grooming
topic are illustrated in the second row of Table 3. Once again, the
problem arises that the messages tend to describe chatting with
strangers via Omegle. This topic representation could, therefore,
falsely lead to the conclusion that only sex conversations between
adults (on Omegle) can be found in the chats examined, but that
there is no evidence for the case-relevant topic of grooming. Ac-
cordingly, it is essential to improve the extraction of the grooming
topic by the SGTM, for example, by choosing seed words that are
more characteristic of grooming since these essentially influence
the subsequent topic representations.

Summary of the conversations covered by the grooming topic: The
summary generated by the LLM, displayed in the last row of Ta-
ble 3, does not explicitly mention cyber grooming. However, in
contrast to all the other topic representations, it is clear that the
chats involve a contact initiation with sexual intentions, which even
included arranging (physical) meetings. The exchange of contact
information mentioned in the summary and the slow development
of a relationship, including the exchange of interests, are typical
elements of the grooming process [26, 38]. This information can
thus be seen as evidence that the topic of ‘grooming’ is present
in the chats and that the hypothesis that grooming occurred is
fulfilled. Investigators can then prioritise the conversations sum-
marised by the LLM that have high coverage of the grooming topic
in the manual evaluation to check whether minors were involved
in the alleged appointments for meetings.

6 Conclusion
When conducting forensic analysis of large amounts of communica-
tion data, investigators are often interested in whether an expected
case-relevant topic has been discussed, providing evidence for a
specific forensic hypothesis. To this end, this paper presents an in-
teractive approach that integrates a representation of the expected
topic into topic modelling and provides evidence for the hypothesis
based on the agreement between expected and extracted topics.
To enable the investigator to evaluate the evidentiary topics and
provide feedback, they must be interpretable, so various topic rep-
resentations were examined. The initial experiments based on an
online grooming data set showed that high interpretability can be
achieved by summarising thematically important conversations.

However, a comprehensive user study is needed to evaluate inter-
pretability quantitatively, for example, based on topic labelling [14].
Further research should also investigate the suitability of neural
SGTM algorithms and use an a priori distribution as input to quan-
tify the evidence. Finally, the question remains to what extent the
integration of milieu-specific dictionaries and word recommenda-
tion systems [e.g. 22] into the pipeline can overcome the particular
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challenge of coded conversations. Here, it should also be investi-
gated whether pre-processing steps such as lemmatisation have
led to a loss of intentional spelling mistakes used to encode hidden
meanings [e.g. 43].
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Abstract
Industrial control systems (ICS) are the backbone of modern manu-
facturing facilities. Due to the distributed nature of ICS hardware in
their deployment environment, they are often networked through
Ethernet, opening up a window for network-based attacks. Pre-
ventive security measures, such as constant packet capture and
inspection, are impractical due to the computational overhead re-
quired. Therefore, computationally feasible trigger mechanisms are
needed that can activate security, as well as on-demand forensic
readiness features, in the infrastructure. This work proposes an
approach to monitor ICS network infrastructure using uninten-
tional electromagnetic (EM) radiation emitted by Ethernet network
cables during their regular operation. An empirical evaluation high-
lights that it is possible to detect various types of denial of service
(DoS) attacks through EM emission patterns of Ethernet cables
with considerable accuracy (HTTP Flood = 99.70%, TCP Flood =
73.22%, UDP Flood = 69.95%). Based on the experimental findings,
this work introduces an architecture for the ICS infrastructure to be
forensic-ready with minimal computational resources while being
independent and non-invasive to the infrastructure itself.

CCS Concepts
• Applied computing→ Surveillance mechanisms; Network
forensics; • Security and privacy→ Side-channel analysis and
countermeasures.

Keywords
Industrial control systems, electromagnetic side channel analysis,
network security, forensic readiness

ACM Reference Format:
Buddhima Weerasinghe, Asanka Sayakkara, Kasun De Zoysa, and Mark
Scanlon. 2025. Low-overhead andNon-invasive Electromagnetic Side-Channel

This work is licensed under a Creative Commons Attribution International
4.0 License.

DFDS 2025, Brno, Czech Republic
© 2025 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-1076-6/25/04
https://doi.org/10.1145/3712716.3712722

Monitoring for Forensic-ready Industrial Control Systems. In Digital Foren-
sics Doctoral Symposium (DFDS 2025), April 01, 2025, Brno, Czech Republic.
ACM, New York, NY, USA, 7 pages. https://doi.org/10.1145/3712716.3712722

1 Introduction
Modern industrial manufacturing facilities consist of highly com-
plicated machinery that is required to operate around the clock to
meet production targets. Industrial control systems (ICS) are the
backbone of these highly demanding environments, which monitor
and control factory equipment to keep them in order [10]. ICSs
are typically networked together over Ethernet [5]. The significant
role ICS plays attracts a host of security threats. Being network
devices with time-sensitive functionalities, most of such threats are
delivered through the network [3]. Network-based attacks to ICS
includes, denial of service (DoS) attacks, remote malware infections,
Man-in-the-Middle attacks (MitM), Spoofing, etc. These attacks can
originate from both external and internal sources. For example, a
DoS attack may originate from malware-infected network devices
from an industrial facility that targets a critical component of their
own ICS [11].

When security incidents related to ICS occur, they are subject to
forensic investigations [23]. The success of such a forensic analy-
sis depends on the availability of useful evidence retained in the
ICS and other network infrastructure. This had led to the need
to have a comprehensive network forensic readiness strategy in
place to ensure that pertinent evidence is available when needed,
but the balance of how much network traffic to store comes with
considerations on performance impacts and potentially excessive
data collection [17]. Various network and embedded system secu-
rity mechanisms can be employed in ICS to ensure their security.
Furthermore, their forensic readiness can be enabled through the
continuous capture and saving of network packets, the regular
preservation of the internal states of the ICS devices, and various
other methods. Enabling measures for ICS security and forensic
readiness have been shown to incur significant computational over-
head in terms of real-time processing of network traffic and storage
capacity [2]. Meanwhile, not having such measures in place can
derail an investigation due to the loss of valuable evidence during
the post-incident stage [1].

An ideal mechanism to ensure security and forensic readiness
of ICS infrastructure should consist of a variety of measures that
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should be enabled on demand whenever an indication of a threat/
incident is looming. This could be detected and triggered by an
independent monitoring mechanism that has minimal computa-
tional overheads. The necessity for such trigger mechanisms to be
independent from the ICS infrastructure itself is due to the possi-
bility that whatever threatening the ICS infrastructure can pose
the same threat to the security and forensic readiness triggering
mechanisms. In these circumstances, research is needed to discover
novel non-invasive, low-overhead, network-based threat detection
mechanisms.

This work explores the potential of using electromagnetic (EM)
radiation emitted by the ICS network infrastructure as a window
to detect network-based threats and act as a trigger mechanism to
activate the forensic readiness features of the ICS infrastructure.
Toward this goal, through empirical experimentation, appropri-
ate algorithms, tools, and techniques are developed and tested to
evaluate the effectiveness of such an approach.

This paper makes the following contributions:

• Introduces EM side-channel analysis (EM-SCA) as a non-
intrusive technique to detect network-based threats to ICS
infrastructure.
• Experimentally evaluates three light-weight machine learn-
ing algorithms to process EM radiation patterns caused by
malicious traffic.
• Presents a methodology to trigger security and forensic-
readiness features of ICS infrastructure with minimal over-
head.

The rest of this paper is organised as follows. Section 2 provides
a brief overview of the state-of-the-art in this problem domain.
Section 3 introduces the tools and techniques used to capture and
analyse radiation data originating fromEthernet network infrastruc-
ture. Based on these techniques, Section 4 experimentally evaluates
multiple machine learning algorithms to distinguish EM radiation
patterns caused by malicious network traffic. Section 5 proposes a
novel ICS security architecture based on the experimental findings.
Finally, Section 6 discusses the conclusion and future directions of
this work.

2 Related Work
Detecting network-based attacks through traffic pattern analysis is
a widely studied area [16]. Specific packet types like TCP or UDP
and the rate at which they flow can signal potential attacks. Neto
et al. [15] created a comprehensive dataset of network attacks com-
prising 33 types grouped into seven categories, including DDoS,
DoS, reconnaissance, web-based, brute force, spoofing, and Mirai
attacks. Their study shows that machine learning algorithms can
effectively distinguish between these attacks with high accuracy,
underscoring the importance of network traffic data in attack clas-
sification. Similarly, Dhanya et al. [4] designed machine learning
and deep learning models to detect intrusions and classify attacks,
using the UNSW-NB15 dataset [14], which features nine types of at-
tacks and 49 attributes derived from contemporary network traffic
patterns.

For Industrial Control Systems (ICS), detecting anomalous be-
haviour often relies on data from various sensors. Tang et al. [22]

Attacker's Computer

CAT6 Cable

Victim's Computer

H-Loop
Antenna Analyze EMR

Figure 1: Overview of the experimental hardware setup.

used neural graph networks for anomaly detection in ICS environ-
ments, while Kim et al. [12] explored several machine learning-
based techniques for the same purpose. By aggregating data from
multiple sensors, such as temperature or flow sensors, these ap-
proaches produce accurate and reliable results. However, central-
ising and processing large volumes of sensor data poses compu-
tational challenges, especially with the increased complexity of
modern machine learning models that require significant computa-
tional resources.

In recent years, information leakage via EM radiation from Eth-
ernet cables has become a significant concern in security and digital
forensics. Schulz et al. [21] explored the vulnerabilities of Ethernet
networks to -destructive wiretap attacks, demonstrating that attack-
ers using a USRP X300 device can intercept and decode sensitive
information, such as the preamble, start of frame delimiter (SFD)
and MAC address. Further expanding on this threat, Guri intro-
duced LANTENNA [8], an EM attack that enables data leakage from
air-gapped networks by turning Ethernet cables into unintended
transmitting antennas. This approach uses malware to manipulate
the EM emissions of a compromised workstation’s Ethernet cable,
allowing covert data transmission. Similarly, Sachintha et al. [18]
revealed a related EM-based attack targeting Industrial Control Sys-
tems (ICS), where compromised firmware in network controllers
can encode sensitive information within network packet patterns.
An attacker can capture the EM radiation from a few metres away
to extract the transmitted data.

These studies highlight the evolving risk landscape, where EM
radiation from wired connections becomes a potential conduit for
covert data exfiltration.

3 Radiation from Network Infrastructure
Although a wide array of frequency channels have the potential to
convey information about network traffic, typically only a small
subset of them prove to be truly valuable. Some channels may
contain redundant information, while others might not disclose
any information at all. Hence, the identification of these informative
frequency channels from the numerous available channels plays
a pivotal role in enhancing the efficiency of EM-SCA for digital
forensics [19, 20].
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3.1 Experimental Hardware Setup
The experimental hardware setup involves a computer, represent-
ing the attacker, connected to another computer, representing the
victim, via a Cat 6 unshielded twisted pair (UTP) Ethernet cable,
simulating the ICS wired network. EM radiation signals from this
setup are captured using a HackRF One [6] SDR device, paired with
a magnetic H-loop antenna, and connected to the investigator’s
computer. The collected EM radiation data are stored on the inves-
tigator’s computer for subsequent analysis. Figure 1 depicts the
arrangement of the target network and the attacker’s equipment
in the experimental scenario. For the experimental evaluation of
this phase, where the radiation emission frequency of the Ethernet
cable is identified, both the attacker’s computer connected to the
Cat 6 cable and the investigator’s computer connected to the SDR
hardware are set to be the same machine.

3.2 Experimental Software Setup
In order to conduct experiments, a program with 3 parallel threads
was executed on the attacker’s computer for data collection in an
annotated manner. The first thread is tasked with the transmission
of network traffic on-demand over the Ethernet cable. Simultane-
ously, the second and third threads undertake the responsibility of
capturing EM radiation and monitoring of network interfaces to
identify outbound packets, respectively. Using this software setup,
it is possible to transmit a specific network traffic pattern on the
cable while capturing the same network packets as PCAP files, as
well as emitted radiation data files, in a precisely timed manner.

3.3 Collection of Data
In accordance with insights from Guri’s work [8], it has been es-
tablished that Ethernet cables emit EM waves primarily in the fre-
quency bands of 125 MHz and its harmonics, with 250 MHz being
the most prominent among these harmonics. Consequently, in this
work, the experiments were tailored to scan the frequency range
spanning from 30 MHz to 260 MHz to pinpoint an information
leakage channel. It is important to note that the lower operating
frequency limit of HackRF is at 20 MHz, and approaching this limit
may introduce interference from internal circuitry. Therefore, it
was pragmatically decided to set 30 MHz as the lower limit of the
frequency range for this investigation to ensure a reliable data
collection.

The experimental software setup running on the hardware setup
operates seamlessly to autonomously gather samples across the
30–260 MHz frequency range. The packet sender produces heavy
TCP traffic using the Python Scapy library across the cable at each
frequency, while the setup records the EM data in the in-phase and
quadrature (IQ) data format and a corresponding PCAP file for each
packet pattern. For benign traffic at each frequency, a separate IQ
file and a PCAP file are recorded during the normal operation of
the devices.

3.4 Dissimilarity Analysis Algorithm
Analysing the dissimilarity between two traffic patterns is a crucial
component of the methodology, tasked with comparing each EM
trace of heavy traffic for a given signal frequency with benign traffic
EM trace of the same frequency. This comparison aims to identify

Algorithm 1 Dissimilarity Analysis Algorithm
Require: 𝐷𝑎𝑡𝑎1: Data set containing malicious pattern traces.

𝐷𝑎𝑡𝑎2: Data set containing benign pattern traces.
Ensure: Similarity measurement of patterns.
1: for freq← 30 to 260 MHz do
2: for 𝑝𝑎𝑡𝑡𝑒𝑟𝑛𝑖 from 𝐷𝑎𝑡𝑎1 [𝑓 𝑟𝑒𝑞] and 𝑝𝑎𝑡𝑡𝑒𝑟𝑛 𝑗 from

𝐷𝑎𝑡𝑎2 [𝑓 𝑟𝑒𝑞] do
3: windowSize← minLength(𝑝𝑎𝑡𝑡𝑒𝑟𝑛𝑖 , 𝑝𝑎𝑡𝑡𝑒𝑟𝑛 𝑗 )
4: fft𝑖 ← getFFT(𝑝𝑎𝑡𝑡𝑒𝑟𝑛𝑖 , windowSize)
5: fft𝑗 ← getFFT(𝑝𝑎𝑡𝑡𝑒𝑟𝑛 𝑗 , windowSize)
6: xCor← crossCorrelate(fft𝑖 , fft𝑗 )
7: nXCor← NormalizedCrossCorrelate(fft𝑖 , fft𝑗 )
8: results[ ]← (xCor, nXCor)
9: end for
10: end for
11: output← minimumSimilarity(results[ ])

the frequency at which the two network traffic patterns produce the
most distinct EM radiation patterns. The procedure to achieve this
task, as shown in Algorithm 1, begins by computing the Fast Fourier
Transform (FFT) of EM trace files and subsequently applying the
resulting FFT vectors to different similarity measurement functions,
namely, cross-correlation (xCor) and normalised cross-correlation
(nXCor). The calculated correlation values are then recorded in a
file for subsequent analysis. The algorithm considers the shortest
file length as the FFT window size, accounting for discrepancies in
array sizes between the two traces.

The results of the analysis were saved to a CSV file and later
plotted to visualise the variation of correlation values across dif-
ferent suspicious emission frequencies. As is evident in Figure 2,
the xCor parameter exhibits a lower correlation than nXCor, and
the most dissimilarity of two traffic patterns occurs at 240 MHz.
After manually validating these results, the emitting frequency for
the Cat 6 UTP cable was determined as 240 MHz. In Figure 3, the
radiation pattern for attack traffic is depicted in red, while benign
traffic is represented in green. A distinct contrast is evident between
the two packet patterns within these PSD graphs.

4 Detection of Network Attacks
Once the emission frequency of the EM radiation was identified for
the target Ethernet cable, the same hardware and software setup
was used to emulate realistic network-based attack scenarios. In
order to produce realistic attack traffic patterns on the Ethernet
cable, the CICIoT2023 dataset [15] network attack dataset was used.
The CICIoT2023 dataset is available in two different file formats:
PCAP [9] and CSV. The PCAP files comprise the original data
generated and collected in the CIC IoT network, which is the IoT
infrastructure that consists of 105 IoT devices. The PCAP files were
replayed by the software setup to recreate the exact attack scenar-
ios on the experimental hardware platform. The selected attacks
include DoS HTTP Flood, DoS TCP Flood, and DoS UDP Flood.
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Figure 2: Variation of correlation measurements across vari-
ous suspected emission frequencies.

-10 240 10
Frequency (Hz)

120

119

118

117

116

115

114

113

112

111

110

PS
D 

(d
B/

Hz
)

Attack Traffic
Benign Traffic
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4.1 Data Preprocessing for Machine Learning
EM radiation samples were collected at a sampling rate of 20 MHz
with a target centre frequency of 240MHz. Each trace file, represent-
ing a time-domain signal, underwent Short-time Fourier Transfor-
mation (STFT) processing to generate frequency-domain windows.
In the case of MLP, RFCwith AdaBoost, and SVMmodels, these win-
dows were utilised as training instances, with labels corresponding
to the respective network traffic.

Subsequently, individual ML models were constructed to identify
malicious network activity using the resulting EM datasets for each
network attack. For this purpose, 10,000 samples were extracted
from each EM trace file representing a specific network attack,

the relevant network attack serving as the label. Certain hyperpa-
rameters were determined on the basis of the dimensions of the
EM datasets. During hyperparameter tuning, specific settings for
the STFT operation, such as the FFT window size and overlapping
samples, were adjusted accordingly.

4.2 Experiment 1: Impact of Probe Location
This experiment was conducted with the aim of discovering the
optimal probe placement for maximising signal reception and de-
tection. The entire data collection process was repeated 9 times,
covering 3 attacks at 3 different locations, to explore various probe
positions relative to the Ethernet cable. These locations were empir-
ically selected to gauge the sensitivity of the ML models to probe
placement.

Initially, the probe was positioned directly on top of the cable, in
direct contact with it, marking the initial phase of analysis. Given
its proximity to the primary emission source, it was expected to
generate the strongest EM field, facilitating optimal signal detection.
Subsequently, the probe was elevated 1cm and 10cm above the cable
to simulate scenarios where cables are installed under enclosures.
The results of these experiments are presented in table 1. For the
initial phase, where the H-Loop antenna (EM probe) was placed
directly in contact with the cable, the attacks are distinguishable
from normal traffic, with DoS HTTP Flood exhibiting the highest
detectability. Across all models, the highest accuracy for DoS HTTP
Flood is at 99.70%. Following this, DoS TCP Flood demonstrates the
highest accuracy at 73.22%, while DoS UDP Flood ranks last with
the highest accuracy at 69.95%.

When the EM probe is located 1cm away from the cable, the
overall accuracy in all traffic patterns falls below 60%, suggesting
a detectable difference between normal and malicious operations,
although less pronounced than before. Notably, the distinct gap ob-
served in accuracy between HTTP Flood and TCP and UDP Floods
diminishes. All accuracy values are within the same range, with
RFC consistently demonstrating the highest accuracy. In addition,
the precision and recall values align closely with the accuracy. Com-
pared to the experiment with the probe directly atop the cable, a
decrease is observed in all results, consistent with expectations
that the initial location would yield higher accuracy. Meanwhile,
when the EM probe is located 10cm away from the cable, the overall
accuracy is recorded below 59%. However, the effectiveness of detec-
tion between normal and malicious operations remains consistent
despite the change in probe location.

4.3 Experiment 2: Impact of Observation Time
When detecting network-based attacks, it is necessary to perform
the detection in a minimal amount of time. The longer it takes for
detection, the greater the possibility of an attack causing damage
to the ICS infrastructure. With this objective, this experiment aims
to determine the point in time during the attack at which it is most
detectable, whether it occurs at the beginning, middle, or end of
the observation time period. For this purpose, the dataset is divided
into segments that correspond to the start, middle, and end of the
attack sequence. Each segment is then individually analysed to
assess the ability to detect it using ML algorithms. By comparing
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Table 1: Performance comparison of DoS attack detection over probe placement.

Probe placement DoS HTTP flood DoS UDP flood DoS TCP flood
RFC MLP SVM RFC MLP SVM RFC MLP SVM

On the cable 99.70 99.55 99.68 69.95 57.70 66.25 73.22 67.25 66.42
1cm away 60.42 51.90 53.99 59.38 55.15 54.26 59.50 52.00 55.57
10cm away 59.92 52.30 54.70 60.05 54.80 54.51 58.83 51.40 54.21

Table 2: Performance comparison of DoS attack detection over time splits.

Time Split DoS HTTP flood DoS UDP flood DoS TCP flood
RFC MLP SVM RFC MLP SVM RFC MLP SVM

First third 99.58 99.40 99.73 70.43 54.20 58.95 67.70 51.65 61.60
Middle third 99.70 99.60 99.63 71.17 56.65 68.94 63.25 52.20 56.72
Last third 99.50 99.50 99.58 67.92 53.70 56.58 70.62 54.60 57.77
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Figure 4: DoS Attack Accuracies Across Different Setups

the accuracy of detection across these segments, insights can be
gained into the optimal timing to detect malicious network activity.

The analysis was performed using the dataset collected with the
probe in contact with the cable. The dataset was divided into three
subsets and the ML classification results were calculated for each
subset. New models were trained for each subset and the results
are illustrated in Table 2. In both HTTP and UDP DoS attacks, a
slight increase in accuracy could be observed in the middle third
time point compared to the other two time points. In contrast, TCP
DoS attack exhibits a slight decrease in accuracy at the middle third
time point compared to the other two time points.

4.4 Experiment 3: Impact of Sampling Rate
Capturing EM data with SDR devices requires extremely fast sam-
ple rates to capture a significant amount of information. Reducing
the sample rate below a certain threshold can adversely impact the
detection process. It is crucial to identify the minimum sample rate
that does not compromise the effectiveness of ML-based classifica-
tion for detecting malicious network activity. In this experiment,
due to the lower accuracy observed (>75%) with the other two

attacks, only the DoS HTTP Flood dataset collected with the probe
in contact with the cable was considered. The original trace file was
downsampled to 10 MHz and 4 MHz, resulting in two new trace
files. These downsampled files were then used as input data for the
ML models to perform the classification task.

The RFC with Adaboost and SVM models maintained close to
100% accuracy consistently at all sample rates, indicating strong
performance even at lower sample rates. However, the MLP model
experiences a noticeable drop in accuracy at 4 MHz, only reaching
around 80%, before achieving high accuracy at higher sample rates.
This suggests that while RFC and SVM are robust to lower sample
rates, MLP requires a higher sample rate for optimal accuracy.

4.5 Experiment 4: Impact of the Environment
This experiment was conducted to explore the effect of ambient EM
radiation in the environment on the accuracy of the classification.
For this purpose, EM traces were captured under three distinct
environmental conditions, i.e., Setup 1, 2 and 3, for each attack, and
the accuracy of classification was assessed. The probe remained
in contact with the cable during these conditions. Setup 1 corre-
sponds to the traces used in previous experimental efforts. Setup 2
comprises data collected using the same hardware setup in a dif-
ferent environment, while Setup 3 encompasses traces collected in
an alternate hardware configuration where the victim device was
altered. RFC with AdaBoost was used for this analysis, given its
superior accuracy in prior investigations. As illustrated in Figure 4,
it can be seen that the DoS HTTP flood maintains a consistent
accuracy across all setups. However, there is notable variability
in the accuracies of DoS UDP and DoS TCP flood across different
setups.

5 Monitoring Industrial Control Systems
The empirical findings in Section 4 point to the possibility of using
EM radiation patterns emerging fromnetwork infrastructure to look
out for network-based attacks. This section introduces a potential
design blueprint for an EM-SCA-based, low-overhead, and non-
intrusive ICS monitoring mechanism.
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5.1 Implementation Considerations
A network-based threat detection mechanism of this nature has to
include an EM radiation capturing and processing capability in real
time. Although the experiments presented relied on SDR hardware
to discover and capture EM emissions, it is not necessary to use
them in a real-world deployment. Once the emission frequency of
the infrastructure is identified, a purpose-built fixed radio receiver
can be used to capture EM emission. Furthermore, the processing
of captured EM data in real time can be performed onboard the
signal capturing hardware using a dedicated embedded processor
or a field-programmable gate array (FPGA) built into the signal
capturing hardware itself [7]. Self-contained EM radiation capture
and processing equipment (called a monitor node hereafter) can be
powered using the same power supply facility in the ICS infras-
tructure. However, networking them with each other needs to be
achieved using a communication infrastructure independent of the
ICS network.

There are multiple potential approaches to connect the monitor
nodes together. The obvious solution is to have a separate inter-
nal network — wired or wireless — to which the monitor nodes
are connected. However, because monitor nodes do not require a
high-bandwidth communication channel, having a dedicated net-
work only to serve them is an unnecessary overhead. Alternatively,
it is possible to use the existing power supply infrastructure for
transferring network packets in a reliable manner, i.e., powerline
communication [13]. In that approach, the monitor nodes can de-
liver their detection alerts and other telemetry through their power
supply wiring, which is highly reliable and difficult to disrupt by
an attacker.

5.2 High-level Design
Figure 5 illustrates the high-level view of an ICS infrastructure
where monitor nodes are deployed in multiple locations on the
network. At the highest level, i.e., Level 3, of the ICS infrastructure,
there are engineering workstations that run specialised software
to govern the entire manufacturing process. The level below that,
i.e., Level 2, has a human-machine interface (HMI) that facilitates
monitoring and controlling specific functionalities of the ICS infras-
tructure by allowing human technicians to interact with the devices.
At Level 1, all automated devices are placed to operate the ICS infras-
tructure, such as programmable logic controllers (PLC), intelligent
electronic devices (IED), and remote terminal units (RTU). Finally, at
Level 0, the sensors and actuators that perform the manufacturing
tasks are available.

5.3 Backbone-level Monitoring
The monitor nodes can be placed at different locations through-
out the ICS infrastructure. Among them, an important and most
obvious location is at the backbone level of the network, which
connects general-purpose computers at Level 3 to other levels in
the infrastructure. If packet sniffing and other security mechanisms
were always active in the network at this level, the processing and
storage overhead would be significantly higher. In contrast, the
monitor node that works in this network segment will be process-
ing EM emission in real time with a fixed processing overhead and
no storage requirement.

5.4 Device-level Monitoring
Although the monitoring at the backbone-level of the network al-
lows the observation of the full picture of network behaviour from
outside world, it does not enable detecting subtle traffic patterns at
the close proximity to different individual ICS devices. Therefore,
it is important to deploy and monitor nodes at branches in the ICS
network, closer to individual devices of interest. An important ad-
vantage the monitor nodes have is that regardless of where exactly
they are deployed in the network, i.e., at a busy network backbone
or low-traffic branch, they have the same amount of processing
and other computational resource usage. Hence, the monitor nodes
distributed across the ICS infrastructure will be identical in all
aspects.

6 Conclusion and Future Direction
This work demonstrates the potential of using unintentional EM
radiation emitted from Ethernet cables as a non-invasive tool for
enhancing security and forensic readiness in ICS. By employing
EM side-channel monitoring, we can detect network-based attacks
without directly interfacing with the ICS infrastructure, making
this approach particularly valuable for independent forensic audits.
Through targeted frequency identification and EM trace analysis
using efficient machine learning models, such as Random Forest
classifiers with AdaBoost, our method achieved a high detection
accuracy of 99.70%, supporting the feasibility of resource-conscious
real-time attack detection in ICS environments.

Machine learning models such as RFC with AdaBoost, MLP, and
SVM ensure low processing overhead, making them suitable for
resource-constrained environments. Future developments include
creating a compact self-contained hardware unit that integrates EM
signal capture, embedded processing, and real-time analysis. This
scalable and efficient design would enhance ICS security, providing
responsive and autonomous intrusion detection capabilities.
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Appendix A
Figure 5 illustrates the high-level view of the ICS infrastructure
with the placement of the sniffer and monitor nodes. In this ICS
infrastructure, the typical network security and forensic-readiness
features are available, such as packet sniffers in strategic locations
of the network. However, they are deactivated by default and only
enabled on demand whenever a suspicious network-based threat
is noticed. The network of the monitor nodes that captures EM
radiation data and processes in real time for suspicious activity is
placed independently of the ICS infrastructure. They communicate
with each other through their own independent network, such as
powerline communication, and are capable of directly communicat-
ing with security components, such as packet sniffers. These packet
sniffers and any other security mechanisms are activated directly by
a monitor node upon the detection of suspicious network activity.
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Abstract
The Server Message Block (SMB) protocol is a vital component
of modern internet infrastructure, facilitating file sharing across
multiple clients. Due to its widespread use, SMB frequently appears
in forensic investigations, particularly in corporate environments.
While tools like Wireshark and Zeek enable the extraction of files
and creation of logs from SMB traffic, a comprehensive forensic
analysis of SMB network traffic, including advanced event recon-
struction, remains underexplored. SMB Command Fingerprinting
(SCF) is an innovative method that reconstructs file operations
and user interactions directly from SMB traffic using meticulously
crafted SCF rules. However, prior research demonstrated the feasi-
bility of this method only through a limited case study focused on
Windows command-line utilities.

In this work, we enhance the underlying logic of SMB Command
Fingerprinting and expand its ruleset to encompass a broader range
of actions and applications. To evaluate our approach, we develop
a large-scale evaluation framework that automates file and direc-
tory operations on an SMB file share while generating a reliable
ground truth. Our comprehensive evaluation demonstrates that
SCF is able to reconstruct more than 97% of performed operations,
even in the worst-case scenario. Additionally, we evaluate SCF’s
ability to precisely identify the specific application responsible for
an action. While minor ambiguities were observed—particularly be-
tween closely related operations in cmd.exe and PowerShell—these
occurred in only a small fraction of operations and did not affect the
accurate reconstruction of the underlying event type. Our findings
demonstrate the applicability and scalability of the SCF approach
for event reconstruction of SMB network traffic, underscoring its
potential for broader adoption in network forensics.
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1 Introduction
In digital forensics, the process of event reconstruction involves
transforming artifacts into specific, high-level events [2]. Basically,
its goal is to recreate the sequence of actions performed that resulted
in the current state of the system. From a formal perspective, this
topic has been extensively studied, with research spanning method-
ologies and frameworks for event reconstruction [2, 3, 6, 18], ap-
proaches to timeline reconstruction [4, 7, 13], andmethods for event
reconstruction in cloud environments [12]. Practical approaches
often rely on specific signatures or fingerprints derived from file
system timestamps and other metadata [1, 10, 11, 19]. Beyond file
system metadata, the use of additional artifacts, such as shellbags,
log files, and system calls, has been studied along with their lim-
itations [14, 15, 22].

When evaluating the feasibility of using network traffic for event
reconstruction, a clear research gap emerges, especially in the con-
text of tracing specific user actions that led to the creation of the
observed traffic. While tools like Wireshark and Zeek enable file
extraction and provide a structured overview of network traffic
events, they lack the ability to reliably correlate these events with
the originating actions on the source system. A notable exception
is ClickMiner, a method capable of reconstructing user-browser
interactions from network traces [16]. Additionally, Hilgert et al.
proposed a method to reconstruct file system operations performed
on an SMB share leveraging specifically crafted SMB Command
Fingerprinting rules. Beyond these, much of the existing research fo-
cuses on identifying and fingerprinting applications within network
traffic rather than reconstructing high-level events[17, 20, 21].

Consequently, this work aims to further explore the potential
of network traffic for event reconstruction, with a particular em-
phasis on the SMB protocol. The SMB protocol remains widely
used providing clients access to a file share, however, has received
limited attention from a forensic perspective. Building on the work
of Hilgert et al., whose initial results in reconstructing events from
SMB network traffic were promising, this study addresses two key
gaps in their work: the lack of a comprehensive evaluation of their
approach and the unexplored potential for using their method to fin-
gerprint the specific application involved in file system operations.
In summary, our contributions include the following:
• Extension of the SMB Command Fingerprinting approach and
the development of SCF rulesets for cmd.exe, PowerShell, and
smbclient, enabling broader applicability across different appli-
cations.
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• Development of a scalable framework for automating the eval-
uation of reconstructed events from network traffic, generating
reliable ground truth datasets.

• Comprehensive evaluation of SCF, including its effectiveness
for cross-application event reconstruction.

The remainder of the paper is structured as follows: Section 2
provides a detailed overview of the SCF approach introduced by
Hilgert et al. and outlines our extensions to enable the creation
of more complex rules. Section 3 introduces our evaluation frame-
work and presents the results of a comprehensive evaluation of the
extended cmd.exe SCF ruleset. In Section 4, we discuss the specific
challenges of rule creation for additional applications and evaluate
SCF’s applicability to these applications, including its use for cross-
application event reconstruction. Finally, Section 5 concludes the
paper and outlines future research directions.

2 SMB Command Fingerprinting
To interact with an SMB share, an SMB client must send a re-
quest specifying the intended operation. The SMB protocol defines
a variety of command types for this purpose. Examples include
CREATE, which establishes access to a file or directory; READ and
WRITE, which handle data reading and writing, respectively; and
QUERY_INFO, which retrieves various types of metadata about a
file or directory. Each SMB request is followed by a correspond-
ing SMB response of the same command type. Depending on the
command, SMB requests can include various parameters such as
access masks, file attributes, or the type of information being re-
quested. Comprehensive details on all supported command types
and their parameters are available in Microsoft’s official SMB spec-
ification [5].

The concept of SMB Command Fingerprinting, introduced in
2024 [9], leverages the dynamic attributes within SMB commands
to identify their origin. The authors demonstrated that different API
calls in Windows set specific attributes within certain SMB com-
mands, such as the initial CREATE request. These attributes allow for
inferences about the origin of observed SMB commands in network
traffic. Thus, the SCF approach requires unencrypted or decrypted
SMB network traffic to access these attributes and command types.
To facilitate the identification of potentially unique commands, the
authors proposed the concept of SCF hashes. An SCF hash is com-
puted for each SMB command, incorporating its command type
and any dynamic attributes that can uniquely characterize it, such
as access masks in CREATE commands. Dynamic values that are not
generalizable, such as file paths, are intentionally excluded from
the SCF hash computation.

However, performing a file operation on an SMB share does not
necessarily result in a single SMB command that can be directly
identified using an SCF hash. Instead, a file operation typically gen-
erates multiple request-and-response pairs. The authors argue that
the sequence of these SMB commands can further be leveraged to
identify the originating file operation. To achieve this, they propose
combining multiple SCF hashes into an SCF rule, which represents
not only individual SMB commands but also the specific sequence
of commands associated with a particular operation.

To evaluate this approach, the authors examined the cmd.exe
utility in Windows. They executed various file operations on an

SMB share, captured the resulting network traffic, and applied their
previously crafted SCF ruleset to the captured data. This method
successfully reconstructed the majority of the file operations per-
formed, demonstrating the potential of SCF. However, a compre-
hensive evaluation of SCF’s capabilities and limitations remains
an open challenge. For this reason, our first goal is to provide a
more in-depth and extensive evaluation of the SCF approach also
utilizing cmd.exe as an example.

2.1 Extensions to SCF
Before conducting the evaluation, we propose several extensions
to SCF that enhance its ability to create more precise and effec-
tive rules. These extensions have also been implemented into the
existing framework:
• Skipping SCF Hashes: In the original implementation, an SCF
rule required an exact match of the SMB command sequence.
However, we observed instances where additional commands
were sent within the sequence. To address this, we introduce
a skipping option for SCF rules. This parameter specifies the
maximum number of unrelated hashes that can occur within the
detected sequence of SMB commands without invalidating the
rule.

• Excluded Hashes: Conversely, we implement an excluded list,
which defines hashes that must not appear in a matching se-
quence. This feature helps refine SCF rules by differentiating
between sequences that are otherwise similar but diverge based
on specific SCF hashes.

• Extended Command Support: While the original implementa-
tion focused solely on basic SMB commands, we extended SCF
to include support for additional commands, such as specific
response types. This enhancement enables the creation of more
precise and comprehensive rules.

• Enhanced Matching Logic:While the specifics of the matching
algorithm are beyond the scope of this work, we improved its
efficiency and extended its logic to support advanced features,
such as the simultaneous matching of multiple rules.

Listing 1: JSON rule for file creation in cmd.
1 {
2 "application": "cmd",
3 "description": "Create␣a␣file␣with␣echo",
4 "command": "echo␣>",
5 "max_skip": 0,
6 "excluded": [],
7 "signature": [
8 "ebe5eb76fabfe0e41eb63d4fbd06bcd1",
9 "CREATE_STATUS_OKAY_HASH",
10 "WRITE_HASH",
11 "WRITE_STATUS_OKAY_HASH",
12 "80 c2cc1529acacebb810ec4014119967",
13 "QUERY_INFO_STATUS_OKAY_HASH"
14 ],
15 "parsing": "signature_parsing_cmd_echo_file"
16 }

Listing 1 provides an example of an SCF rule consisting of six SCF
hashes for the creation of a file using cmd.exe. The parsing method
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is used to accurately extract and interpret all relevant information
from the corresponding SMB commands.

3 Evaluation
To conduct a comprehensive evaluation of the extended SCF ap-
proach, it is essential to perform a large number of operations on the
SMB file share. To facilitate this, we first define a set of fundamental
file system operations that can be performed using cmd.exe:

• Create and Remove Directories: These operations can be per-
formed using the mkdir and rmdir command, respectively.

• Create and Remove Files: To create a file, we focus on the
usage of the echo command in combination with > to store its
output in a file. Conversely, files can be removed using the rm
command.

• List Directory: In cmd.exe, listing the contents of a directory
in is performed using the dir command.

• Upload and Download Files: For uploading data on the share
as well as downloading data from it, the copy command can be
used.

• File Content Modification: For the modification of file content,
we will focus on the possibility to append content to it using the
echo command together with ».

• Move and Rename File: On Windows, unlike in default shells
in Linux for example, renaming and moving files require two
distinct commands in cmd.exe. The ren command can rename
a file or directory but cannot change its location within the file
system hierarchy. To move a file to a different location, the move
command must be used.

• Move and Rename Directory: This operation is analogous to
moving and renaming a file and also employs the ren and move
commands.

• Read Content: To read the content of a file, we utilize the more
command, which outputs its content to cmd.exe.

3.1 Extended SCF Ruleset
Building upon the capabilities of the extended SCF approach, we
developed an enhanced set of SCF rules for cmd.exe, based on the
previous work of the authors, covering the previously described
file system operations. To facilitate this process, we utilized the tool
by Hilgert et al., which analyzes SMB network captures, computes
SCF hashes, and outputs them along with additional contextual
information.

During the ruleset creation, we observed that our rules for
matching rename and move operations were identical. This find-
ing suggests that, although implemented as separate commands
in cmd.exe, the resulting commands transmitted in SMB are the
same for both ren and move. Consequently, we chose to categorize
both events, rename and move, as a single reconstructedmove event.
Importantly, this approach does not result in information loss, as
the corresponding source and target paths inherently distinguish
whether the original operation was a rename or a move.

3.2 Framework
In order to provide a comprehensive evaluation of our extended rule
set and the underlying SCF approach in general, we have designed

and implemented a scalable framework meeting the following re-
quirements:
• File Operations: The framework is capable of performing all
previously defined file system operations on a given SMB share
using a specified application, for example cmd.exe.

• Consistency: To facilitate the logical execution of these opera-
tions, the framework keeps track of the file system hierarchy it
creates.

• Scalability: It should be easily possible to create large and ran-
dom amounts of file system operations.

• Ground Truth: Most importantly, the framework provides a
ground truth of all its actions, including timestamps.
For the evaluation, we used our framework to execute opera-

tions in five distinct phases. Within each phase, the operations
were selected with the same probability and each operation was
executed approximately 1,000 times1 to ensure a thorough and
comprehensive analysis:
(1) Initialization: This phase involves creating files and directo-

ries, as well as uploading files to the share.
(2) Exploration: In this phase, the share remains unchanged. Op-

erations include viewing files, copying files from the share, and
performing directory listings.

(3) Modification: During this phase, the share is modified by re-
naming and moving files or directories, as well as altering file
contents by appending data.

(4) Deletion: This phase focuses on removing files and directories
from the share.

(5) Combination: In the final phase, all available operations are
executed to simulate diverse activity on the share.

3.3 Results
Table 1 presents the results of our evaluation, detailing the total
number of times each operationwas performed, the instances where
a corresponding rule matched and reconstructed an event, and the
cases where the match accurately represented the originating event
shown in brackets. Recall is calculated as the proportion of correctly
reconstructed events for a specific operation type relative to the
total number of operations performed for that type. In general, our
results demonstrate that the extended SCF approach and ruleset
for cmd.exe successfully reconstructed approximately 99.40% of all
performed operations.

The lowest reconstruction rate was observed for the create file
operation, with 29 events not being reconstructed. Upon further
inspection, we identified that this was caused by the use of com-
pound requests for create operations. Compound requests combine
multiple SMB commands into a single request, resulting in their
own unique SCF hash. By updating the SCF ruleset to account
for compound requests, it is possible to reconstruct these missing
events.

For the remove file and remove directory operations, the number
of reconstructed events exceeded the actual number of files or
directories removed. This discrepancy arises from the behavior
of cmd.exe when deleting directories with content. Although the
user’s originating action may be a single rmdir command, cmd.exe
1Destructive commands were executed only 500 times to prevent complete destruction
of the share.
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Table 1: SCF evaluation results for cmd.exe.

Operation Performed # Matches Recall (%)

Create Directory 1,061 1,049 (1,049) 99.81
Create File 1,084 1,055 (1,055) 97.32
Upload File 1,107 1,092 (1,092) 98.64
Download File 1,096 1,093 (1,093) 99.73
View File 1,063 1,062 (1,062) 99.90
List Directory 1,059 1,059 (1,059) 100.00
Rename Directory 1,020 - -
Move Directory 1,057 2,073 (2,073) 99.81
Rename File 1,043 - -
Move File 1,012 2,045 (2,045) 99.51
Append to File 1,090 1,088 (1,088) 99.82
Remove Directory 442 1,057 (441) 99.78
Remove File 575 1,846 (571) 99.30
Total / Average 12,709 14,519 (12,628) 99.36

executes separate remove operations for each subdirectory and
file within the target directory before finally deleting the directory
itself. Consequently, our SCF rules reconstruct a remove event for
every removed subdirectory and file, leading to a higher count of
removal events than the actual user-initiated actions. As a result,
the current SCF ruleset cannot distinguish between a user manually
deleting the contents of a directory sequentially and the deletion of
the entire directory in one operation. However, reconstructing all
deletions provides more detailed information about the data that
was actually removed from the share.

We also observed that, despite our framework processing opera-
tions sequentially, some SMB requests and responses for multiple
operations became interleaved within our network capture. This
interleaving caused the sequence of SMB commands to deviate
from the expected order defined in the SCF ruleset, resulting in mis-
matches. To address this, we repeated the evaluation with a slightly
increased delay between operations, which eliminated this source
of mismatches. It is important to emphasize that this behavior does
not affect the applicability of SCF rules in scenarios involving multi-
client SMB setups or multiple applications accessing the same share.
In such cases, network data such as IP addresses and ports can still
be used to differentiate between clients and applications, enabling
the application of SCF rules separately to each client’s TCP stream.

Finally, not all operations involving read access, such as download
file or view file, were reconstructed. A manual inspection of the
network traffic revealed that this was due to caching mechanisms.
For example, when a file is accessed multiple times within a certain
time frame, it is not retransmitted over the network. Consequently,
these operations cannot be reconstructed from network traffic, as
no corresponding commands exist in it.

3.4 Time Skew
Beyond reconstructing the originating operation from network
traffic, a comprehensive event reconstruction should also include
the corresponding timestamp of the event. This facilitates the cre-
ation of timelines and supports further analysis. When an SCF rule

matches an SMB command sequence, it assigns a timestamp to
the reconstructed event based on the timestamps of the captured
network packets.

Table 4 presents the average offset between the timestamps of
reconstructed and their originating events for each operation ob-
served in our evaluation. The average time skew across all opera-
tions is 0.551 seconds, indicating that the rules, despite slight delays,
provide a reasonable estimate of the actual event times. However, it
is important to note that this accuracy is influenced by the charac-
teristics of the network in which the traffic is captured. For example,
a congested network can naturally lead to more significant delays
in the reconstructed timestamps.

4 Cross-Application Fingerprinting
This section extends the evaluation of SCF to other applications,
addressing two key questions: First, we assess whether SCF can
reconstruct file operations from other applications by creating and
testing new SCF rulesets. Second, we explore whether SCF can
distinguish between file operations across different applications by
applying multiple SCF rulesets simultaneously.

To explore these aspects, we evaluated two additional applica-
tions. First, we selected PowerShell due to its similarity to cmd.exe,
enabling us to assess whether their respective rulesets produce
false positives for each other. Second, we chose the smbclient
utility from Ubuntu 24.04, representing a fundamentally different
application running on an entirely different operating system. By
examining these examples, we aim to provide a broader and more
comprehensive perspective on the applicability of SCF.

4.1 File Operations
For PowerShell, we used the same commands as for cmd.exe, but
replaced the rmdir command with rm -r -fo, as rmdir is not
available in PowerShell.

For smbclient, we employed commands corresponding to the
file operations being evaluated. However, unlike cmd.exe or Power-
Shell, smbclient does not provide separate commands for rename
andmove operations. Instead, it offers the rename command, which
is used for both operations. As a result, moving and renaming a file
or directory is treated as a single event in smbclient. Furthermore,
smbclient does not support the use of the echo command, which
led us to omit these commands for this application.

4.2 Rule Creation
Similar to the extended rule set we developed for cmd.exe, we
also manually created SCF rules for PowerShell and smbclient.
Although this work does not provide a detailed comparison of the
created rule sets, we highlight several notable peculiarities observed
during the rule creation process:

• Create Directory: For this operation, PowerShell generates the
same SMB commands and hashes as cmd.exe. However, unlike
cmd.exe, it performs a preceding CREATE request to check if the
specified directory already exists. If a OBJECT_NAME_NOT_FOUND
error status is received, it sends the corresponding commands to
create the directory. This behavior allows for the creation of a
unique rule for directory creation in PowerShell. In smbclient,
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this operation produces unique hashes that can be used directly
for the creation of a specific rule.

• Upload File: At the beginning, the SMB sequence for uploading
a file to an SMB share is identical for cmd.exe and PowerShell.
However, the ruleset for cmd.exe includes additional commands
at the end that are absent from the corresponding ruleset for
PowerShell.

• View File: Unlike cmd.exe and PowerShell, which primarily
query various types of information for files, smbclient queries
the FileAllInformation class. Since the information class also
contributes to an SCF hash, this behavior results in unique SCF
hashes that can be utilized for rule creation.

• Rename and Move Directory: The rules for this operation
overlap between cmd.exe and PowerShell. Although for Power-
Shell our ruleset includes rules with preceding CREATE requests
that are not present for cmd.exe, other rules are identical.

• Rename and Move File: A similar behavior involving overlap-
ping rulesets can be observed for these operations in cmd.exe
and PowerShell.

During the creation of rules for smbclient, we observed that
the rules for the rename operation, which is used for both renaming
and moving, are identical for directories and files. Similarly, the
rules for viewing a file and downloading it from the share are also
the identical. To address this, we created two generalized rules:
one for Move File, which encompasses events for changing the
name or path of both files and directories, and another for Read
File, which covers operations for viewing and downloading files.
To maintain consistency, we refer to these rules as Move File and
View File, respectively, in the evaluation tables.

4.3 Evaluation
For the evaluation, we extended our framework to support the two
additional applications, enabling the generation of SMB network
captures with corresponding ground truth data. Subsequently, we
conducted two evaluations: In the first evaluation, we applied the
generated ruleset for each application individually to assess the
applicability of SCF and the effectiveness of the ruleset for that
specific application. In the second evaluation, we enabled all three
rulesets simultaneously to determine whether they interfere with
each other and potentially cause false positives.

4.3.1 Single Application. Table 2 provides an overview of the cre-
ated datasets for the three applications, highlighting key charac-
teristics such as the total number of SMB2 packets and the overall
recall of the evaluation. As shown, SCF performed slightly less effec-
tively for PowerShell, with 330 operations not being reconstructed.
Table 5 provides a more detailed breakdown of these results. In
particular, rename and move directory events, both reconstructed
as move events, account for the majority of missing operations,
suggesting that the rules for these operations require refinement.

Beyond this, we observed behaviors consistent with the evalu-
ation of cmd.exe, including intertwined commands, mismatches
caused by caching mechanisms, and the generation of multiple re-
move events for subdirectories and files within a deleted directory.
Moreover, we identified several false positives for the list directory
event. This issue stems from the nature of the corresponding SCF

rule, which only matches a QUERY_DIRECTORY command and re-
sponse that PowerShell sends when listing a directory. However,
the same command is also sent in conjunction with other opera-
tions, leading to multiple matches. A potential solution to mitigate
these false positives is to incorporate this sequence into the corre-
sponding rule for each of the other operations, thereby eliminating
the unintended matches.

Table 2: Characteristics of generated and evaluated datasets.

Dataset Operations Recall (%) Time Packets

cmd.exe 12,709 99.36 01:57h 321,767
PowerShell 12,758 97.41 04:08h 311,556
smbclient 10,417 99.99 05:18h 75,764

For smbclient, the results demonstrate that almost all the opera-
tions performed were successfully reconstructed by our ruleset. The
only exception was a move file operation that attempted to move
a file to the same directory. This did not result in an actual move
operation and, consequently, did not generate the corresponding
commands in the network traffic.

Furthermore, our evaluation reveals that the delete operations
in smbclient differ from those in cmd.exe and PowerShell. While
the latter applications generate additional remove operations for
subdirectories and files within a deleted directory, smbclient only
sends a single delete command for the corresponding directory.

Although the results are highly accurate, certain limitations re-
main. As noted earlier, it is not possible to distinguish between
merely viewing a file in smbclient and downloading it from the
server. Similarly, it is not possible to differentiate between a re-
name and a move operation, as both are executed using the same
command in smbclient. Additionally, smbclient does not provide
explicit information to determine whether the operation was per-
formed on a file or a directory. Nevertheless, this information can
often be inferred from the file path, as it typically includes the file
name and extension.

4.3.2 Cross-Application. Our previous evaluation demonstrated
the effectiveness of SCF and our rulesets for two additional applica-
tions. To assess its general applicability, we now focus on its per-
formance when applying all three rulesets simultaneously. Table 3
presents the results of SCF when applied to the cmd.exe dataset
using all rulesets. For each operation, the table shows the number
of times a rule corresponding to an application was matched, with
the number in parentheses indicating how many matches actually
correctly reconstructed an originating event, regardless of the ap-
plication. Additionally, the column Multiple indicates instances, in
which both the cmd.exe and PowerShell rules matched the same
reconstructed event.

For clarity, we calculated two recall values: a App Recall reflect-
ing the correct identification of both the event and its originating
application and a Event Recall focused solely on reconstructing the
event type, regardless of the application. App Recall measures the
proportion of events SCF reconstructed correctly while uniquely
identifying the responsible application. The second metric assesses
SCF’s ability to reconstruct the event type alone. As shown in
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Table 3: Evaluation results for cmd.exe when applying all created rulesets.

Operation Performed # Matches (Correct) Not App Event
cmd.exe PowerShell smbclient Multiple Reconstructed Recall (%) Recall (%)

Create Directory 1,061 1,049 (1,049) 0 (0) 0 (0) 0 (0) 12 99.81 99.81
Create File 1,084 1,055 (1,055) 0 (0) - 0 (0) 29 97.32 97.32
Upload File 1,107 1,087 (1,087) 10 (10) 0 (0) 0 (0) 10 98.20 99.10
Download File 1,096 1,093 (1,093) 2 (2) - 0 (0) 1 99.73 99.90
View File 1,063 1,062 (1,062) 0 (0) 0 (0) 0 (0) 1 99.90 99.90
List Directory 1,059 1,059 (1,059) 5,115 (0) 0 (0) 0 (0) 0 100.00 100.00
Rename Directory 1,020 - - - - 0 - -
Move Directory 1,057 715 (715) 90 (85) - 1,274 (1,274) 3 34.42 99.86
Rename File 1,043 - - - - 1 - -
Move File 1,012 32 (32) 118 (118) - 1,895 (1,895) 9 3.16 99.51
Append to File 1,090 1,088 (1,088) 0 (0) - 0 (0) 2 99.82 99.82
Remove Directory 442 1,057 (441) 0 (0) 0 (0) 0 (0) 1 99.78 99.78
Remove File 575 1,846 (571) 0 (0) 0 (0) 0 (0) 4 99.30 99.30
Total / Average 12,709 11,143 5,335 0 3,169 73 72.80 99.43

Table 3 in green , these recall values were identical for most opera-
tions, highlighting SCF’s ability to reliably identify both operations
and their originating applications, even with multiple rulesets en-
abled.

However, for move directory and move file operations, these val-
ues differ significantly, as shown in red . This is because most
of these events were matched by cmd.exe and PowerShell rules .
Since the rulesets for these operations partially overlap, this behav-
ior is expected. Furthermore, some move operations were incor-
rectly classified as having been performed by PowerShell including
5 false positives, which were actually misclassified move file opera-
tions. Moreover, the results show that PowerShell rules matched
some of the upload and download file operations missed by the
cmd.exe ruleset, indicating a need to refine the cmd.exe ruleset to
address these cases, which currently result in a lower App Recall,
shown in orange .

Although these ambiguous and incorrect application classifica-
tions limit the precise identification of the application responsible
for an event and result in a corresponding lower recall value, the
underlying operation itself was still accurately reconstructed with
recall values above 99%. Moreover, our evaluation indicates that
such incorrect classifications occurred in only a small fraction of
the total operations. To provide a comprehensive analysis,

Lastly, a high number of false positives was also observed for the
list directory operation of PowerShell . As discussed previously, the
rule for this operation is relatively short, and the corresponding
SMB command sequence is also sent alongside other PowerShell
commands. Apparently, this behavior also occurs for cmd.exe com-
mands. One potential solution to mitigate these false positives
is to incorporate the command sequence into the corresponding
cmd.exe rules. Alternatively, the rule for this specific operation
could be omitted if its forensic value is deemed less critical during
an analysis.

Table 7 presents the evaluation of the PowerShell dataset. Similar
to the cmd.exe dataset, move operations exhibited comparable

behavior, but with significantly higher App Recall values. Event
Recall values also remained consistently high. Some create directory
operations were misclassified as cmd.exe, which manual inspection
attributed to the absence of the initial CREATE command PowerShell
usually sends to check if a directory exists. This omission was likely
caused by caching mechanisms. Nevertheless, all other PowerShell
operations were accurately reconstructed.

For smbclient, no interference with other SCF rules was ob-
served, as shown in Table 8.

5 Conclusion
Reconstructing events into timelines is crucial in digital forensics.
While widely studied in other areas, event reconstruction in net-
work forensics has not been explored as deeply. SMB Command
Fingerprinting (SCF), introduced by Hilgert et al., presents a novel
method for reconstructing operations on SMB file shares. However,
its initial evaluation was limited.

Our work expands SCF with more advanced rules, including a
ruleset for the Windows command-line utility cmd.exe to cover
key file system operations. To assess its scalability, we built a frame-
work that executes operations on an SMB share while generating a
ground truth dataset. Our evaluation demonstrated that SCF recon-
structed over 99% of operations accurately, confirming its reliability.

To explore the broader applicability of SCF, we extended the
evaluation to include PowerShell and smbclient by crafting ad-
ditional rulesets for these applications. Our results were similarly
robust, with reconstruction rates exceeding 97% in the worst-case
scenario. Furthermore, we evaluated SCF’s ability to handle cross-
application event reconstruction by applying multiple rulesets
simultaneously. While some ambiguity in application identifica-
tion was observed—primarily between closely related cmd.exe and
PowerShell operations—the actual events were consistently recon-
structed with high accuracy.

Our results demonstrate that SCF is a practical and effective
approach for event reconstruction from SMB network traffic. This
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is particularly significant given the vast volume of packets gener-
ated by SMB, as shown in Table 2, which would otherwise require
extensive manual analysis. We contribute our extended rulesets,
the framework for dataset generation as well as the dataset itself
to the community [8], providing a robust foundation for further
rule development, refinement, and research. Future work should
explore automated methods for rule generation as well as the pos-
sibilities to apply SCF to encrypted SMB traffic. Additionally, it is
important to investigate the applicability of the SCF approach to
other applications, e.g. the Windows Explorer, as well as entirely
different network protocols.
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A Appendices
This section presents an evaluation of the average time skew between the originating and the reconstructed event.

A.1 Time Skew

Table 4: Average Time Skew for reconstructed events in cmd.exe.

Operation Average Time Skew (s)

Creation of Directory 0.541
Upload File 0.528
Creation of File 0.530
Download File 0.544
View File 0.553
List Directory 0.560
Move Directory 0.562
Move File 0.563
Appending to File 0.534
Remove Directory 0.576
Remove File 0.574
Average 0.551

A.2 Single Application Evaluation
This section presents the SCF evaluation results for PowerShell and smbclient, when only the corresponding ruleset is applied.

Table 5: SCF evaluation results for PowerShell.

Operation Performed # Matches Recall (%)

Create Directory 1,061 1,045 (1,045) 98.50
Create File 1,100 1,090 (1,090) 99.10
Upload File 1,090 1,089 (1,089) 99.90
Download File 1,097 1,097 (1,097) 100.00
View File 1,052 1,052 (1,052) 100.00
List Directory 1,059 2,998 (1,044) 98.58
Rename Directory 1,034 - -
Move Directory 1,057 1,827 (1,824) 87.23
Rename File 1,054 - -
Move File 1,040 2,080 (2,080) 99.33
Append to File 1,088 1,088 (1,088) 100.00
Remove Directory 447 1,055 (441) 98.66
Remove File 579 1,885 (578) 99.83
Total / Average 12,758 16,306 (12,428) 97.41

A.3 Cross-Application Evaluation
This section presents the SCF evaluation results for PowerShell and smbclient, when all created rulesets are applied.
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Table 6: SCF evaluation results for smbclient.

Operation Performed # Matches Recall (%)

Create Directory 1,108 1,108 (1,108) 100.00
Upload File 1,061 1,061 (1,061) 100.00
Download File 1,060 0 (0) 0.0
View File 1,034 2,094 (2,094) 100.0
List Directory 1,078 1,078 (1,078) 100.00
Rename Directory 1,049 - -
Move Directory 1,037 - -
Rename File 1,047 - -
Moved File 1,034 4,167 (4,166) 99.97
Remove Directory 469 469 (469) 100.00
Remove File 440 440 (440) 100.00
Total / Average 10,417 10,417 (10,416) 99.99

Table 7: Evaluation results for Powershell when applying all created rulesets.

Operation Performed # Matches (Correct) Not App Event
cmd.exe PowerShell smbclient Multiple Reconstructed Recall (%) Recall (%)

Create Directory 1,061 15 (15) 1,045 (1,045) 0 (0) 0 (0) 1 98.50 99.90
Create File 1,100 0 (0) 1,090 (1,090) - 0 (0) 10 99.09 99.09
Upload File 1,090 0 (0) 1,089 (1,089) 0 (0) 0 (0) 1 99.90 99.90
Download File 1,097 0 (0) 1,097 (1,097) - 0 (0) 0 100.00 100.00
View File 1,052 0 (0) 1,052 (1,052) 0 (0) 0 (0) 0 100.00 100.00
List Directory 1,059 0 (0) 2,998 (1,044) 0 (0) 0 (0) 15 98.59 98.59
Rename Directory 1,034 - - - - 1 - -
Move Directory 1,057 673 (673) 596 (593) - 814 (814) 10 28.36 99.47
Rename File 1,054 - - - - 1 -
Move File 1,040 22 (22) 1,896 (1,896) 0 (0) 162 (162) 13 90.54 99.33
Append to File 1,088 0 (0) 1,088 (1,088) - 0 (0) 0 100.00 100.00
Remove Directory 447 0 (0) 1,055 (441) 0 (0) 0 (0) 6 98.66 98.66
Remove File 579 0 (0) 1,885 (578) 0 (0) 0 (0) 1 98.66 99.83
Total / Average 12,758 710 16,575 0 976 59 - -

Table 8: Evaluation results for smbclient when applying all created rulesets.

Operation Performed # Matches (Correct) Not App Event
cmd.exe PowerShell smbclient Reconstructed Recall (%) Recall (%)

Create Directory 1,108 0 (0) 0 (0) 1,108 (1,108) 0 100.00 100.00
Upload File 1,061 0 (0) 0 (0) 1,061 (1,061) 0 100.00 100.00
Download File 1,060 0 (0) 0 (0) - 0 - -
View File 1,034 0 (0) 0 (0) 2,094 (2,094) 0 100.00 100.00
List Directory 1,078 0 (0) 0 (0) 1,078 (1,078) 0 100.00 100.00
Rename Directory 1,049 0 (0) - - 0 - -
Move Directory 1,037 0 (0) 0 (0) - 0 - -
Rename File 1,047 - - - - - -
Move File 1,034 0 (0) 0 (0) 4,166 (4,166) 1 99.98 99.98
Remove Directory 469 0 (0) 0 (0) 469 (469) 0 100.00 100.00
Remove File 440 0 (0) 0 (0) 440 (440) 0 100.00 100.00
Total / Average 10,417 0 0 10,416 1 99.99 99.99
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Abstract
Generative Artificial Intelligence (GenAI) has significantly increased
the sophistication and ease of image tampering techniques, posing
challenges for digital forensics in identifying manipulated images.
A lack of dataset standardisation hinders the ability to effectively
benchmark and compare GenAI inpainting localisation techniques,
reducing their reliability in digital forensic applications. This paper
aims to address this gap by exploring the need for standardised
criteria for datasets in digital forensics for benchmarking detection
techniques through preliminary experiments.

To address the limited diversity in existing datasets, a small-
scale dataset was developed, consisting of 240 tampered images,
20 masks and 20 authentic images. This dataset includes four sub-
ject image classes (animals, objects, persons, scenery) and three
inpainting tools (GLIDE, GalaxyAI, Photoshop). The dataset was
evaluated against 13 localisation algorithms from the Image Foren-
sics MATLAB Toolbox to determine key components that should
be considered in the standardisation of testing environments.

The results show that the images in the animals and persons
categories achieved the highest F1-Scores and accuracy over the
other classes. Among tools, GLIDE inpainted images were consis-
tently shown to be the most challenging to detect, underscoring the
importance of further investigating these images. These findings
provide foundational insights for identifying a set of criteria to
establish robust testing environments, enabling the development
of reliable and accurate GenAI inpainting localisation techniques.

CCS Concepts
• Computing methodologies→ Artificial intelligence; • Ap-
plied computing→ Computer forensics.
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AI Manipulation, Inpainting, Image Forgery Localisation
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1 Introduction
Image tampering has become increasingly sophisticated, posing
significant challenges to digital forensics, especially with the intro-
duction of generative artificial Intelligence (GenAI). GenAI is now
capable of creating media that appear highly realistic: impossible
for the human eye to distinguish tampered from authentic images,
and difficult to detect automatically. If undetected, such media could
lead to misinformation impacting the investigation process, lead-
ing to wrongful convictions or releasing a guilty suspect. These
challenges highlight the need for work towards robust and reliable
tampering detection and localisation methods [17, 22].

Realistic testing environments are essential to accurately evalu-
ate detection and localisationmethods.Without diverse and realistic
datasets, the accuracy and reliability of detection and localisation
methods cannot be effectively evaluated. To overcome these chal-
lenges, this study aims to identify the similarities and patterns
within subject image classes and tools that contribute to the perfor-
mance of detection and localisation techniques through a quantita-
tive evaluation. The experimentation considered the subject class
of an image, as the variation in image complexities and textures can
significantly affect performance. Additionally, the inpainting tool
utilised introduces differing image attributes due to its divergent im-
age manipulation processes. Through preliminary experimentation,
this work demonstrates how these components impact localisation
results, emphasising the importance of standardised and realistic
testing environments.

To address the challenges, we explore the following research
questions:

• RQ1: How do different image classes, such as animals, ob-
jects, persons, and scenery, affect the performance of tam-
pering localisation algorithms?

• RQ2: How do different inpainting tools, such as GLIDE,
GalaxyAI, and Photoshop, impact tampering localisation
performance?
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• RQ3:What additional considerations should be addressed
to establish a comprehensive set of criteria for the standardi-
sation of a realistic testing environment for digital forensics
purposes?

Our evaluation lays the foundation towards establishing standard-
ised criteria for testing environment datasets within digital foren-
sics. Developing a standardised dataset will enable consistent test-
ing, improving the reliability and applicability of GenAI image
detection and localisation techniques in forensic investigations.

2 Background and Related Work
In digital forensics, image tampering or forgery refers to the inten-
tional modification of the content to mislead the viewer. Common
image tampering techniques include copy-move and splicing ma-
nipulations [24]. However, the integration of GenAI into these
processes has significantly increased their sophistication, making
them particularly dangerous. Alongside this, image tampering is
now more accessible and requires no prior expertise, widening
its potential for use. GenAI for image manipulation can typically
be divided into two main categories: fully generated and partially
generated content. Partially AI-generated or tampered images in-
volve the use of GenAI models to enhance traditional manipulation
techniques [23]. One widely accessible and commercialised image
tampering technique is inpainting, where elements of interest, such
as people or weapons, can be removed from the scene to alter the
image’s context [23]. Malicious image tampering such as this can
be used to obscure digital evidence, posing significant challenges
for forensic investigators [25]. The ability of GenAI models to gen-
erate highly realistic and coherent background textures from object
removal makes detecting tampered regions particularly difficult.

While new detection and localisation techniques are being devel-
oped, their evaluation is often limited by the lack of standardised
criteria for testing environments. For instance, Li et al. [12] found
a substantial drop in performance when testing their transformer-
based detection technique against unseen datasets. Similarly, Patel
et al. [19] explored the use of machine-based techniques, specifi-
cally Dense CNNs, and evaluated their approach using the Deepfake
Images Detection and Reconstruction Challenge dataset. Patel et
al.’s study reported the accuracy metric ranging from 94.67% to
99.33%. However, when testing the generalisation capabilities of
the proposed model, the accuracy decreased significantly to only
77%. This highlights the importance of standardised datasets and
testing environments in determining a technique’s applicability
to digital forensics. Some techniques may perform better against
certain manipulation types or GenAI models than others and this is
hard to determine without a wide scale dataset for benchmarking.
This lack of standardisation limits the ability to assess the accuracy
and reliability of detection and localisation techniques across di-
verse scenarios. Forensic analysts often encounter highly specific
manipulation types that correspond to different image classes, such
as face swaps in social media or object removal in CCTV [16]. A
testing environment that allows for divided classes, such as persons,
objects, and scenery, would enable forensics analysts to evaluate
whether the nature of the replacement influences localisation per-
formance. Identifying these impacts allows examiners to tailor their
analysis strategies to specific content types.

Despite the number of datasets available in the field, their rele-
vance becomes outdated very quickly, with new models constantly
being developed. Furthermore, several of the datasets tend to be
for very specific problems or areas rather than providing a diverse
variety of options. Datasets such as Artifact [20] include images
from a variety of models and classes, but their exclusive focus on
art styles and the absence of options to isolate and test specific
classes limits their applicability for forensic scenarios. The Hier-
archical Fine-grained (HiFi-IFDL) dataset [8] addresses additional
manipulation types beyond just fully AI-generated or inpainting,
but omits commonly used commercial models such as Adobe Firefly,
Midjourney, DALL-E, or newer versions of Stable Diffusion. Con-
versely, datasets such as CIFAKE [5] have a large variety of classes,
but are limited by very small image resolutions of 32x32 or 64x64
compared to the typical Stable Diffusion output of 512x512.

This work aims to address such gaps by exploring the influence of
dataset components, such as a variety of image classes and tools, on
localisation performance. By identifying foundational components
that should be dictated in standardised criteria for datasets, our
work contributes to developing robust and standardised testing
environments for digital forensics applications.

3 Methodology
To evaluate the requirements for a standardised testing environ-
ment for GenAI localisation techniques, we assess the impact of
dataset components through two primary experiments. The first
experiment focuses on the influence that the image subject classes,
animals, objects, persons, and scenery, can have on the localisa-
tion performance. The second experiment evaluates the impact of
the inpainting tool used for tampering, where three tools, GLIDE,
GalaxyAI, and Adobe Photoshop, are chosen for their distinct ap-
proaches to inpainting. The focus on localisation is due to the
availability of the Image Forensics MATLAB Toolbox [28], which
contains a range of localisation algorithms. This approach allows
for the evaluation to prioritise the impact of dataset components,
rather than specific detection or localisation techniques. To conduct
these experiments, a comprehensive dataset consisting of authentic
images, tampered images, and masks, must be created, alongside
adaptations to the Image Forensics MATLAB Toolbox.

3.1 Dataset Creation
A small-scale dataset consisting of 20 authentic images with 20
corresponding edit localisation masks, each used to generate 12
tampered images (totalling 240), with the tampered content being
created using the GenAI technique of inpainting. This tampering
method alters an image by reconstructing segments to conceal
elements, often deceiving viewers [23]. The inpainting process is
displayed in Figure 1, where the cow is removed from the image.
This technique was selected due to its availability and ease of use,
alongside similarities to the traditional technique of splicing.
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Figure 1: Example of inpainting using GalaxyAI on an image
of a cow.

The authentic images were sourced from the Microsoft Com-
mon Objects in Context (MS COCO) dataset [13], which contains
90 categories of images. Four categories, animals, objects, persons
and scenery, were selected to include a variety of image options
and complexities. Within each subject class, five images were se-
lected from categories of similar classes. For example, dog, cat, bear,
chicken and cow were combined to form the “animals” class. The
four selected image subject classes represent a variety of the 90 MS
COCO categories, enabling the combination of multiple subcate-
gories to provide a more diverse evaluation.

To manipulate the images with the chosen inpainting techniques,
each authentic image was tampered with four times using the
three tools. The first method involved Adobe Firefly, which was
accessed through the desktop Adobe Photoshop application [1].
Subject masks in the images were selected using the semi-automatic
Magic Selection Tool, and the prompt “remove” was used to guide
the inpainting process. Photoshop’s GenAI tool generates three
variations per run, so the process was repeated twice to produce
sufficient outputs, with the first four results selected. The second
method used GLIDE, which was run locally using the code available
from the glide-text2im project [18]. To allow for automation, the
Jupyter notebooks contained within the project’s source code were
converted into a Python script. The script requires the input of
the authentic image, a reference mask, and the “remove” prompt.
Masks initially created from the Photoshop process were reused to
ensure consistency across tools. The third method used GalaxyAI,
an object editor and removal feature on Galaxy phones [21]. The
masks were manually drawn over the images to replicate those
used in Photoshop and GLIDE. This tool uses an erase button to
remove the selected masks, no prompt is required.

For each category, five masks corresponding to the authentic
images were created, resulting in twenty masks across the dataset.
These masks, initially created in Adobe Photoshop, were used
throughout for the tampering reference masks. The full dataset
consists of 3 tools, 4 classes, and 20 tampered images each, result-
ing in 240 tampered images total (3x4x20).

3.2 Experiment Setup
The experiments were conducted using the Image Forensics MAT-
LAB Toolbox [28], which was created primarily for splicing local-
isation. To improve upon the work presented in [28], our exper-
imentation includes images with inpainting modification rather
than splicing. The evaluation focuses on the differing performance
across classes and tools rather than each algorithm’s performance.
Additionally, the toolbox was used to allow for multiple localisation
methods to be run on the images, providing results specific to the
tampered images rather than one specific method of localisation.
The toolbox contains a total of 16 algorithms, of which 13 were

selected for this experiment as they can be directly applied without
further modifications to the code being necessary. The selected
algorithms are: ADQ1 [14], ADQ2 [3], ADQ3 [2], BLK [11], CAGI
[9], CFA1 [7], CFA3 [6], DCT [27], ELA [10], NADQ [4], NOI1 [15],
NOI4 [26], and NOI5 [29].

To adapt the toolbox, the EvaluateAlgorithm.m script was modi-
fied to allow for multiple algorithms to be passed at once, and the
ExtractMaps.m script was modified to allow for an option accom-
modating the specific mask and authentic image setup that this
experiment consisted of. Additional MATLAB scripts were created
to process the probability maps generated by the toolbox, which
represent the likelihood of pixel regions being tampered with. The
probability map output was then normalised to values between 0
and 1 across the dataset for each algorithm. The confusion matrix
values are calculated using the normalised probability map of the
corresponding images as the threshold. As shown in Table Table 1,
where TR is the Tampered Result probability map value and AR is
the Authentic Result probability map value, if the TR is more than or
equal to the AR then it is deemed as tampered with. Then the actual
mask is used to determine if this was a correct identification. Using
the authentic image as the threshold in this experiment allows for
the evaluation of differences across image classes and inpainting
tools. However, it is important to note that this approach would
not be possible in real life forensics scenarios; it is used here for
the purpose of identifying key components and artefacts of images
for the localisation of GenAI manipulation, particularly inpainting.

Table 1: Confusion Matrix value breakdown, where TR is
the Tampered Result probability map value and AR is the
Authentic Result probability map value

Mask Predicted
True Positive (TP) True TR >= AR
False Positive (FP) False TR >= AR
True Negative (TN) False TR < AR
False Negative (FN) True TR < AR

To evaluate the influence that the image classes and tools have on
localisation methods, the data in the .mat files were organised with
a MATLAB script that restructured them based on their class and
tool fields. This allowed for the evaluation metrics to be calculated
on the full dataset, as well as per class and per tool.

For the visual analysis, heatmaps were created using the MAT-
LAB imagesc function, which creates a colour map from the values.
This heatmap was saved to a pdf for all the images within each
algorithm. The probability maps passed to this function were the
binary threshold maps from the predicted function within Table 1.
Full implementation details are available on GitHub1.

3.3 Evaluation Metrics
The evaluation metrics selected for this experiment include the
confusion matrix alongside the accuracy, precision, recall and F1-
scores. The discussion will mainly focus on accuracy and F1-score
due to their relevance in digital forensics investigations. Accuracy
1https://github.com/MatthewT0/GenAI-Image-Forensics-Toolbox
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assesses the localisation methods’ ability to correctly identify tam-
pered and untampered areas, which is vital for ensuring reliability
within digital forensics investigations. Using accuracy alone can
provide misleading results, which is why the F1-score will also be
used. This addresses accuracy limitations by balancing precision
and recall, offering a robust metric for evaluating the performance
in scenarios where both false positives and false negatives carry
significant weight. This balance is crucial in digital forensics in-
vestigations, where undetected tampered images or images falsely
identified to be tampered with when they are authentic could com-
promise the integrity of a case. By combining these metrics, we
ensure a comprehensive evaluation of localisation methods.

4 Results and Discussion
The results from both experiments are displayed in three ways. A
visual heatmap shows the highlighted tampered and untampered re-
gions identified by the probability map. Secondly, a bar chart is used
to represent similarities grouped by different dataset components,
and finally a table presents all evaluation metrics for comparison
purposes. For demonstration purposes, the heatmaps from the NOI4
algorithmwere used due to having particularly strong results. These
heatmaps are the binary decision values once the normalised proba-
bility maps from the tampered image and authentic reference image
are compared. During the review process, a manual inspection of
the output heatmaps was performed to identify images that could
be detected through the human eye. These were selected based
on obvious mask detection without looking at the authentic or
tampered images.

4.1 Experiment 1: Image Classes
Experiment 1 explored the influence of the subject class on the
performance of various localisation algorithms. The dataset was
divided into four classes of animals, objects, persons, and scenery.
The probability map from the animals subject class image once
evaluated against the threshold probability map values can be seen
in Figure 2. The figure is from the same example shown in Fig-
ure 1, where the cow is removed from the image. The heatmap
highlights the detected tampered areas in yellow, where the cow is
correctly identified and the sky is incorrectly identified as tampered.
Through the visual heatmaps inspection there were notably more
identifications in the animals image class, with 32% of all visual
identifications being from this class.

Figure 2: NOI4 localisation result, where yellow is tampered.

The F1-scores across classes are illustrated as a bar chart in Fig-
ure 3, where a consistent pattern can be identified between the
animals and persons classes, achieving higher scores than objects
or scenery across most algorithms. This suggests that the localisa-
tion methods are more effective in identifying the tampered regions
within these two classes. In contrast, the objects and scenery classes
show notably lower scores averaging at around half the other two
classes’ F1-scores, at 10% compared to 20%. The consistent underper-
formance in objects and scenery categories highlights a potential
weakness in the handling of these image classes, indicating a need
for future work. The F1 scores across the evaluated categories high-
light the importance in having a diverse dataset of varying classes.
However, to better determine which image attributes in the class
cause such opposing F1-scores, a more in-depth analysis will need
to be conducted.

Figure 3: Average F1-score across algorithms, grouped by the
class.

Table 2 presents the metrics for the full dataset as the baseline
and the difference to each of the classes. The results highlight key
trends in how the localisation methods perform across various
image classes.

The objects class presents the highest TN and lowest FN results,
demonstrating that the algorithms against this class are particularly
effective in correctly identifying untampered areas within an image.
In contrast, the precision and F1-score ratios decrease substantially,
highlighting the difficulty of the classes in balancing the correct
identifications of tampered regions with incorrect untampered re-
gions. The results suggest that images within the objects class are
more likely to be classified as untampered, regardless of whether
they have been or not. Further investigation into the specific image
attributes which cause the inaccuracy in image tampering detection
must be conducted before a definitive analysis can be performed.
However, it is important to note that other factors, such as smaller
mask region, could be a result of inaccurate localisation.

On the contrary, the persons class can be seen to have the highest
precision and F1-scores, but the lowest accuracy. This demonstrates
the persons’ class strength in correctly identifying tampered re-
gions whilst struggling to identify the untampered areas correctly.
The animals and persons classes share similar patterns in their
F1-scores as previously highlighted, which is further reflected in
Table 2. Both classes show confusion matrix values that deviate
from the baseline in the same direction, increasing or decreasing
together. This suggests that the two classes share similar underlying
attributes that influence the localisation algorithms in comparable
ways.
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Table 2: Baseline metrics for the full dataset of tampered
images compared to the per-class (60 images per class) differ-
ences from the baseline. Negative values indicate a decrease
from the baseline metrics, while positive values represent
an increase from the baseline metrics.

Classes
Baseline Animals Objects Persons Scenery

TP 4.65 1.86 -2.67 3.75 -2.94
TN 55.13 -1.30 6.98 -8.98 3.30
FP 31.15 -5.03 1.28 -0.74 4.48
FN 9.06 4.47 -5.59 5.97 -4.84
Accuracy 59.79 0.56 4.31 -5.23 0.36
Precision 13.20 6.72 -7.16 8.36 -8.84
Recall 33.92 -1.44 2.48 1.92 -5.02
F1-Score 17.63 3.14 -8.22 8.16 -10.26

In summary, the results from the classes analysis highlight impor-
tant patterns in how localisation methods perform across different
image classes. This underscores the importance of a standardised
and realistic testing environment through a set of clearly defined
criteria. The similarities and patterns discovered between the per-
sons and animals classes, compared to the objects and scenery
classes, demonstrate the importance of rigorous testing to identify
the features that influence the localisation performance. Establish-
ing a set of criteria is essential for creating datasets that accurately
reflect real-world scenarios, enabling the evaluation and creation
of digital forensics techniques to overcome the rise of GenAI image
manipulation.

4.2 Experiment 2: Tools
This experiment examines the impact of differing inpainting tools
on the performance of localisation methods. The tools GLIDE,
GalaxyAI, and Adobe Photoshop were selected for this evaluation
due to their distinct approaches to tampering, which could intro-
duce varying characteristics in tampered regions. The goal of this
experiment is to determine whether the tool used affects the locali-
sation ability, highlighting the importance of tool diversity in the
creation of realistic datasets.

Across the tools utilised, a visual heatmap inspection was per-
formed where Adobe Photoshop generally showed more obvious
tampering indications, consisting of 44.62% out of identifications.
However, some occasions were identifiable due to the mask edges
being flagged as not tampered with and a large distribution of tam-
pered indications falling within the mask region. Visual examples
of manually identified tampering can be seen in Figure 4, where ex-
amples are shown of GLIDE, GalaxyAI and Photoshop respectively.
Out of the manually identified masks, the GalaxyAI masks were
more obvious to notice when they occurred due to more correct
TN pixels being identified, but there were more Adobe Photoshop
instances.

Figure 4: NOI4 visual heatmaps for the inpainting tools.

The accuracy results, as shown in Figure 5, reveal that GalaxyAI
consistently demonstrates a higher performance compared to Pho-
toshop and GLIDE’s accuracy, averaging at 63%. This suggests that
GalaxyAI tampered images have more detectable artefacts within
the images, possibly due to their built-in watermarking. Photo-
shop and GLIDE’s accuracy are generally lower across algorithms,
demonstrating that these images are harder to detect. For GLIDE,
the performance difference appears to be influenced by the lower
resolution of GLIDE tampered images compared to the other tools,
as the GLIDE code downscales the image resolution. The resolution
disparity strongly suggests a contributing factor to the decreased
localised performance. The underlying reason behind GalaxyAI’s
higher accuracy and GLIDE’s lower accuracy would require fur-
ther investigation to fully understand the contributing factors. In
the case of Photoshop, the factors being its lower accuracy remain
unclear and further experimentation would be beneficial in deter-
mining what components make these tampered images harder to
detect.

Figure 5: Average accuracy across algorithms, grouped by the
tool.

The baseline metrics for the full dataset and the difference be-
tween ratios from the baseline to the classes can be seen in Table 3.
GalaxyAI differentiates the most from the baseline, with the highest
TN, accuracy, and precision, as well as the lowest FP. These results
indicate that the localisation algorithms applied to GalaxyAI tam-
pered images were generally more effective at correctly identifying
untampered areas, averaging at 63% accuracy.
For all evaluation metrics except precision, GLIDE and Photoshop
deviate from the baseline in the same direction. This consistent
deviation in most metrics indicates similarities in the localisation
difficulty of these tools.
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Table 3: Baseline metrics for the full dataset of tampered
images compared to the per-tool differences from the base-
line. Negative values indicate a decrease from the baseline
metrics, while positive values represent an increase from the
baseline metrics.

Tools
Baseline GLIDE GalaxyAI Photoshop

TP 4.65 0.17 -0.26 0.10
TN 55.13 -1.57 3.19 -1.62
FP 31.15 1.56 -3.18 1.63
FN 9.06 -0.15 0.26 -0.11
Accuracy 59.79 -1.41 2.93 -1.52
Precision 13.20 -0.43 1.79 0.44
Recall 33.92 1.16 -1.91 0.75
F1-Score 17.63 -0.23 -1.04 -0.45

The conducted experiment builds upon the findings from the
subject class analysis by focusing on the tools used to generate the
tampered images rather than the content itself. From this, Photo-
shop provided the highest number of human eye detections from
the output heatmaps, whilst GalaxyAI should have the most distinc-
tive heatmaps. Additionally, GalaxyAI consistently demonstrated
higher accuracy than the other two tools across algorithms, indi-
cating more identifiable attributes in these images. Furthermore,
GalaxyAI also showed the most significant deviations from the base-
line with a 3.19% increase to TN and a 3.18% decrease from FP. This
suggests that the localisation algorithms were typically producing
more non-tampered classifications within their probability maps.

5 Conclusion
Many GenAI tampering datasets do not include a variety of manipu-
lation types, classes or tools within them, creating a limited testing
environment for digital forensics. This can result in the evaluation
of detection and localisation techniques suffering from overfitting
and generalisation, leading to their performance decreasing greatly
when applied to real-world scenarios. An example of this is when
GenAI localisation techniques are used in areas that differ from its
original testing environment, such as a tampering technique that is
used for detecting the alteration of people being used on identifying
removed objects. This paper explored the need for standardised
testing environments to enhance the performance of upcoming
detection and localisation techniques being developed.

Addressing RQ1, it was found that certain classes had a higher
level of influence on the performance of the localisation algorithms
compared to others. Based upon the manual heatmap inspection,
the animals class had more notable identifications, being 31.97%
of the overall identifications. This class, along with the persons
class, illustrated key patterns, consistently scoring higher F1-score
by almost double the other classes analysed, at 20% compared to
10%. The identified similarities emphasise the importance of the
inclusion of a variety of classes within the testing environment for
digital forensics, where analysts often face a wide range of image
classes from animals to objects.

The evaluation aimed at addressing RQ2 showed that Photoshop
had the highest notable visual heatmaps, being 44% of the overall
identifications. However, the GalaxyAI manual identifications were

clearer with more correct TN values. Furthermore, GLIDE inpainted
images were the most challenging for algorithms to detect, with
consistently lower accuracy compared to GalaxyAI and Photoshop.
This highlights the need for further attribute testing on the impact
of lower resolution, which could be causing the lower accuracy for
GLIDE inpainted images.

Having a realistic dataset that can cover a range of classes and
tools will provide a robust testing environment for the development
of techniques to counteract AI-based manipulation and cover the
nature of media that forensic analysts handle. Without standardised
criteria for datasets, the detection and localisation methods being
developed cannot be accurately and rigorously tested to ensure
their reliability in forensic investigations.

Additional components that should be further investigated for
inpainting detection and localisation include the mask size, image
complexity, and image resolution. These components alongside the
underlying artefacts, such as watermarking in GalaxyAI, highlight
the requirements for establishing a comprehensive set of criteria as
raised in RQ3.

6 Future Work
The work conducted was performed at a small-scale level, and while
it provided preliminary results and patterns, a larger dataset is nec-
essary to validate these and establish the criteria for standardisation
of datasets. Expanding the dataset would facilitate an extensive and
comprehensive analysis of image attributes and dataset compo-
nents.

Although a manual visual inspection of the heatmaps was con-
ducted, future experimentation could include automating this pro-
cess by analysing the pixel distribution of identified tampered areas,
minimising any implication of human error. Furthermore, the anal-
ysis was conducted using a single threshold option, specifically the
authentic image probability map. Whilst the data collected from
the authentic image as the threshold provided interesting results,
this is not feasible in real-world examples where the authentic
image and prior knowledge are unknown. Therefore, additional
threshold tests to determine if blind localisation is possible would
be beneficial in improving forensic applicability. Further analysis
into an error percentage margin around the threshold value should
be investigated to determine if the threshold is suitable.

Lastly, additional testing on the localisation abilities of further
file types, such as PNGS and WEBPs, would be invaluable in de-
termining the various formats required for a diverse dataset. The
MATLAB toolbox was specifically created for JPG images, although
some algorithms allow for PNGs. However, MATLAB lacks official
support for WEBP image format, so alternative solutions would
be required to address this. File type testing may include various
conversion approaches, including converting each of the three afore-
mentioned file types into every other type to assess whether the
direction of image conversion impacts the outcomes. Additionally,
comparing double-compressed JPG images and WEBP images may
provide insight to determine whether any additional components
of the images are being identified from the localisation algorithms.
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Abstract
The current state of automation in digital forensics remains in-
sufficiently defined. While the complexity of automated tools and
methods has evolved significantly (e.g., from basic parsers to the
integration of advanced techniques), it remains challenging to pin-
point the field’s overall progress or compare methods. A first step
towards a solution was the work ‘Automation for digital forensics:
Towards a definition for the community’ which defines automation
but cannot categorize various methods. This work aims to address
this gap and presents a first classification model for automation for
digital forensics. Therefore, we analyzed automation classification
schemes from different disciplines (e.g., cars) and assessed various
model possibilities as well as characteristics. We conclude that a 2-
dimensional model with the axis ‘decision’ and ‘level of automation’
is most appropriate and provide an overview table with examples.

Keywords
Automation, Model, Digital Forensics investigation
ACM Reference Format:
Gaëtan Michelet and Frank Breitinger. 2025. Automation for digital foren-
sics: Towards a classification model for the community. In Digital Forensics
Doctoral Symposium (DFDS 2025), April 01, 2025, Brno, Czech Republic. ACM,
New York, NY, USA, 8 pages. https://doi.org/10.1145/3712716.3712725

1 Introduction
Definitions and classification schemes are foundational to any dis-
cipline, providing a structured view of the field’s current state,
identifying areas requiring advancement, and facilitating the sys-
tematic selection and comparison of methods. In 2023, Michelet
et al. [14] defined automation for digital forensics as “Software or
hardware that completes a task more efficiently, reliably, or trans-
parently by reducing or removing the need for human engagement.”
The brought definition implies that two very different automated
methods (varying in complexity, capabilities, or impact on the in-
vestigation) both qualify as automation. For example, an NTFS file
system parser as provided in many digital forensics tools (FTK,
Autopsy...), and a machine-learning-based tool helping identify
artifacts of interest [3].
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While both approaches arguably automate steps of the process,
they differ in their capabilities and the risks they entail. The first one
follows the NTFS specifications and extracts information about each
file and folder present in the partition. No decision is made, reducing
the associated risks but limiting the tool’s capabilities, e.g., a slightly
altered/corrupted partition may not be parsed. In comparison, the
second tool makes decisions based on a learning process, which
enhances its capabilities (e.g., detection of previously unknown
artifacts) but may lead to errors (i.e., the risks of potential error
increases). Given current literature, there is no easy way to compare
these two approaches despite their different nature. Consequently,
a classification model providing a quick and easy understanding of
the capabilities and risks of each method is needed. Having such a
model allows us to better understand the capabilities and limits of
a given method/tool, but more importantly the associated risks.

Creating models to classify automation is not new and has been
addressed in various other areas by various authors such as Sheridan
and Verplank [24], Endsley [4], or Parasuraman et al. [18] (more
details are provided in Section 2). It even has been discussed to a
certain extent for traditional forensic science, where [25] created
a classification model for the use of algorithms (software) by an
expert during the decision-making process.

In this article, we propose a preliminary classification model
for automation in digital forensics, building on prior research and
existing frameworks. We evaluate various potential classification
models tailored to the unique requirements of digital forensics,
drawing insights from previous findings to inform our approach.
Our contributions are the following:

• Presentation of different possible approaches and consid-
erations for the creation of a model classifying automated
methods/tools in digital forensics.

• Selection and proposition of a preliminary classification
model.

• Showcase the class attribution for four differentmethods/tools.

Terminology: The literature employs various terms, including
method, approach, technique, and process, to describe aspects of
automation. However, a clear and consistent definition of these
terms is lacking. In this work, we primarily use the term method
while occasionally employing synonyms for variety. Future research
is needed to establish clear distinctions and definitions for these
terms.

The rest of the paper is organized as follows: Existing ways to
classify automation in general as well as in particular disciplines
are explored in Section 2. The classification model for automation
in digital forensics as well as the elements considered during its
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creation are presented in Section 3. Section 4 provides consider-
ations towards the proposed model and a discussion of the next
steps. Finally, Section 5 concludes the paper.

2 Background and related work
The first section details some fundamental models for the classifi-
cation of automation. These models had a large impact and served
as input for many other models some of which are discussed in
Section 2.2. The third section briefly summarizes literature in the do-
main of autonomous cars where well-known institutions developed
and adopted models. Automation classification models proposed
in less familiar or indirectly related disciplines are highlighted in
Section 2.4. Lastly, articles providing discussions and surveys ad-
dressing this topic are mentioned.

2.1 Levels of automation
The possibilities to classify automated approaches or systems are
frequently referred to as “levels of automation” (LoA). One of the
first to introduce this concept was Sheridan and Verplank [24],
who proposed a 10-LoA-model. The idea was to emphasize that a
system is rarely completely manual or completely automated and to
provide a way to better understand the degree to which a system is
automated. Sheridan [23] made some modifications to the 10 levels
resulting in a slightly more general description listed in Table 1.

1 The computer offers no assistance, human must take all decisions and actions
2 The computer offers a complete set of decisions/action alternatives, or
3 narrows the selection down to a few, or
4 suggests one alternative, and
5 executes that suggestion if the human approves, or
6 allows the human a restricted veto time before automatic execution
7 executes automatically, then necessarily informs the human, and
8 informs the human only if asked, or
9 informs the human only if it, the computer, decides to.
10 The computer decides everything, acts autonomously, ignores the human

Table 1: Levels of Automation from low (1) to high (10) pro-
posed by [23, p.358]

This model often serves as a basis for the development of newer
models.

Endsley [4] proposed a similar concept for the development of
advanced cockpits. The authors called it the “allocation of roles
between the expert system and the pilot”. It consists of four lev-
els with a progression that is similar to Sheridan’s: The first level
provides recommendations, the second level applies these recom-
mendations if the operator accepts, the third level provides and
applies the recommendation unless the operator restrains it, and
the fourth level represents an autonomous system.

Another important concept was introduced by Parasuraman et al.
[18] who divided the process into four distinct stages (information
acquisition, information analysis, decision selection, and action
implementation). By proposing to attribute a LoA to each of these
stages, they created a two-dimensional level, allowing to precise the
automation of each stage. The LoA model used is the same among
the four stages.

2.2 Adaptations and new models
In addition to the fundamental work summarized in the previous
section, many other models were created with variations in the

name of the model, the number and name of levels, and the descrip-
tion of these levels1.

For example, Draper [2] presented a ‘level of control’ model, that
could be assimilated to LoAs. In their five levels model the control is
incrementally reduced for the human and increased for the machine
(levels: manual control, manual control with intelligent assistance,
shared control, traded control, and supervisory control).

Another approach was explored by Endsley and Kaber [5], Kaber
[10], Kaber and Endsley [11, 12], who listed four tasks that could be
attributed to the human or to the computer (monitoring/generating
(options or strategies)/selecting/implementing). They then intro-
duced novel LoAs, specifying for each level which task is attributed
to the human or the computer.

Proud et al. [19] revisited Parasuraman’s proposition with four
different tasks (observe, orient, decide, act) in a human spaceflight
vehicle. They suggest eight levels of automation tailored for each
task, with a similar difference in magnitude between each level. A
similar approach was followed by Save et al. [22] who presented
a LoA model for Air traffic management. They build on Parasura-
man’s idea and propose four different sets of levels (varying between
five and eight levels), one for each stage of automation.

Some other work, such as the one presented by Fereidunian et al.
[7] or Endsley and Kiris [6], adapted existing models. In the former,
the authors required a new level for their application and added
a ‘data acquisition’ level between L1 and L2 of Sheridan’s model.
The latter presents a situation awareness study, with the use of the
control operator level, a modified version of Endsley’s first model
completed with a fifth ‘manual level’

Among the different propositions, some of them stood out by
bringing new dimensions and possibilities. For example, Frohm et al.
[8] analyzed LoAs in manufacturing and proposed their own model
making a distinction between mechanization and computerization.
Each element has its own 7-level model. Milgram et al. [15] created a
3-dimensional model to classify ‘human-mediated control of remote
manipulation systems’. This was done based on three elements: the
machine autonomy, the structure of the remote environment, and
the knowledge of that remote environment. They then represent
systems based on boxes with each edge of the box representing
the lowest/highest levels of a system for a given element. Riley
[20] presented a model composed of the levels of intelligence and
the levels of autonomy. The level of automation is obtained by
combining them. The level of intelligence relates to the type of
information it can process, and the possibility to adapt based on the
environment, operator’s preferences, predicted operator’s intent, or
predicted operator’s actions. The level of autonomy relates to the
independence it has. In the beginning, it only provides information
to the operator, then it can act with more and more autonomy.

2.3 Autonomous cars
Automation, and particularly levels of automation, has been widely
discussed in the domain of autonomous cars. Different institu-
tions such as the National Highway Traffic Safety Administration

1This section was inspired by Vagia et al. [26] and has therefore similarities with this
work, e.g., many articles referenced here were also described in more depth in their
survey; summaries of the referenced articles are similar.
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(NHTSA), or the Society of Automotive Engineers (SAE) proposed
models with various levels of car automation/autonomy.

The different levels provided by the NHTSA [1] and the SAE [17]
are similar but have different names. In level 0, the driving is only
operated by the driver, and in level 5, it is only operated by the car
(under all conditions). Level 1 provides assistance with the steering
or the acceleration/braking while level 2 provides assistance for
both of them. Note that the driver is still responsible for monitoring
the road and the environment. In level 3, the car handles the driving,
but the user is expected to remain ready to take over in case there
is a problem. This is not the case in level 4, in which the user is
not required to take over, but the system is working under a set of
circumstances/conditions. Once again, the higher the automation
levels, the higher the number of tasks handled by the automatic
system.

2.4 Introduction of models in new disciplines
Other disciplines, which may be less obvious when thinking about
automation, also released models or adapted existing ones. For ex-
ample, Rühr et al. [21] developed a classification model for digital
investment management systems. It is based on two axes: (1) dif-
ferent processes, and (2) a level made by combining the levels of
decision (automation) and the level of delegation. Four processes
were identified, and seven levels were created by combining de-
cision and delegation. Hashimoto et al. [9] proposed automation
levels derived from the SAE levels and adjusted them to fit the
earthmoving domain. They then presented a model adapted for the
excavation and loading process but specified that it could also be
done for different machines.

With respect to digital forensics the closest we could find was
work by Swofford and Champod [25] who proposed a model for
automation in providing expert opinion in the traditional forensic
discipline. Their model is based on 6 levels. L0 represents the usual
expert opinion, where no automation is involved (called algorithm
in the paper). L5 is the opposite, where the conclusion is purely
done by the algorithm. L1 and L2 are based on human opinion, with
the algorithm run after the expert opinion is formed (possible for
L1, recommended for L2). In L3 and L4, the algorithm has the upper
hand and is run before the human. While this is a recommendation
to run it before forming the human opinion in L3, this is mandatory
in L4. Note that the switchover takes place between L2 and L3where
the opinion goes from ‘human generated supported by automation’
to ‘automatically generated supported by the human’.

2.5 Discussions and Surveys
Discussions also took place, with introductions of new concepts
or visions. Wickens et al. [27] introduced the notion of ‘degree
of automation’ that combines both the levels (Sheridan) and the
stages (Parasuraman). Miller and Parasuraman [16] discussed the
decompositions made by Parasuraman and mentioned that the level
attributed to each stage was the average of the level of each sub-task
accomplished during that particular stage. It would therefore also
be possible to choose another division, with smaller sub-tasks.

Throughout the years, several surveys analyzing the current
state of the ‘levels of automation’ have been made. Kaber et al. [13]
investigated and discussed problems related to different models

available at that time, Frohm et al. [8] explored the LoA concept,
and Vagia et al. [26] provided a more systematic review of the levels
themselves, showing which levels exist and in which model they
are present.

While reviewing the literature it became obvious that most do-
mains cannot use existing models but are required to create their
models or at least adjust existing ones. Even the model specifically
created for traditional forensic sciences cannot seamlessly be ap-
plied to digital forensics. A reason is that many traditional tasks
are better defined, e.g., matching a bullet to a gun or footprints to a
shoe. Depending on the number of overlapping features, probabili-
ties can be calculated allowing decision-making. However, existing
literature provides interesting ideas and concepts.

3 Towards a classification model
We therefore decided to create a new model, tailored for digital
forensics. As mentioned, we use the term method to refer to any
tool or piece of code that automates a task or part of a task. This
section discusses two important elements that were considered dur-
ing the development of the classification model: Finding relevant
characteristics to describe the tools/methods and determining the
best trade-off between the model granularity and usability. Subse-
quently, a preliminary version of the model is proposed, and its
practicality is demonstrated through examples.

3.1 Characteristics of the automated methods
Section 2 summarized various characteristics that can be used to
describe automation. Concerning automation for digital forensics,
four of them were identified as noteworthy: (1) the complexity, (2)
the decision-making level, (3) the level of automation, and (4) the
impact on the investigation. Note, that the presented characteristics
are not completely independent.

3.1.1 The complexity. The complexity could help describe auto-
mated methods. Usually, the more complex an automated method is,
the higher the capabilities, but the higher the associated risks (the
use of complex AI-based methods unlocks new capabilities along
with new associated risks). However, while it is somewhat possible
to determine which method is more complex when comparing the
two of them, it is difficult to establish a complexity scale. Concrete
units for such a scale could be the number of operations achieved by
the method, the number of code lines, or the computation time. As
providing clear and objective categories of complexity is difficult,
we decided to discard this characteristic.

3.1.2 The decision-making level. Making decisions is an important
aspect in particular for a domain such as digital forensics. It indi-
cates what kind of decision the method/tool can take. The higher
the decision level, the higher the capability and the higher the risks.
Note that usually, a human will review important decisions to min-
imize that risk. This characteristic can be divided into different
categories more easily than complexity.

3.1.3 The level of automation. This characteristic will provide in-
sight into the level of autonomy. Throughout the levels, the work-
load shifts from the investigator to the automated method/tool.

57



DFDS 2025, April 01, 2025, Brno, Czech Republic Gaëtan Michelet and Frank Breitinger

3.1.4 The impact. The impact on the investigation is a key char-
acteristic for understanding an automated method. To determine
the impact, the most straightforward measurement is the amount
of work undertaken by the tool. This can be done by measuring
the number of phases automated or the number of operations or
tasks achieved. The main problem with this approach is that every
task/phase does not impact the investigation with the same magni-
tude, and counting them does not provide an accurate estimation
of the actual impact on the case-solving. An alternative could be
the use of a weighing system, with an ‘impact value’ attributed to
each common task indicating how important that task is for the
investigation. The impact would then be computed based on each
achieved task and its associated ‘impact value’.

3.2 Dimensionality of the model
While the relevance of the characteristics used to categorize the
automated methods is straightforward, we think that it is important
to describe the trade-off between the granularity and the usability
(or readability) in more depth. The former is simply the number
of different categories where an automated method could be clas-
sified. The latter is the extent to which a model is simple enough
to be easily understood. Ideally, a model would be somewhat suf-
ficiently granular, while remaining usable. Consequently, there is
a trade-off between these two elements. When the model granu-
larity is increased, the number of classes increases impacting the
readability/understandability of the model and vice versa.

If the granularity is, for example, pushed to the extreme, every
method will have its own category. The model would be particu-
larly precise, but its understandability and usability would be low,
directly reducing the added value of the model. In contrast, if the
granularity is reduced as much as possible, only two categories
remain: automated or not.

When exploring the different possibilities for the classification
scheme, two of them came to mind: a linear representation based
on a single characteristic (not particularly granular but easy to use)
and a matrix representation combining several of them (granularity
and understandability varying according to the dimension of the
matrix). Note that we consider the linear representation as a 1-
dimensional matrix.

3.2.1 1-dimensional model (linear). For 1-dimensional models, the
granularity is identical to the chosen characteristics as showcased
in Fig. 1. While this model is straightforward to understand, de-
pending on only one characteristic has limitations. If one uses, for
example, the impact of the tool on the investigation, you might get
some insight into its capabilities, but the understanding of the risks
related to its use remains unclear. Consequently, we do not consider
it precise enough to provide the required amount of information and
help grasp the capabilities and risks of a given automated method.

3.2.2 2-dimensional model. The 2-dimensional model can be visu-
alized as a table/mathematical plane with two characteristics/axes
describing automation. Here, the number of possible categories
will be the number of categories for the first characteristic (X-axis)
multiplied by the number of categories for the second characteristic
(Y-axis). An example of such a model is provided in Fig. 2. This
provides more granularity than the previous model while keeping
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Figure 1: Example of 1-dimension model using the ‘level of
automation’ characteristic

a reasonable readability and usability (depending on the number of
categories).
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Figure 2: Example of 2-dimensions model using the ‘com-
plexity’ and ‘level of automation’ as characteristics

3.2.3 3-dimensional model. The last explored solution is three di-
mensions which can be visualized or represented using a mathe-
matical space. The granularity of this model is high, combining the
categories of three different characteristics. While this is interesting,
it would result in a complex model. For example, if three character-
istics are used, each with five categories, the model results in 125
(5*5*5) categories. Moreover, space representations are suboptimal,
as they reduce the model’s readability and usability.

Note that with this list of downsides, we decided to stop the
exploration of higher dimensionality models as the problems will
amplify.
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3.3 Proposed model
Based on this brief analysis, we decided to continue with the two
dimensions option. It provides a balance between granularity with
a reasonable amount of categories, a way to visualize/represent the
model, and a simple use. The proposed model is displayed in Fig. 3.
As for the characteristics, we decided on the level of automation
and the decision-making level which are detailed in the upcoming
sections.

3.3.1 Categories for the decisionmaking level. The decision-making
level consists of five levels, going from the ‘no decision’ level, for
which no decision is taken, to the ‘full decision’ level, in which
decisions made based on learning can be taken without any human
control.

• No decision: No decision is made by the method, a simple
operation or flow of operations is conducted. For example,
a method reads every byte of a hard drive and copies it no
matter the byte value.

• Objective decision: Decisions can be made by the method,
but these decisions must be taken based on the result of
a simple comparison. For example, a method highlighting
files opened during a day of interest, and checking if the last
access value is the same day as the day of interest.

• Subjective decision: Decisions can be made by the method.
These decisions can be made based on a set of rules prede-
fined by an investigator (no learning is involved). Note that
input used for these rules can either be derived from data or
provided as case context by the investigator. For example,
a method retrieving/highlighting files that are usually of
interest to the type of crime investigated.

• Learning decision: Decisions can be made by the method.
These decisions are based on a (machine-)learning process
and the set of rules is not known to the investigator. For
example, email scam detection is based on the sending email
address and the body of the email.

• Full decision: Decisions based on a (machine-)learning pro-
cess can be made by the methods, and no feedback/control is
required before submission or resuming the whole process.

The decision level provided to a method is the highest level it
can achieve, meaning that a method mixing objective decisions,
and learning-based decisions would classify as a method taking
learning-based decisions.

3.3.2 Categories for the level of automation. The LoA comprises
five levels, going from ‘manual’, in which everything is achieved
manually, to ‘full task automation’, in which a complete forensic
task is achieved automatically. These levels were adapted to better
fit the digital forensics domain and provide the expected amount
of information when combined with the decision-making level.
Note that we make a difference between the accomplishment of (1)
operations, (2) part of a forensic task, and (3) a complete forensic
task.

An operation (or set of operations) refers to activities that are
fundamental and (likely) have a minor impact on the investigation.

Examples are the transformation and presentation of data, the pars-
ing of data structures, or the filtering of files2. In contrast, a forensic
task is considered more severe and is traditionally accomplished
by the practitioner. Examples are identifying relevant messages,
suggesting hypothetical relations between different users, under-
standing how a malicious piece of code works, or writing a report
summarizing the results.

While the difference between an operation and a forensic task is
clear, the limit between a set of ‘advanced operations’ and ‘part of
a forensic task’ might sometimes be thin. It is important to keep in
mind that the difference lies in the magnitude of workload accom-
plished, and we suggest considering it as ‘partial task automation’
if there is a doubt.

• Manual: The operation is achieved completely manually by
the investigator. For example, the transformation of a date-
time in hexadecimal value into a human-readable datetime.

• Assistance: The operation can be performed automatically,
but only after a request from the investigator. For example,
a carving module is launched after a button or command is
entered by the investigator.

• Autonomous assistance: Themethod is automatically called
to perform the operation if a process is finished or if a condi-
tion is met (not requested by the investigator). For example,
a tab presenting the 50 last messages sent from a smartphone
is opened once the file-system parsing module is finished.

• Partial task automation: The method is manually or auto-
matically called, but part of a forensic task is performed, and
not a single/few operations. For example, a tool allowing to
write a section of the forensic report.

• Full task automation: The method is manually or automat-
ically called, but a complete forensic task is performed. For
example, a blacklisting of files is launched once a forensic
image is detected.

Note that the automated workload increases as the level of au-
tomation increases. In the beginning, one or a few operations are
achieved, while in the end, a complete forensic task is achieved.

3.3.3 Capabilities and risk assessments. Using the two chosen char-
acteristics, it is possible to assess the risks and capabilities asso-
ciated with an automated task. Generally, the higher the level of
automation and decision-making level, the higher the risks and
capabilities. However, it is important to keep in mind that the risk
and capabilities increase is not linear. For example, with the deci-
sion level making, the rise of risk in the transition between level 0
(no decision) and 1 (objective decision) is smaller than the rise of
risk in the transition between level 4 (learning decision) and 5 (full
decision). In the first case, decisions are introduced into the process,
but the risks remain minimal as basic comparison operators are
applied. In the second scenario, the operator is completely ruled out
of the decision-making (and checking) process. This also applies
to the capabilities increase. Despite this non-linearity, we consider
these choices useful to classify methods (tools) and quickly assess
the associated capabilities/risks.

2We acknowledge that these operations may also have a significant impact, e.g., a
faulty keyword searching software. However, on average, they have less impact.
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3.4 Applying the model
This section discusses methods and provides their classification as
an example, see Fig. 3. The aim is to showcase how the classification
can be applied while providing information about the capabilities
and risks of a method. The chain of thought is explained in four of
the provided examples.

Manually selecting files created at a certain date: The file
selection is purely manual, which directly determines the level of
automation of this method to L0. Decision-wise, filtering based on
a date of interest is achieved through the use of single comparisons:
is the creation date of this file the same as the date of interest? This
classifies the decision level of this method to D1.

Searching using a list of keywords generated based on
the investigated crime (provided to the tool): The amount
of workload accomplished is closer to a single operation than a
forensic task, or part of a forensic task. Moreover, this method is
used as an assistant and launched by the investigator. It therefore
qualifies as L1. The decisions made by the tool are based on rules
and context provided by the investigator. The maximum level of
decision is the subjective one D2.

Clustering textual documents based on their topic using
machine/deep learning: Dividing documents based on their top-
ics is a time-consuming step during an investigation. While it is
helpful, it does not provide an evaluation of the document’s rel-
evance (the actual objective), which will be manually conducted
by the investigators. Therefore, this method achieves an important
part of the ‘identification of relevant documents’ forensic task and
can be classified as L3. The decision process is based on a clustering
algorithm and relates to machine learning. This method’s maximum
level of decision is D3.

Classifying an executable file maliciousness based on a
classification model: Determining the maliciousness of an ex-
ecutable can be considered a forensic task, in particular during
incident response or particular investigations. The level of automa-
tion of this method is L4. As for the previous method, the process
is based on a classification model obtained through a machine-
learning procedure. The maximum level of decision-making for this
method is therefore D3.

Overall, while the difference between L2 and L3 may not be
entirely intuitive, it is expected that non-expert users would become
comfortable with the model in a short amount of time. A careful
reading of Section 3.3.1 might even be sufficient.

4 Discussion and next steps
It is important to mention that the proposed model is a working
model that we consider interesting and usable, but not fully ma-
tured. Its purpose is not to become a standard but to serve as a
basis for discussions within the community. Only a few researchers
were involved in the creation process of this classification schema.
More feedback, discussions, and involvement from other members
of the community are required before getting a more sound and
globally accepted model. As an example, some might think that a
third dimension would be required and useful, and in that case, it
could be interesting to explore different ways to provide additional
information (dimensions) while keeping representability and usabil-
ity, e.g., by representing that third dimension using colors or text

fonts. Determining if that kind of adjustment is needed or wanted
by practitioners/researchers would require additional opinions.

Therefore, the next step is to gather several members of the
community interested in advancing automation for our discipline
to collectively discuss how the preliminary classification model
should be improved and enhanced. Another interesting aspect that
would help make progress is the division of the overall digital
forensic process, ideally reaching a list of atomic tasks. This would
allow us to analyze which one can be automated, and improve the
current state of the automation in digital forensics.

5 Conclusion
Definitions and classification schemes are essential for enhancing
the current state. Consequently, automation in digital forensics re-
quires a classification system to better understand its present status
and assist practitioners in determining the capabilities and risks of a
method or tool when selecting them. A 2-dimensional matrix using
the characteristics of the level of automation and decision-making
enables the organization and comparison of various methods. It
is important to note that as the level of automation or decision-
making increases, so does the risk of error. If a task can be solved
with the same quality of outcome, preference should be given to
the tool with lower levels. While the proposed classification model
may not be flawless, it offers a strong foundation and encourages
further discussion within the community.
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Figure 3: Proposed model using the “level of automation” and “decision-making level” characteristics
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Abstract
In digital forensics, knowledge graphs have demonstrated signifi-
cant potential via software agent automation and knowledge dis-
covery using encoded expert knowledge in, for example, the form
of Semantic Web rules. These advancements have been limited in
terms of efficiently encoding extracted digital artifacts into graph
representation, the associated overhead of implementing frame-
works to handle digital forensic evidence, and the lack of sharing
of such code that is often a preamble to other research. This paper
introduces a digital forensic framework, Forensic Extraction and
Representation (FEAR), that enables a simplified process of access-
ing and encoding extracted digital forensic artifacts in semantic
knowledge graphs. The adoption of such a framework can facil-
itate the sharing of expert knowledge and reduce the burden of
development for researchers exploring the application of knowl-
edge graphs, software agents, and automated reasoning in the field
of digital forensics, while accelerating the adoption of emerging
research by practitioners.

CCS Concepts
• Applied computing→ System forensics; Network forensics; •
Computing methodologies→ Semantic networks; Reasoning
about belief and knowledge; Ontology engineering; • Software and
its engineering→ Very high level languages.
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digital forensic artifacts, semantic knowledge graph, digital forensic
software agent, digital forensic framework, declarative language
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1 Introduction to Knowledge Graphs in Digital
Forensics

Digital forensics is a diverse and rapidly evolving domain where
knowledge graphs have shown significant potential for automating
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processes and enabling knowledge discovery [15]. Despite their
promise, advancements have been restricted by the time and com-
plexity required to develop and implement frameworks to handle
digital forensic evidence and map artifacts extracted from disk im-
ages, memory dumps, and packet captures to semantic knowledge
graphs. In turn, this limits implementing emerging research in the
field of semantic knowledge graphs due to no single comprehensive
framework aligned with de facto industry standard tools. Further,
the limited ability to share the logic of artifact-to-knowledge-graph
mappings restricts researchers and practitioners from examining
and encoding relationships into rules, as well as exploring auto-
mated software agents to perform knowledge discovery based on
that encoded knowledge. To address the issue of software agents
not having access to data that can be readily interpreted, knowl-
edge needs to be encoded in formats that are machine-interpretable
[16]. In this case, the representation of digital forensic artifacts
using Web Ontology Language (OWL)1—a language that allows
the machine-interpretable representation in knowledge graphs—as
RDF2 statements achieves this, and enables automated reasoning
over digital forensic knowledge.
Semantic knowledge graphs are a set of statements (triples) about
subjects and their properties and relationships—formally referred
to as predicates—to an object.3 The most widely used framework
for representing subject-predicate-object knowledge statements in
this way is RDF. Listing 1 is an example of how metadata of a file
artifact extracted from a disk image could be represented in RDF
utilizing terms from the Unified Cybersecurity Ontology4 (UCO),
using Turtle5 serialization; a widely used standard for representing
triples in text form. These triples can then be stored in a triple
store—a database or database-like structure such as Jena,6 Stardog,7
and Neo4j8—that can be accessed and queried by methods similar
to relational databases.

Listing 1: Example RDF/Turtle representation of a file using
UCO terms.
1 @pref ix xsd : < h t t p : / /www. w3 . org / 2 0 0 1 / XMLSchema# > .
2 @pref ix uco : < h t t p s : / / on to logy . u n i f i e d c y b e r o n t o l o g y .

org / uco / o b s e r v a b l e / > .
3
4 # D e f i n e s a s u b j e c t , c o n s i s t i n g o f p r e d i c a t e − o b j e c t s

1https://www.w3.org/OWL/
2https://www.w3.org/RDF/
3Such triples can be complemented by a graph identifier to form quadruples (quads),
thereby capturing statement-level context or provenance.
4https://ontology.unifiedcyberontology.org/documentation/
5https://www.w3.org/TR/turtle/
6https://jena.apache.org/
7https://www.stardog.com/
8https://neo4j.com/
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5 : f i l e −8 ebd0cc0 −2 f 4 f c b e c c b f 3
6 # D e f i n e s t h e c o n c e p t t h i s s u b j e c t i s an i n s t a n c e o f
7 a uco : F i l e ;
8
9 # E n t r i e s o f d a t e s and t im e s r e l a t e d t o t h e s u b j e c t
10 uco : acces sedT ime

" 2020 −09 −19T03 : 4 3 : 1 2 . 3 6 8 Z " ^^ xsd : dateTime ;
11 uco : c r e a t i onT ime

" 2020 −09 −19T03 : 4 0 : 0 0 . 6 9 1 Z " ^^ xsd : dateTime ;
12 uco : modi f i edTime

" 2020 −09 −19T03 : 4 0 : 0 0 . 8 6 3 Z " ^^ xsd : dateTime ;
13
14 # En t ry f o r t h e s i z e and t h e t e rm i n a t i o n marker ( . )
15 uco : s i z e I n B y t e s " 7168 " ^^ xsd : i n t e g e r .

Listing 1 defines namespace prefixes which are used for short-
hand notation for the full Uniform Resource Identifier (URI) of a
subject, predicate, or object. A subject is defined ( : file −8ebd0cc0−2
f4fcbeccbf3), Line 5, as an instance of the File concept, from the obsv
namespace-prefix defined on Line 2. The predicate-object-pairs
represent the time this subject was accessed (uco:accessedTime), cre-
ated (uco:creationTime), and last modified (uco:modifiedTime)—all using a
standard XML Schema Definition’s date/time format (^^xsd:dateTime).
The uco: sizeInBytes represents the size of the file, in bytes, with value
being of type integer (^^xsd: integer ).
A further limitation of research in the field is the lack of a core
reference ontology that captures the relationship between concepts
of ontologies from related knowledge domains. A recent scoping re-
view detailed ontology use in the digital forensic domain, including
two Unified Security Ontologies and seven specific scenario ontolo-
gies [13], with these ontologies widely recognized in the domain
[11]. A recent work aims to address this via the NORIA Ontology,
with the authors recognizing that there are areas in which the on-
tology can still be extended further—namely with respect to Cyber
Threat Intelligence (CTI) [19].

2 Review of the State of the Art for Semantic
Knowledge Graphs in Digital Forensics

In recent years, knowledge graphs have grown in popularity, primar-
ily due to the emergence and proliferation of Google’s Knowledge
Graph [18]. However, the concept of knowledge graphs well pre-
dates Google’s initiative, being traced back to the 1970s [20]. In the
past two decades, approaches have been published for representing
digital forensic artifacts in semantic knowledge graphs through
numerous ontologies [17]. Benefits of such representations include:
the ability to aggregate heterogeneous evidence stored in different
formats, to discover relationships, and support automated reason-
ing to derive deductions from implicit knowledge [8]. To achieve
reasoning and knowledge inference the Semantic Web Rule Lan-
guage (SWRL)9 has previously been proposed [1, 8]. Building on
these benefits, several researchers have examined how sources of
evidence can be used in the process of constructing knowledge
graphs from digital forensic artifacts [3, 6, 7, 10, 14, 21].
Based on research examining methods of applying data mining
techniques to digital forensic investigations, a framework has been
proposed that leverages an ontology with rule and pattern match-
ing [10]. The desired outcome of this framework is to assist analysts
by automatically extracting information for initial analysis.
9https://www.w3.org/submissions/SWRL/

While developing the Ontology for the Representation of Digital
Incidents and Investigations (ORD2I), a detailed description of a
framework has been provided, along with methods used in the
automated extraction using the Log2Timeline tool—a component of
Plaso,10 for timeline analysis [6]. The research builds on previous
work [4, 5] involving the Semantic Analysis of Digital Forensic Cases
(SADFC) approach and shows the process of populating the ORD2I
ontology into a triple store, and using data extracted from crime
scenes. The research also proposed a framework that allows the au-
tomated extraction of digital forensic data from disk images, for the
purpose of populating a triple store using an ontology. It is further
shown that SPARQL11 queries can be used to retrieve information
about events that interact with malware [6].
Leeds Beckett University and the West Yorkshire Police Depart-
ment present research aimed at developing “a standardized data
storage format for digital forensic evidence data that can be queried
to allow for links to be created between cases and exhibits, both
historic and current” [3]. The research outlines methods to collect
heterogeneous information from existing forensic tools and com-
bine this into a data store that supports queries via SPARQL. The
research makes use of parsers to convert the outputs of established
tools into more accessible formats and while an Autopsy12 module
was considered, the researchers decided against this method due to
the time constraints and “simplicity in which to create new parsers
for HTML reports” [3, p. 16].
ForensicFlow is a proposed system with a pluggable architecture
that supports extension to additional data sources as the need arises
[7]. The system that serializes artifacts based on an ontology the
researchers developed to provide uniform representation of data
sources for storage. The ontology represents events and artifacts
in such a way “to allow easy adoption of any new data sources or
artifact types that may appear in the future” [7, p. 71]. The proposed
system leverages the open-source Autopsy tool, Plaso Log2Timeline,
and Volatility13 for extracting semi-structured digital forensic arti-
facts from the original data capture, which constitutes unstructured
data.
A recent work proposes the use of knowledge graph question an-
swering (KGQA) applied to IoT forensics and the rapidly expanding
field of large language models (LLM), aiming to enable a more sim-
plified interface with artifacts “using natural language questions
facilitated by a deep-learning-powered KGQA model” [22, p. 1] for
investigators.
Examining the recent advancements, the use of knowledge graphs
has been detailed in the field of cyber security with various reason-
ing and deduction techniques, including rule-based approaches and
machine learning-based methods [12]. The research also examines
methods of construction and entity extraction for use in the, gen-
eral, cybersecurity field. While this does focus more on data from
unstructured text, it does highlight the various use cases, and the
lack of methods related to digital forensics.
Within these and other research conducted in the field, a common
approach has been to use log files extracted from disk images of

10https://github.com/log2timeline/plaso
11https://www.w3.org/TR/sparql11-query/
12https://www.autopsy.com/
13https://volatilityfoundation.org/
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a storage medium, or the metadata of the file system through ex-
isting tools or suites, such as the Forensic Toolkit (FTK),14 Autopsy,
EnCase,15 or the Plaso tool and Log2Timeline. The use of these tool
outputs highlight the complexity of building methods of extraction,
but does underscore the ability for the progressive enrichment of
data via incremental steps. While tools such as FTK, Autopsy, and
EnCase provide graphical interfaces for investigators, the popular
use of Log2Timeline indicates that utilizing intermediate formats
is invaluable for creating semantically enriched knowledge graphs.

3 Knowledge Graph Adoption Challenges in
Digital Forensics

Digital forensics faces significant challenges due to disparate data
sources—including disk images, memory dumps, cloud artifacts, and
network captures—each providing partial information in varied for-
mats. For example, the Forensic Artifacts16 project catalogs over 250
artifact sources for Windows systems, illustrating the complexity
and diversity of data in forensic analysis. A digital forensic investi-
gation may involve several data sources derived from a single set
of investigation files, each progressively adding small amounts of
detail. The extensive range of data types and formats that investiga-
tors must handle is exemplified by the comprehensive, though not
exhaustive, list of artifact sources in the Forensic Artifacts project.
Additionally, it is important to note that with advancements in tech-
nology, such as novel hardware tools and cloud services, there is a
need to use new and emerging metadata to capture the associated
semantics, with this body of artifacts ever-growing.
In conducting pre-research activities, the current landscape relies
heavily on bespoke frameworks tailored to individual projects. Re-
searchers often develop unique methods for constructing knowl-
edge graphs specifically suited to their immediate objectives—these
methods are often opaque and closed-source with little detail in
publications about the process. While these frameworks encode
extracted artifacts into RDF, there is no commonmethod for express-
ing the mapping or codification of artifacts. Such approaches can
be effective in achieving project-specific goals, however it becomes
problematic when attempting to integrate findings with other re-
searchers or to generalize the results for broader, industry-wide
applications. This leads to the following challenges:

• Current methods rely on bespoke, case-specific applications
for mapping digital forensic artifacts extracted from disk im-
ages, memory dumps, and network packet captures into RDF.
These, often closed-source or proprietary, implementations
limit broader applicability and the development of, and use
as a, generalized solutions.

• No known resources or frameworks, in the space of knowl-
edge graph construction, integrate tightly with standard
industry tools, such as Autopsy, to streamline knowledge
graph construction and exploration of extracted forensic
artifacts.

14https://www.exterro.com/forensic-toolkit
15https://www.opentext.com/products/encase-forensic
16https://github.com/ForensicArtifacts/artifacts

• There are no known projects sharing comprehensive meth-
ods for mapping extracted digital forensic artifacts to knowl-
edge graphs, leaving researchers without standardized meth-
ods or examples, making it challenging to achieve consis-
tency and interoperability in their efforts.

With an absence of methods for providing standardized access to
digital forensic artifacts for knowledge graph construction along
with no standardized representation for sharing the mapping of
digital forensic artifacts to knowledge graphs, we examine how a
holistic digital forensics framework for interfacing with de facto
industry standard tools, and efficiently expressing the logic of map-
ping extracted digital forensic artifacts into knowledge graphs can
reduce time-consuming tasks performed by many researchers rely-
ing on these for their research.

4 A Framework for Mapping Digital Forensic
Artifacts to Semantic Knowledge Graphs

The FEAR Framework will act as a research-to-practice conduit
and is intended to be used across all aspects of semantic knowl-
edge graph construction processes for digital forensics. By bridging
the gap between academic research and the practical demands of
real-world forensic investigations, the FEAR Framework will en-
sure that academic advancements can be seamlessly translated into
real-world investigations. Within this field, there are three distinct
stakeholders of the FEAR Framework:

• Ontology Engineers: Develop ontologies for representing
digital forensic concepts, and the relationships between them.
These engineers may develop scripts for the Graph-Codify
Forensic Extraction and Representation (GFEAR) language to
map artifacts to knowledge graphs.

• Researchers: Use the ontologies developed by the Ontology
Engineers and apply software agents, automated reason-
ing, and knowledge discovery techniques—such as through
the use of SWRL rules. These researchers may also develop
GFEAR scripts mapping extracted artifacts to knowledge
graphs. Further, researchers may also develop knowledge
graph queries and tools for use by practitioners.

• Practitioners: Digital forensic investigators who use knowl-
edge graphs generated for cases to query relationships be-
tween artifacts and generate reports for use in court or
other legal settings. Practitioners may use knowledge graph
queries and tools developed by researchers to identify inter-
esting relationships between artifacts or extract knowledge
discovered through software agents or automated reasoning.

The FEAR Framework is designed to be light-touch for researchers
and practitioners needing knowledge graph construction—requiring
only basic configuration of the mapping library being used, and
the endpoint to the triple store. With digital forensic artifacts being
transformed into RDF, and stored in an accessible location, the de-
velopment of queries and the deployment of tools such as software
agents and automated reasoners—that rely on semantic knowledge
graphs—can be more easily integrated into the digital forensic in-
vestigation process for use by practitioners.
Figure 1 proposes a process of integrating the FEAR Framework
with digital forensic investigations, encompassing the following:
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(1) Within digital forensic frameworks, a phase of collection
or acquisition is common [2]. This includes investigators
collecting evidence from a suspect, victim, or compromised
systems for analysis.

(2) Forensic tools, such as Autopsy, are used to extract artifacts
from the evidence collected.

(3) The FEAR Framework Autopsymodule imports the extracted
artifacts from the Autopsy Blackboard.17 A command-line
tool allows outputs from other tools in common serialization
formats—such as JSON, CSV, and XML.

(4) The framework identifies and executes the applicable map-
ping script(s) for each artifact submitted to the endpoint
from Autopsy—and other forensic tools.

(5) The intermediate representation of the artifact, coupled with
information in the mapping scripts, is used by the framework
to search the triple store for existing entities—ensuring no
duplicates.

(6) Once existing entities in the triple store are loaded, the in-
termediate representation is merged into the triple store,
adding any missing knowledge statements.

(7) Researchers can develop software agents that perform auto-
mated reasoning, and knowledge discovery—committing this
information back into the triple store for extraction through
queries by practitioners.

(8) Practitioners can use tools and queries developed by re-
searchers against the semantic knowledge graph, to generate
visualizations and tabulated outputs of artifact relationships—
this may include knowledge that has been inferred or dis-
covered through software agents, automated reasoning, or
SWRL rules.

(9) The visualizations and outputs of automated reasoning can
be incorporated into reports to better convey evidence and
the relationship between artifacts.

4.1 Integration with De Facto Standard Forensic
Tools

One of the key challenges in the field is ensuring new research
innovations can be adopted by practitioners working on real-world
cases. By providing an integration with industry standard tools, it is
possible to provide consistent, and simple access to digital forensic
artifacts researchers need to drive further developments through
the same tools practitioners use.
The FEAR Framework will be released with an Autopsy module to
automate the process of accessing the extracted digital forensic arti-
facts from the Autopsy Blackboard. While this assists researchers to
quickly gain access to the artifacts for research purposes, being built
into the framework that is used by practitioners means that there
is a consistent way of accessing the data, whether it is being used
as part of research activities, or in real-world investigations. This
eliminates the need for manual, tool-specific coding by researchers
or practitioners.
To communicate the artifacts out of Autopsy, the module uses web-
based requests. While developed to operate with a specific web
service for the FEAR Framework, this method for exporting individ-
ual artifacts used by the module allows this data to be sent to any
17https://www.sleuthkit.org/sleuthkit/docs/framework-docs/basics_page.html

endpoint desired. Therefore, the module operates in Autopsy as a
webhook producer [9], and could be directed to any consumer to
access Autopsy artifacts, further standardizing access for research
use.

4.2 Digital Forensic Artifact Mapping Logic
Language

Knowledge graph construction methods developed through the use
of programming languages and software libraries require substan-
tial programming experience. Software libraries do reduce the effort
needed to construct semantic knowledge graphs and interface with
triple stores. However, knowledge related to mapping extracted
artifacts to knowledge graphs often remains locked within the code
itself, obscured by the functions and personal coding styles of indi-
vidual developers.
The GFEAR language was developed and integrated into the FEAR
Framework to promote its adoption and support the open sharing
of knowledge related to mapping digital forensic artifacts through
a standardized way to create and share mapping scripts. The pri-
mary purpose is to define how data fields from each artifact are
transformed into entities. Additionally, it expresses how to find
existing entities in a graph using those fields to ensure duplicates
are not created. While not exhaustive, Listing 2 demonstrates the
most common language constructs expected to be used by GFEAR
scripts.
As a declarative language, GFEAR mapping scripts are agnostic
to any system or programming language, with the goal of being
used in any system that implements a GFEAR compiler or inter-
preter. The language, and its integration into the FEAR Framework,
present the following benefits to researchers and practitioners:

• A declarative language significantly reduces programming
proficiency required and is designed to simplify the repre-
sentation of basic mapping logic from an extracted artifact
to knowledge graph representation.

• The mapping logic in scripts can be shared between re-
searchers and practitioners to quickly generate semantic
knowledge graphs of digital forensic artifacts.

• In-built notation for identifying entities abstracts away com-
plex code to perform entity searching and merging into ex-
isting knowledge graphs.

These benefits will accelerate the translation from research to prac-
tice in the field of digital forensic semantic knowledge graphs by
streamlining their construction from well-known artifacts provided
by industry standard tools.

4.3 Case Study: Knowledge Graphs with
Encoded Expert Knowledge

Listing 2 is an example of a GFEAR script using an ontology that
defines Autopsy terms.18 The result of executing Listing 2 against
an Autopsy case is a knowledge graph composed of entities for each
metadata artifact on the Autopsy Blackboard, related to the host
they were derived from, and the MD5 hash of the file contents—as
calculated by Autopsy.

18https://purl.org/ontology/autopsy/
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Listing 2: Example of a GFEAR script to map a file artifact in
the Autopsy Ontology.
1 / / D e f i n e s a c o d i f i e r w i th a t y p e and un ique pa th name
2 define cod i f i e r ( "TSK_METADATA" , " Autopsy / Metadata " ) ;
3
4 / / P r o v i d e s p r e f i x e s f o r o n t o l o g i e s u s ed i n t h e s c r i p t
5 ontology ( " h t t p s : / / p u r l . org / on to logy / au topsy / " , " au t " ) ;
6
7 / / Core r e f e r e n c e o n t o l o g y p r e f i x e s u s ed i n t h e s c r i p t
8 include rd f , r d f s , xsd , owl , xml ;
9
10 / / D e f i n e s t h e e x p e c t e d f i e l d s o f an a r t i f a c t a c c e p t e d
11 / / by t h e s c r i p t which can us ed as v a l u e s
12 accepts ( HostSha1 , S ou r c e F i l e , SourceF i l eMd5 ,

CreatedDateTime ) ;
13
14 / / D e f i n e s t h e e n t i t y and t yp e c r e a t e d by t h e s c r i p t
15 r e su l t Metadata as au t : Metadata with {
16 / / C r e a t e 3 p r o p e r t i e s w i th s p e c i f i c p r e d i c a t e s ,
17 / / t y p e s and f i e l d − v a l u e s from th e a r t i f a c t .
18 create property au t : s o u r c e F i l e as xsd : s t r i n g with

S o u r c e F i l e ;
19 create property au t : s ou r c eF i l eMd5 as xsd : hexBinary

with SourceF i l eMd5 ;
20 create property au t : c r ea t edDateT ime as xsd : dateTime

with CreatedDateTime ;
21
22 / / C r e a t e an e n t i t y , t o r e p r e s e n t t h e h o s t t h e
23 / / f i l e was found on , w i th a s p e c i f i c p r e d i c a t e ,
24 / / t y p e and a va l u e t h a t can be u s ed t o un i q u e l y
25 / / i d e n t i f y t h e e n t i t y i n t h e t r i p l e s t o r e .
26 create ent i ty sourceHos t as au t : Host with {
27 create property au t : hos tSha1 as xsd : hexBinary with

HostSha1 ;
28 } i d en t i f i ed by required au t : hos tSha1 ;
29
30 / / C r e a t e s a p r e d i c a t e − o b j e c t r e l a t i o n s h i p t o
31 / / t h e c r e a t e d , s o u r c eHo s t , e n t i t y .
32 / / A t t a c h e s p r o v enan c e i n f o rma t i o n abou t t h e f i l e .
33 create property au t : sourceHos t with ent i ty

sourceHos t ;
34
35 / / To p r e v e n t d u p l i c a t e s , d e f i n e s t h e au t : s o u r c e F i l e
36 / / and au t : s o u r c eH o s t a s p r e d i c a t e − o b j e c t s t h a t
37 / / u n i q u e l y i d e n t i f y t h e e n t i t y i n a t r i p l e s t o r e .
38 } i d en t i f i ed by required au t : s o u r c e F i l e , required

ent i ty au t : sourceHos t sourceHos t ;

To retain file provenance information, Listing 2 creates an entity
for the host the metadata was extracted (Lines 26–28). This entity
is uniquely identified by the SHA1 hash produced by Autopsy; ev-
ery metadata artifact Autopsy extracts from this host image will
have the same hash value, thereby ensuring all metadata from the
same host is linked the graph. The relationship between the meta-
data artifact being processed and the source host is established
by the aut : sourceHost predicate-object pair—Line 33. The identified
by clause—Line 38—ensures that the metadata artifact is uniquely
identified by the sourceFile path and sourceHost properties; this allows
files of the same sourceFile path from a different sourceHost, to exist
within the graph.
With artifacts encoded to knowledge graphs, researchers can de-
velop software agents and knowledge discovery methods, to infer
relationships between artifacts through the use of encoded expert
knowledge—from practitioners—in the form of Semantic Web rules.

Listing 3 presents a SWRL rule that encodes knowledge about the
relationship of two files based on the time they were created.

Listing 3: A SWRL rule to infer that two files are the same
file, with one being created earlier than the other.
1 Metadata ( ?A) ^ Metadata ( ? B ) ^ sou r c eF i l eMd5 ( ?A , ? hash )

^ sou r c eF i l eMd5 ( ? B , ? hash ) ^ c rea t edDateT ime ( ?A , ?
dateA ) ^ c rea t edDateT ime ( ? B , ? dateB ) ^ swr lb : l e s sThan
( ? dateA , ? dateB ) −> s am e F i l e C r e a t e d E a r l i e r ( ?A , ? B )

The SWRL rule in Listing 3 encodes expert knowledge to infer re-
lationships between artifacts. It determines that if the Metadata of
File A and File B have the same sourceFileMd5 hash, but File A has
an earlier createdDateTime than File B, a relationship can be inferred.
This rule could be used on a set of artifacts to infer knowledge
about file transfers between hosts. Figure 2 shows an example of
a knowledge graph generated from the GFEAR script in Listing 2
with the SWRL rule in Listing 3 applied. In this example, the graph
shows three files extracted from two hosts, with the SWRL rule
inferring the relationship and source of the files—based on the time
they were created—that share the same MD5 hash.
By further expanding the artifacts that can be added to the knowl-
edge graph, and combining this with more SWRL inference rules
from expert knowledge, more abstract activities can be extrapolated
from artifacts, such as:

• Network communication with a known malicious IP address,
indicating that a malicious actor may control the host.

• Memory artifacts indicating the presence of a known mali-
cious process, potentially communicating with a malicious
IP address, suggesting host compromise.

• Communication between two hosts prior to the creation of a
malicious file on one host, indicating that the file may have
been transferred.

• Combining these indicators to infer lateral movement of a
malicious actor within a network.

Practitioners can use queries developed in conjunction with these
rules by researchers to query knowledge from the graph, and gen-
erate reports that can be used in court or other legal settings.
The FEAR Framework Autopsy module provides an interface for
executing SPARQL queries that can be used to extract and visualize
information, including any knowledge that may have been inferred
through SWRL rules.

4.4 Digital Forensic Artifact Mapping Library
By creating an open-source library of scripts based on existing, well-
known ontologies in the digital forensics space, researchers and
practitioners gain access to a comprehensive, out-of-the-box frame-
work requiring minimal configuration for constructing knowledge
graphs from digital forensic artifacts. For researchers, this enables a
focus on core research goals rather than on preliminary tasks—such
as artifact extraction and knowledge graph construction.
As a part of the research project, an ontology—defining Autopsy
terms—is being developed to integrate seamlessly with the proposed
framework and language. This ontology, and its implementation
in the language, will provide researchers the ability to generate
semantic knowledge graphs using known Autopsy terms from the
framework out-of-the-box without the need for any programming.
Researchers interested in exploring digital forensic knowledge
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graphs—particularly through knowledge discovery, or software
agents—can leverage existing ontologies and mapping scripts; by-
passing ontology creation, integration, and framework develop-
ment. This enables more rapid semantic knowledge graph genera-
tion, allowing for a focus on exploring use cases, refining method-
ologies, and pursuing novel research directions.
A standardized method for mapping digital artifacts into semantic
knowledge graphs streamlines the research-to-practice pipeline,
enabling practitioners to quickly adopt emerging research without
needing custom environments for specific outputs.

5 Discussion
Research using semantic knowledge graphs in the field of digital
forensics currently requires either (1) proprietary, closed-source, or
proof-of-concept code to construct knowledge graphs to commence
research, or (2) use specially built tools for transforming data on a
one-off basis for a research activity with very specific schemas.
While current methods can produce RDF representations, extend-
ing them to handle new artifacts typically demands ongoing pro-
gramming effort. Simplifying the encoding of forensic artifacts will
significantly advance research by enabling efficient use of software
agents, automated reasoning, knowledge discovery techniques such
as SWRL, and other emerging applications in the field.
For researchers in the digital forensics field who focus on knowl-
edge graphs and their various use cases, a language that supports
the sharing of mapping knowledge is crucial. Such a language
can significantly reduce the burden of developing frameworks for
producing knowledge graphs from artifacts, without the need for
extensive programming skills. This advantage is particularly bene-
ficial when developing new ontologies, as a standardized mapping
language integrated with industry standard tools for the extraction
of digital forensic artifacts can simplify the research-to-practice
process.
Regarding the adoption of the FEAR Framework, the widespread
access via an open-source licensing model of both the framework
and the library of knowledge mappings helps to mitigate challenges
relating to cost barriers. Usability is also a challenge that has been
considered. The development and distribution of the GFEAR map-
ping library—containing scripts for widely used ontologies such
as UCO and CASE,19 as well as emerging ones like Autopsy and
NORIA—will enable immediate knowledge graph construction with-
out further configuration or programming. This will assist in the
adoption of the framework and serve as a shared, ever-evolving
resource to be easily incorporated into existing digital forensic
workflows. Further, we recognize that not all researchers and prac-
titioners will use Autopsy or the suites the framework is tested
with. Adoption within these system poses a challenge, but the self-
contained nature of artifact processing from standard serialization
formats—such as JSON, CSV, and XML—offers significant poten-
tial to simplify and expedite the process. By leveraging standalone
components for processing digital forensic artifacts, the complexity
of building integrations for knowledge graph construction can be
mitigated. Moreover, the availability of an open-source library of
mapping scripts helps alleviate some of the development burden.

19https://ontology.caseontology.org/documentation/

However, integrating these components and mapping scripts effec-
tively into existing workflows may still require effort and expertise,
which could be a barrier for widespread adoption.
The sharing of mapping scripts throughout the community can
facilitate collaboration among researchers and practitioners while
fostering innovation within the field. Using the FEAR Framework
and its pre-built libraries, researchers can easily create semantic
knowledge graphs from digital forensic artifacts with minimal pro-
gramming. This process seamlessly integrates with industry tools,
ensuring research and discoveries are applied in real-world investi-
gations.
By supporting various data formats and allowing data import via
a command-line tool, the visualization component of the FEAR
Framework Autopsy module can query information from a broad
range of sources beyond Autopsy. By drawing in data from mem-
ory dumps, network packet captures, and other forensic artifacts,
researchers and practitioners gain a centralized interface to interact
with evidence from all aspects of an investigation.
The research continues to refine the process of importing such data,
ensuring that the FEAR Framework can seamlessly leverage diverse
forensic inputs for more comprehensive and efficient investigations.

6 Conclusion
The FEAR Framework and GFEAR language, developed as part of
a doctoral research project, aim to address challenges with inte-
grating semantic knowledge graph advancements in the field of
digital forensics by sharing knowledge and democratizing access to
extracted artifacts from de facto industry standard tools. Providing
an integration with industry standard tools and incorporating a
domain-specific language will help foster further research, and ac-
celerating the widespread adoption of semantic knowledge graphs
in digital forensics.
The contributions of the proposed FEAR Framework include:

• Simplified access to digital forensic artifacts extracted from
de facto industry standard tools through a tight integration
that removes the need to duplicate programming work to
access common artifacts.

• A standardized approach for representing knowledge relat-
ing to mapping extracted artifacts into knowledge graphs
through a domain-specific declarative language: GFEAR.

• Facilitating the sharing of knowledgewithin the digital foren-
sics community through open-source libraries of mapping
scripts, thereby reducing time-consuming development for
researchers, improving the research-to-practice process.

The framework’s open-source nature and integration strategy re-
duces the burden on both researchers and practitioners. Researchers
can focus on developing novel methods, models, agents, and on-
tologies while leveraging the frameworks standardized integration,
querying and visualization capabilities. This accelerates access to
cutting-edge research outputs for practitioners using existing in-
dustry tools, removing the need to learn or implement new systems
or custom data conversions. By bridging the gap between research
and practical applications, the framework promotes a more efficient
and collaborative research-to-practice pipeline in digital forensics.
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7 Appendices
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Figure 1: A demonstration of the workflow for how Forensic Extraction and Representation can be integrated into the digital
forensic investigation process.

case:Metadata-bc0af0a8a9-2b4f4ab7a6

case:MetaData-2f38657212-ca9f3e088

case:suspectHost-530c31af9c-5d96dca290

case:suspectHost-b7159a3600-114fadc548

/Users/Administrator/Downloads/a8th2c0.exe
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Datatype: xsd:dateTime

2008-02-13T02:15:51Z

Datatype: xsd:dateTime
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autopsy: https://purl.org/ontology/autopsy/

case: http://test.fear.graph/

fik: http://inferred-knowledge.fear.graph/

Figure 2: The graph, colored for emphasis, shows a scenario of a file moving through a network, of which the SWRL rule
in Listing 3 could infer new knowledge about where a file has originated from. The relevant metadata nodes’ (in red) and
properties’ reference in the SWRL rule (in orange) are used to infer relationships between metadata nodes—in purple—about
files that share the same MD5 hash, created at different times.
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Abstract
Timestamps play a pivotal role in digital forensic event reconstruc-
tion, but due to their non-essential nature, tampering or manipula-
tion of timestamps is possible by users in multiple ways, even on
running systems. This has a significant effect on the reliability of the
results from applying a timeline analysis as part of an investigation.
We investigate the problem of users tampering with timestamps
on a running (“live”) system. While prior work has shown that
digital evidence tampering is hard, we focus on the question of why
this is so. By performing a qualitative user study with advanced
university students, we derive factors that influence the reliability
of successful tampering, such as the individual knowledge about
temporal traces, and technical restrictions to change them. These
insights help to assess the reliability of timestamps from individual
artifacts that are used for event reconstruction and subsequently
reduce the risk of misinterpretations.

CCS Concepts
• Applied computing→ Investigation techniques; Evidence
collection, storage and analysis; System forensics.

Keywords
Event reconstruction, Tampering, User study, Tamper resistance
factors, Digital forensics investigation
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1 Introduction
The dangers of evidence tampering, i.e., the intentional act of al-
tering, concealing or falsifying evidence [21], are of great concern
to law enforcement agencies since fictitious or fake traces can eas-
ily alter or sabotage a criminal investigation [4]. While there is a
high awareness of the risks of tampering with physical evidence,
tampering of digital evidence is much less understood. While some
scholars consider tampering to be easier when dealing with evi-
dence that is in digital form [1, 11], others claim that it is at least
similarly difficult in special cases [22]. Understanding the risks of
digital evidence tampering is particularly important for timestamps
because, firstly, timestamps play a pivotal role in digital forensic
event reconstruction to establish the order in which certain actions
happened, and secondly, timestamp manipulation is a commonly
applied indicator removal technique in security incidents [15, 23].

1.1 Related work
Despite work that has structured tampering activities under the
heading of anti-forensics [5, 9, 10], and confirmed by the literature
review of Neale [18], unfortunately, the understanding of digital
evidence tampering in general and of timestamp tampering in par-
ticular is rather shallow. Previous research has primarily focused
on specific technical contexts of timestamp tampering, such as
manipulating file metadata on NTFS [8, 17, 19], or on technical
approaches for timestamp tampering detection. These attempts aim
to find inconsistencies between timestamps, e.g., the violation of
general time rules [8], of causal relationships between timestamps
[13, 27], or inconsistent relations to implicit timing information like
sequence numbers [6]. Even if such inconsistencies are detected, it
may still be unclear whether these are due to intentional tampering.
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For example, if some timestamps have been set to January 1, 1970,
explanations can vary from intentional “timestomping” [15] to an
unintentional non-initialized Unix timestamp [12]. Thus, it is still
necessary to have a solid understanding of adversarial (tampering)
behaviors such that investigators can assess the effect of tampering
on the meaning of evidence.

Some previous user studies [7, 16, 22] also focused on the tam-
pering detection problem. In these experiments, participants had to
produce convincing forgeries that should be taken as originals when
analyzed by other participants in the study. This allowed to assess
empirically how convincing forgeries were. Due to their empirical
study design, these experiments did not attempt to investigate the
difficulties of tampering with specific artifacts. Furthermore, the
experiment setup considered the extreme case where a perpetrator
has full control over every bit of the system, an approach we call
dead tampering. Still, the quantitative insights from these works
indicate that tampering may not be as easy as it can be expected,
but it is highly unclear why this may be so.

In contrast to the worst case assumptions often made in the
literature, in practice adversaries do not operate under idealized cir-
cumstances. When accessing a compromised system, perpetrators
usually have less control because they are under time pressure, lack
knowledge of alternative methods, or need to modify the system
while logged in remotely. Also, while less experienced users may
be able to perform actions such as changing a value in a database or
editing some text in a file, they may not be capable of booting to an
alternative environment and performing low-level manipulations.

In such situations, adversaries are forced to manipulate data on
the system they are currently using, a process we call live tampering.
Unlike dead tampering, live tampering is arguably not only more
realistic than dead tampering (e.g., remote access scenario, or full
volume encryption), it also introduces new challenges, as the act of
tampering itself generates traces on the system being manipulated.
When these traces are directly embedded in the manipulated data
itself, we refer to them as first-order traces. For example, manipulat-
ing browser evidence tends to result in contradictory information
in the browser history and browser cache [7]. In addition to first-
order traces, tampering actions can also leave indirect indicators,
which we call second-order traces, such as traces of anti-forensic
tool usage.

1.2 A qualitative look at live tampering
In this paper, we report on the results of a user study in live tamper-
ing. While prior work has shown that digital evidence tampering
is hard, we focus on the question of why this is so and therefore
have chosen to apply qualitative research methods, i.e., question-
naires and semi-structured interviews. Our general goal was to
understand how study participants chose their strategies and allo-
cate their resources while solving a live timestamp tampering task.
To investigate this, we conducted a user study with 10 advanced
university students, who tampered with a live system based on a fic-
titious scenario, in which an adversary attempts to swap two events
to cover their tracks. Not all adversaries are specialist hackers or
advanced persistent threats (APT) in practice, so our protagonist
was assumed to be a regular user rather than a sophisticated ad-
versary. As we will show, the exploration of the dynamics of such

tampering also leads to understanding the difficulty of tampering
with specific artifacts. This can help develop further strategies for
reliable event reconstruction, since methods for representing the
uncertainty of traces, e.g., the C-Scale (’Strength of Evidence scale’)
[3], include an estimate of the number of sources that agree, but
also the difficulty of tampering with those sources.

Our focus was on the following research questions:
RQ1 Approach to tampering: What strategies do adversaries

employ in planning and executing tampering with the tem-
poral order of events?

RQ2 Awareness and precautions of traces left by the manip-
ulation: How do adversaries deal with (new) traces stem-
ming from their manipulations?

RQ3 Barriers to the tampering process:Whatmakes an artifact
more difficult to tamper with compared to another?

Overall, this work provides the following contributions: (1) we
present the design, implementation, and assessment of the first user
study on tampering with timestamps on a running system (live
tampering), (2) we provide clear indications that adversaries differ-
entiate between first-order and second-order traces and adapt their
tampering strategy accordingly, (3) we identify strategies of live
tampering that involve the opportunistic application of tampering
actions along the hierarchical abstraction layers, which indicates
the mental application of a rational tampering budget, leading to a
concentration on artifacts being easier to manipulate, and (4) we
establish an understanding of the reliability of tampering indicators
and derive factors that influence the tamper resistance of an artifact.

For additional details and arguments, we refer the reader to the
extended version of this paper [25].

2 User study design
This section opens with a description of the tampering task sce-
nario, followed by a detailed explanation of the user study, which
consisted of four phases: (1) a pre-tampering questionnaire, (2) a
tampering task, (3) a post-tampering questionnaire, and (4) a set of
semi-structured interviews.

2.1 Participants
The user study was conducted during an advanced lecture on digital
forensics at the Friedrich-Alexander Universität (FAU) in the fall of
2023, with 35 registered students. Of these, 10 students completed
phases (2) and (3), and three of them additionally participated in
the interviews (4).

2.2 Scenario of the tampering task
The user study assumes that a perpetrator who has full control over
a running system (administrator) wants to cover the tracks of their
deeds by swapping two events 𝐸2 and 𝐸3, as depicted in Figure 1,
i.e., make an examiner believe that the download of illegal material
(𝐸3) occurred before the perpetrator became aware of its illegality
(𝐸2). More details about the scenario can be found in Appendix A.

In the real world, swapping events may impact the criminal
intent (‘Mens rea’). Here, the updated sequence (𝐸1 − 𝐸3 − 𝐸2)
suggests that the criminal liability of the downloaded material was
unknown to the suspect when the web browsing was conducted.
This particular type of tampering allows us to learn more than
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𝑡1
(19:37)

𝑡2
(19:43)

𝑡3
(19:44)

𝑡4
(19:51)

𝐸1
E-Mail 1

𝐸2
E-Mail 2

𝐸3
Download

𝐸4
Shutdown

Events to swap

Figure 1: Artificial sequence of events 𝐸1 − 𝐸4 imagined for
the tampering task.

demanding trace deletion or addition, as we are interested in the
resilience of artifacts and the probability that they are taken into
account.

2.3 Pre-tampering questionnaire
The user study started with a pre-tampering questionnaire aiming
at gathering a set of background information about participants.
The questionnaire included a total of 15 single/multiple-choice(s)
questions centered around the respondents’ experience. The ques-
tions concerned their teaching curriculum such as their course of
study or graduate degree (Q1-Q4, Q10, and Q11), their experience
with digital forensics lectures (Q8-Q9), and practical work (Q12-
Q14). The remaining questions aimed at capturing their workload
and motivation (Q5, Q6), as well as the effort they were willing to
put into the study (Q7, Q15).

2.4 Tampering task
Participants were provided with the full virtual machine image of
a Windows 10 Home workstation (VM turned off, administrator
account credentials provided) after events 𝐸1 − 𝐸4 had been per-
formed. They were asked to act like the suspect and swap events
𝐸2 and 𝐸3. All actions had to be performed on the running system
(working on the disk images directly was prohibited) and the time
boundaries 𝐸1 and 𝐸4 had be to respected (𝐸2, 𝐸3 had to remain
within 𝐸1, 𝐸4). Participants were given two weeks to complete the
tampering task. They had to return a logbook containing notes of
their actions and the VM itself.

2.5 Post-tampering questionnaire
Participants who returned a forged VM were asked to fill out a
post-tampering questionnaire, which aimed at capturing how the
students went about the task. It comprised 22 questions and was
separated into three sections referring to a different time of the
tampering task: before, during, and after. Questions relating to be-
fore and after focused on the assessment of specific artifacts1 that
the respondent knew or manipulated (Q1-Q10 and Q15-Q22). For
example, some questions asked participants which artifacts they
manipulated and to rank them according to the perceived difficulty
of tampering. The middle part targeted performed activities, e.g.,
how certain actions were performed (Q11-Q14). Respondents were

1We compiled a list of relevant, existing Win10 artifacts based on the Plaso documen-
tation [14], i.e., existing parsers which can be found in Appendix B.

asked to place themselves at these times and provide detailed in-
sights into their experiences, decisions, and observations. They
were encouraged to use their logbook to answer the questions.

2.6 Semi-structured interviews
Respondents were invited to take part in semi-structured interviews
where three individuals accepted. These face-to-face interviews
followed a generic outline with a set of open-ended questions artic-
ulated around the preliminary findings from the post-tampering
questionnaire. The intention was to extract further insights into
their experiences during the tampering task and qualitatively eval-
uate the difficulty of tampering with different artifacts.

2.7 Ethics
The ethics commission at the university in which the user studies
and interviews were conducted does not handle non-medical stud-
ies for explicit approval, and therefore instead the experimental
protocol followed their general data protection and ethics rules.
Participation in the study was voluntary and integrated into the
course as a non-graded exercise.

2.8 Data analysis
We adopted an iterative approach for the analysis of qualitative
data derived from the questionnaires, logbooks, and interview tran-
scriptions. Open-ended responses were inductively coded to extract
thematic patterns or trends [20]. The logbooks were not coded as
they primarily described the tampering process undertaken by each
participant but were used to improve our understanding of their
manipulations.

2.9 Limitations
The user study has three limitations: (1) it included only 10 partici-
pants which is small and may not sufficiently capture the variabil-
ity of behaviors and strategies; (2) all participants were students
sharing similar backgrounds and experiences; and (3) only one tam-
pering scenario was developed which is only one possible instance
of manipulation, and therefore gives only answers to the research
question from the viewpoint of the scenario. An adversary may
have different strategies such as hiding data or artifact wiping [5].
Given these limitations, it is important to understand that our goal
was a qualitative and explorative study which allows for a detailed
examination of each case. It can be seen as a first step towards
better understanding strategies, challenges, and artifacts, as well
as revealing new research directions such as factors influencing
the trustworthiness of timestamps. While some may argue that
identical backgrounds are a disadvantage, our study found that
participants followed different strategies which would be less infor-
mative with a large/diverse group. Nevertheless, we acknowledge
that a larger-scale study would add value and therefore we provide
detailed descriptions of our tampering task.2

2All details to repeat this study are publicly available here [24].
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3 Results: Tampering Preparation
This and the following two sections summarize the results we
extracted from the questionnaires and interviews. We begin with
insights on how participants prepared for the tampering task.

3.1 Participant background, experience, and
knowledge

We anticipated that participants have differences in prior knowl-
edge of (Windows) forensics which was confirmed through the
post-tampering questionnaire (Q3). Based on their responses, par-
ticipants can be categorized into two knowledge levels: novices
(Participants 5, 6, 8, and 9) who had limitedWindows forensics expe-
rience, and semi-experienced participants, who had a generic knowl-
edge of browser-related artifacts. With few exceptions, participants
consistently marked Windows Registry sources, the $USNjrnl, and
the Thunderbird Global Database as unknown. In contrast, most
were familiar with Firefox-related data, Thunderbird’s Inbox file,
the $MFT, the $RECYCLE.BIN, and Windows event logs. During the
interviews, we learned that most participants regularly used Linux.

3.2 Participant initial thoughts and designs
The first question of the post-tampering questionnaire invited the
participants to reflect on their initial strategies, before starting the
task. All participants agreed that accomplishing the task of making
it appear as if 𝐸3 happened before 𝐸2 required modifying one of
the two events. The common strategy was therefore to select a
fixed event that would act as a pivot point for re-arranging other
events. Interestingly, we observed that half chose 𝐸2 (opening the
second email) as their reference event while the other half preferred
𝐸3 (browsing and downloading with Firefox). Participants within
groups using the same pivot point expressed similar decisive factors
in their choice to re-arrange the other event:

Level of knowledge: Participants 4, 6, and 7, who chose Thun-
derbird (𝐸2) as their pivot point, mentioned their greater familiarity
with Firefox—gained from their introductory lecture—as a key fac-
tor in their decision of manipulating Firefox. In contrast, Participant
10 chose Firefox as the pivot point, having limited prior knowledge
and having heard that Thunderbird would be easier to manipulate.

Volume of linked artifacts: The volume of linked artifacts
refers to the number of artifacts associated with 𝐸2 and 𝐸3 that
would need to be modified. All participants who selected 𝐸3 as their
pivot point agreed that Thunderbird appeared easier to manipulate
than Firefox because it involved modifying a smaller volume of
data. Four participants expressed concerns about the higher num-
ber of files to manipulate with the Firefox strategy, which they felt
increased the likelihood of errors. Participant 2 noted: “My idea
was to change as little as possible to minimize the potential for er-
rors”. Similarly, Participants 1 and 9 were worried about generating
excessive second-order traces.

Correlation with remotely stored information: Another im-
portant consideration was the limited control over external data
storage. This concern originated from the possibility that an un-
altered “true copy” of the targeted data might exist in a remote
location. This concern dissuaded Participants 3, 5, and 6 of the 𝐸2
pivot point group from manipulating Thunderbird. For instance,
Participant 5 indicated that the “full analysis of other sources than

just the machine [would] probably give the real course of events
away”. These sources include an ISP, a DNS, or a mail server.

Maintaining internal artifact consistency: This factor refers
to the relationship between the organization of an artifact and the
data it contains. For instance, SQLite databases organize their en-
tries following a specific allocation strategy. Hence, tampering with
timestamps in entries may be exposed when looking at the order
of (raw) entries and identifiers in the database. Participant 9 high-
lighted this issue: manipulating Firefox artifacts can be “identified
by logical inconsistencies such as timestamps not matching the
order in which events are listed in a cache/log file”.

3.3 Preparation
In the post-tampering questionnaire, 9 out of 10 students reported
that they had undertaken preparation beforehand. We learned that
the types of preparation steps varied from one participant to another.
Some mentioned gathering information through literature, forums,
and/or tools review, while others took a hands-on, ‘learning by
doing’ approach within the VM.

To evaluate the influence of preparation on their knowledge of
Windows artifacts, we compared responses from Q3 and Q15. We
observed that informed participants showed minimal changes in
knowledge, while novices experienced significant gains, reaching
similar overall scores. The former relied on literature reviews, test-
ing and AI-based inquiries, focusing on artifacts related to the event
to modify (Firefox- or Thunderbird-related artifacts). Overall, all
participants, except Participant 9, achieved a comparable baseline
knowledge before commencing the task.

4 Results: Tampering Actions
This section describes the execution of the tampering task: the
tampering process itself, as well as the handling of second-order
traces.

4.1 Tampering approaches
As discussed before, all participants shared the common strategy
to decide on a reference event between 𝐸2 and 𝐸3 that is used as a
pivot point to swap the other event.

Figure 2 illustrates the sequence of manipulations performed
within the groups using the same pivot point. On the y-axis are
artifacts that were manipulated and/or removed by students within
each group, ordered according to their hierarchical position in
the abstraction layers of the system (higher levels: application to
lower levels: file system) [2]. The x-axis illustrates the sequence of
manipulation steps undertaken by participants.

While the sequence of manipulations is intrinsically linked to
the conflicting goal of dealing with second-order traces, as further
discussed in Section 4.2, the graphs show a visible trend of descent
through abstraction layers among participants. After choosing their
pivot point, all students started by manipulating artifacts directly
related to the unfixed event to re-arrange, at the application level.
For instance, all participants in the Firefox pivot point group started
with the manipulation of timestamps within Thunderbird’s Inbox
file. We then observe that further manipulations concerned artifacts
in lower layers, starting with artifacts at the OS layer and addressing
file system artifacts (apart from the $MFT) last.
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Figure 2: Manipulation sequences showing participants as connected lines over time.

In regards to specific timestamp manipulations, participants at-
tempted to maintain consistency across manipulations to fit the
scenario, e.g., avoiding instances where a picture’s download time
precedes the visit to the corresponding web page. To achieve con-
sistency, most participants added or removed (according to the
strategy) constant time offsets.

4.2 Dealing with second-order traces
All participants showed concern about second-order traces. This
carefulness is reflected in their strategy design (Section 3.2), choice
of tooling, and sequence of manipulations. Overall, three distinct
approaches emerged from the findings.

Clandestine approach: Participants using the clandestine ap-
proach proactively minimized the creation of second-order traces,
rather than focusing on their removal after they had been generated.
Three participants anticipated the creation of second-order traces
by carefully choosing the tools they would use in the task. This
included preferring tools that hypothetically leave fewer traces (e.g.,
command prompt over Powershell), benign-looking tools like DB
Browser for SQLite, avoiding installing anti-forensic software, and
using portable versions loaded on a USB stick.

Tampering-focused approach: This approach concerns two
participants who pertained to the act of tampering itself without
considering the generation of second-order traces, as “it would be
practically impossible and would continue indefinitely”. The only
action undertaken by both participants was the update of the file
system metadata of Thunderbird’s Inbox file and the transfer of
files to the $RECYCLE.BIN.

Mixed approach: The mixed approach involves participants
who were mindful of second-order traces generation and actively
engaged in recursively removing them from the system. Participants
began by focusing on their main target (Firefox- or Thunderbird-
related artifacts). They then adopted a wrapping-the-onion method,
systematically working to erase not only the second-order traces of
their tampering but also the subsequent layers that emerged from
their efforts to conceal this tampering, and so on, in an iterative
process. They also showed sophisticated efforts to minimize the

generation of second-order traces by employing methods such as
tool name obfuscation and downloading scripts from a web server.

5 Results: Tampering Difficulties
Participants experienced failures that forced them to adjust their
strategy which can be divided into two classes: (1) practical chal-
lenges and (2) perceptions. On top of that, most participants ex-
pressed having encountered technical difficulties when manipulat-
ing specific artifacts, which are discussed in Section 6.3.

5.1 Practical challenges in tampering
These aspects cover the range of issues that the participants faced
when working on the task, such as the installation or use of tools.
When facing such practical challenges, we can see that partici-
pants were forced to make compromises on certain aspects of their
strategy. For instance, Participant 3 encountered difficulties when
installing Powershell modules, forcing them to install external soft-
ware and deviating from their original plan of minimizing suspi-
cions. Another participant had their external software recognized
as a virus by Windows Defender and was forced to obfuscate its
name and download it via a personal web server.

5.2 Perceptions of knowledge and relevance
Some participants adjusted their strategy in response to soft factors
like their knowledge level and the perceived relevance of manipulat-
ing a specific artifact. For instance, Participant 6 chose not to alter
the Windows event logs due to the absence of clear indications of
their actions. Similarly, Participant 4 did not manipulate these logs,
lacking the knowledge about where to find pertinent information
and how to modify it.

6 Discussion and reflection
This section revisits the research questions in light of our findings.
To generalize our results, we also discuss the technical aspects
identified that affect the tamper resistance of specific artifacts.
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6.1 Adversary’s perspective
RQ1: What strategies do adversaries employ in planning
and executing tampering with the temporal order of events?
When tasked with swapping two events, we observed that all tam-
perers followed the same strategy: deciding on a reference event
and using it as a pivot point to re-order the other event. The se-
quence of manipulations in re-ordering this unfixed event appeared
to be closely related to the placement of each connected artifact in
the abstraction layers. Only a few participants manipulated traces
in the lower layers along this hierarchy, which from a forensic
perspective, is relevant. Despite planning, several participants en-
countered unexpected difficulties during their manipulation process
or reported various factors influencing their ability to tamper with
certain artifacts. Those are either inherent to the intrinsic nature
of the targeted artifact, such as its complexity, or the operating
system/setting in which the artifact resides, e.g., the availability of
tools to facilitate the manipulation in that environment.

RQ2: How do adversaries deal with (new) traces stemming
from their manipulations? Adversarial actions generate new
artifacts. It is particularly difficult to maintain a comprehensive
overview of all newly created artifacts, and attempting to manipu-
late every subsequent artifact can become an endless endeavor. In
addition, the manipulation may create inconsistencies, such as rela-
tive sequences or implicit timestamps, that can be detected. Of the
approaches used by participants, the mixed approach is the most
sophisticated, where participants not only anticipated the creation
of second-order traces but also recursively removed the traces of
their deeds. For the tamperers, this is a never-ending conflict of
goals between the manipulation of n-order traces associated with
the event to re-order and reducing the generation of 𝑛 + 1-order
traces originating from the manipulation process itself.

6.2 Artifacts
RQ3: What makes an artifact more difficult to tamper with
compared to another? Findings suggest that several artifacts are
more “tamper-proof” compared to others based on the technical
challenges and difficulties faced by our tamperers: (1) the correlation
with remotely stored information, maintaining internal artifact
consistency and the volume of linked artifacts (defined in Section 3.2
and combined here as a implicit time information factor), as well as
additional challenges such as (2) the placement in the abstraction
layers (see Section 4.1), (3) the existence of integrity checks, (4)
the assigned permissions, (5) encryption, and (6) the availability
of software to edit artifacts on the system. These technical aspects
are complemented by soft factors such as perception or knowledge
which depend on the experience/sophistication of an adversary.

6.3 From tamper-proof to resistance factors
As artifacts differ in their suitability to be manipulated, this means
that they have special features (or factors) that make them easy or
difficult to manipulate. These factors are examined briefly in this
section and are discussed in more detail in our previous work [26].

Permissions: Various operations on Windows are protected via
User Account Control (UAC) and require Administrator privileges.
Consequently, one factor is the level of permissions required to
modify an artifact. On many system configurations, including the

one in this study, the user is an Administrator of the system in
question. Therefore, in many cases, the UAC interface presents a
little barrier to accessing the protected files, other than clicking
‘Allow’. On the other hand, running a command as Admin may
trigger other events or be logged.

Integrity checks: An artifact might have embedded mecha-
nisms used to verify that data has not been altered or corrupted.
For example, email signatures are generated over the content of
the email, which may include time information. Modifying this in-
formation may result in an invalid signature and trigger suspicion.
This becomes even more challenging when monitoring systems
such as auditd (Linux) are used.

Software availability: Manipulations require some sort of tool,
whichmay be a text editor, regedit (both available onmostWindows
systems), or more specialized tools such as a hex editor or database
modification tool. New tools may require an installation creating
artifacts of their existence. Some may qualify as anti-forensics tools
according to Conlan et al. [5] while others may be less suspicious.
If no tool is available, an adversary may have to reverse engineer
an artifact, which requires sophisticated knowledge.

Placement within the software stack: This factor refers to the
level at which an artifact or process is positioned within the hierar-
chical layers of software architecture. As discussed in Section 6.1,
this impacts the modification or accessibility of an artifact.

Implicit timing information: In addition to timestamps, ma-
nipulations may lead to logical inconsistencies within an artifact.
For instance, a database appends new entries with an increasing ID
which means potential timestamps in a column should also increase.
This implicit timing information may not be known to the tamperer
and can now be integrated into digital forensic timelines [6]. In
addition, implicit timing information may also be evidence that
cannot be controlled due to its residence on an external source.

Encryption/format: The artifact requiring manipulation may
be in a proprietary format or even encrypted (this is related to soft-
ware availability) impeding a modification. Considerations include
the type of encryption software implementation, as well as whether
the keys are available, recoverable, or not.

The possibility of evidence tampering should be considered dur-
ing the investigation, encouraging examiners to look for incon-
sistencies. The factors presented here directly impact the tamper
resistance of traces and offer a vast potential to improve the in-
terpretation of tampering because they provide clear guidance in
determining the reliability of artifacts and the likelihood of them
being changed. Given that adversaries have a finite amount of re-
sources leading to a confined tampering budget, they will likely
fail to produce perfect forgeries. Consequently, these tamper re-
sistance factors can be used to evaluate artifacts that contain such
discrepancies and reconstructing what may have caused them.

7 Conclusion
There is great interest in concealing crime. One way to do this is
to tamper with digital traces afterward. This tampering poses a
significant threat to the reliability of forensic event reconstruction.
Our user study sheds light on previously unexplored aspects of
live system tampering. Through a user study involving 10 graduate
students tasked with swapping two past events, we identified a

76



Understanding Strategies and Challenges of Timestamp Tampering for Improved Digital Forensic Event Reconstruction DFDS 2025, April 01, 2025, Brno, Czech Republic

general tampering strategy which is to decide on one event that
would act as a pivot point to re-arrange the other event. We also
concluded that manipulations generate new traces that need to
be hidden or manipulated as well, resulting in an endless cycle
of manipulations. Compared to dead tampering, this conflict of
goals between tampering and removing the traces of tampering
increases the difficulty of creating perfect forgeries. Furthermore,
we generalized our results and derived factors that influence the
tamper resistance of artifacts, such as embedded integrity checks
and artifact placement within the software stack. These factors
need more discussion, however, they guide practitioners about the
reliability of an artifact especially if two contradicting artifacts are
found. We believe that the qualitative findings from our study on
live tampering will improve the understanding of criminal efforts
to conceal their activities and aid in their reconstruction.

Use of AI writing assistance
At least one author of this paper used ChatGPT-4 and the Gram-
marly plugin to assist in correcting typographical and grammatical
errors and refining the phrasing of certain sentences. All recom-
mendations were thoroughly evaluated and modified when needed
before being integrated into this paper.
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computer such that “it looks as if” 𝐸3 happened before
𝐸2. Results will be analyzed by experts assessing the
sequence of actions 𝐸1, 𝐸2, and 𝐸3.

In this synthetic scenario:
• 𝐸1 (at time 𝑡1): An email is received which asks the receiver,
whether he has already seen ‘Rhinocerotidae’, which is ‘re-
ally, really hot material’.

• 𝐸2 (at time 𝑡2): Another email is received in which the sender
clearly states that ‘Rhinocerotidae’ is a term referring to
illegal material. The user opens the message and views the
attachment.

• 𝐸3 (at time 𝑡3): The user opens a browser and issues a search
query for ‘Rhinocerotidae’, visits the Wikipedia website on
‘Rhinoceros’, and downloads several rhino images.

• 𝐸4 (at time 𝑡4): The user shuts down the computer.

B Windows 10 Forensic Artifacts
Before designing the questionnaire, we compiled a list of rele-
vant, existing Windows 10 artifacts based on the Plaso documen-
tation [14]. This included artifacts within the registry and other
user application or OS-related artifacts such as LNK files or the
$RECYCLE.BIN. In addition, we added several artifacts that we
deemed relevant regarding our tampering scenario, but are cur-
rently not considered by Plaso such as Thunderbird’s Inbox file and

Global database (message index system). The complete list can be
found below in Table 1.

Table 1: Catalog of Windows artifacts derived from Plaso
parsers.

Layers Sources

Application Files internal metadata
Firefox cache files
Firefox cookies
Firefox history and downloads database
Microsoft Edge cache files
Microsoft Edge history and downloads database
OneDrive synchronization logs
Thunderbird Inbox file
Thunderbird Global database

OS Amcache (registry)
Bam (registry)
Jumplists
LNK files
OpenSavePIDMRU / LastVisitedPIDMRU (registry)
Prefetch files
setupapi.dev.log
Shellbags (registry)
ShimCache (registry)
USB/USBSTOR (registry)
UserAssist (registry)
Windows Event Logs
Windows timeline database

File system $LogFile
$MFT
$RECYCLE.BIN
$USNjrnl
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