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Abstract: Smart home devices, such as Xiaomi smart speakers, generate valuable cloud-based conversation records that can 

serve as critical evidence in forensic investigations. However, accessing these records directly from the manufacturer's 

servers is often hindered by encryption and restricted access. To address this challenge, we developed a method for 

retrieving cloud conversation records from Xiaomi smart speakers by simulating the communication protocol. This 

approach uses app backup data to reconstruct a protocol model that mimics the interaction between the app and the server, 

enabling the extraction of cloud-stored conversations without requiring the app's login credentials or internet connectivity 

of the source phone. Forensic examiners can leverage this technique to obtain relevant evidence while ensuring the integrity 

of data on the source device.
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1. Introduction:

Current methods for acquiring smart home cloud data 

require user credentials or SIM card access, limiting their 

use when such information is unavailable. We propose a 

new approach using app backup data to simulate app-

server communications, enabling cloud data extraction 

without credentials or SIM cards. The method's workflow 

is shown in Fig.1.

3.2 Search and Communication– Find Out All Key 

Elements

(1) Local Search

We matched request data with ‘com.xiaomi.mico’, the 

'Xiaoai Speaker' app's expanded backup. For instance, 

searching for "userId" (e.g., 910036666) located the 

miliaosdk database, where XIAOMI_ID and 

SERVICE_TOKEN in the USER_ACCOUNT table 

corresponded to userId and serviceToken, as shown in Fig.3. 

4. Acquiring Conversations

After obtaining all the essential information, we can use 

these elements to construct a GET request script to send to 

the Xiao Ai Speaker server. By doing so, we can retrieve 

the conversation records. This script is similar to Fig.2. 

The script targets the server userprofile.mima.mi.com, and 

part of the conversation returned by the server is stored is  

shown in Fig. 5. We can see that there are conversations, 

timestamps, and so on.

Fig.1. Diagram of Method Implementation  

Fig.5. The conversation data returned by the request

Fig.3. Data in the USER_ACCOUNT table

2. Materials and Tools:

By analyzing network packets with Fiddler and replicating 

app operations on an emulator, the method extracts data 

while preserving device integrity. We demonstrate this using 

Xiaomi smart speaker conversation records via protocol 

simulation. Details of materials and tools are in Table 1.

3. Methodology

3.1 Request Monitoring- Identify Key Elements

Install the Xiaoai Speaker app on the emulator, log in to the 

account, launch Fiddler, retrieve conversation records 

through the app, and analyze the corresponding data 

requests in Fiddler . The intercepted request content is 

shown in Fig.2. The cloud server URL, userID, serviceToken, 

deviceId, sn, and deviceSNProfile are all essential elements 

for constructing the simulation protocol.

Fig.2. GET request command intercepted by fiddler

(2) Get request for more information

After obtaining stable user-related elements locally, a simulated 

GET request was constructed using the userId and serviceToken

to retrieve device-related information from the cloud server. The 

data retrieved included details of Xiaomi Speaker device bound 

to the app, enabling the extraction of deviceId, sn, and 

deviceSNProfile elements for the device, as shown in Fig. 4.

Fig.4. The device data returned by the request

Table.1. Information of materials and tools 

Type Name Version

Smart Speaker Xiaomi Sound -

Management APP Xiaoai Speaker v2.4 21

Emulator MEMu Play V8.0.2

Packet Capture Tool Fiddler v5.0.20204


	幻灯片 1

