Retrieving Cloud Conversation Records of Xiaomi Smart Speaker
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Abstract: Smart home devices, such as Xiaomi smart speakers, generate valuable cloud-based conversation records that can
serve as critical evidence in forensic investigations. However, accessing these records directly from the manufacturer's
servers is often hindered by encryption and restricted access. To address this challenge, we developed a method for
retrieving cloud conversation records from Xiaomi smart speakers by simulating the communication protocol. This
approach uses app backup data to reconstruct a protocol model that mimics the interaction between the app and the server,
enabling the extraction of cloud-stored conversations without requiring the app's login credentials or internet connectivity
of the source phone. Forensic examiners can leverage this technique to obtain relevant evidence while ensuring the integrity

of data on the source device.
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1. Introduction:

Current methods for acquiring smart home cloud data
require user credentials or SIM card access, limiting their
use when such information is unavailable. We propose a
new approach using app backup data to simulate app-
server communications, enabling cloud data extraction
without credentials or SIM cards. The method's workflow
is shown in Fig.1.
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Fig.1. Diagram of Method Implementation

2. Materials and Tools:

By analyzing network packets with Fiddler and replicating
app operations on an emulator, the method extracts data
while preserving device integrity. We demonstrate this using
Xiaomi smart speaker conversation records via protocol
simulation. Details of materials and tools are in Table 1.

Table.1. Information of materials and tools

 SmartSpeaker  XiaomiSound -

3. Methodology

3.1 Request Monitoring- Identify Key Elements

Install the Xiaoai Speaker app on the emulator, log in to the
account, launch Fiddler, retrieve conversation records
through the app, and analyze the corresponding data
requests in Fiddler . The intercepted request content is

shown in Fig.2. The cloud server URL, userlD, serviceloken,

deviceld, sn, and deviceSNProfile are all essential elements
for constructing the simulation protocol.

GET

https://userprofile.mina.mi.com/device profile/conversation?timestamp=1655713129099&1limit=20&requestIid=QuhgolEGp8ukl
gX2M4gA HTTP/1.1

User-Agent: MICO/AndroidApp/@SHIP.TO.2A2FEOD7@/2.4.10

Host: userprofile.mina.mi.com

Connection: Keep-Alive

Accept-Encoding: gzip

Cookie: userId=910036666;
serviceToken=7H56ukNFkPwgXs6C6AYNzLLCPpG8+4YPmbINufSTBV7UWIgzjCZAU+zrjk0SoIvhsw+kCy¥GhcdWgNo52uhCfyDOrR+JhC0Sz55RvsnT
Cg+zvvvaAtlgc6QgpiocoohDbSKhLxtLVvOmMSDAPpwtAVTIBgvokKQ8tfuXxS2woHPIYDdSa+Yv38BHNQKBZL7gPeXfuYLie 7ToPgA8n6FJrBPLCDQ==;
userId=910036666; deviceld=elbb6lfc-577d-45d4-af70-dfa914a129f5; deviceIld=el5b6lfc-577d-45d4-af70-dfa914al129f5;
sn=28605/A0R800651;
serviceToken=7HS56UKNFKkPwgXs6C6AYNnzLLCpG8+4YPmbINUfSTBV7/UWIgzjCZAU+zrjk0S0o9vhsw+kCyYGhecdWgNo52uhCfyDOrR+JhC0Sz55RvsnT
Cg+zvvvaAtlgceQgpiocoohDbSKhLxtLVvQmSDAPpWEAVTBgVvokKQ8tfuXxS2woHPIYDASa+Yv38BHNQKEZL7gPeXfuYLie7ToPgASn6FJrBPLCDQ==;
deviceSNProfile=eyJzaWduljoiM2Q40DMwY2E4MDgwZDJ1INJQzN2RjZWQWYTViOGM4ANTE3Nzhl1YjY¥0ZmIyMzg0YTB)YWRkODBhMGMOM2QyY2JKkMCIs
InNuIljoiMjg2MDUVQTBSODAWN]UxIn0=; Sn=28605/A0R800651;
deviceSNProfile=eyJzaWduljoiM2Q40DMwY2E4MDgwZDJI1INFQzN2RJZWQWYTViOGMANTE3Nzh1YjY0ZmIyMzg0YTB] YWRkODBhMGMOM2QyY2JkMCIs
InNuIjoiMjg2MDUVQTBSODAWNjUXIN0=

Fig.2. GET request command intercepted by fiddler

3.2 Search and Communication— Find Out All Key
Elements

(1) Local Search

We matched request data with ‘com.xiaomi.mico’, the
'Xiaoai Speaker' app's expanded backup. For instance,
searching for "userld" (e.g., 910036666) located the
miliaosdk database, where XIAOMI ID and

SERVICE TOKEN in the USER ACCOUNT table
corresponded to userld and serviceloken, as shown in Fig.3.

UUID XTAOMI_ID  SERVICE_ TOKEN

543548806 910036666 S001 C4pKvn+p+nTCOU115BbZpeAblsK4aAliRdh5eHMoqg2aoX1+8IWt2zKgdFtTOr+RT
Fig.3. Data in the USER _ACCOUNT table

(2) Get request for more information

After obtaining stable user-related elements locally, a simulated
GET request was constructed using the userld and serviceToken
to retrieve device-related information from the cloud server. The
data retrieved included details of Xiaomi Speaker device bound
to the app, enabling the extraction of deviceld, sn, and

deviceSNProfile elements for the device, as shown in Fig. 4.

{"code":0,"message":"Success","data": [{"devicelID":"9197a6eb-3547-4771-b0f0
712a8£c303d8", "serialNumber":"34471/A1T238416", "name" : "Xiaomi
Sound","alias":"XiaomiSound", "current":false, "presence":"offline", "address
""221.223.199.92", "miotDID":"501578339", "hardware" :"L16A", "romVersion":"1
.76.11","capabilities": {"multiroom music":1, "content blacklist":1, "school
imetable":1,"user nick name":1,"night mode":1,"player pause timer":1, "dia
log h5":1,"child mode 2":1,"stereo mode v2":1,"voip signal":1,"ai instruct
ion":1,"classified alarm”:1, "mesh":1,"ai protocol 3 0":1,"voice print mult
idevice":1,"child mode":1, "night mode detail":1, "baby schedule":1,"tone se
ting":1,"earthquake":1,"alarm repeat option v2":1,"nearfield relay":1,"xi
aomi voip":1, "nearby wakeup cloud":1,"continuous dialogue":1,"bluetooth op
ion v2":1,"answer tone":1,"stereo mode":1l,"mico current":1,"yunduantts":1
y"voip used time":1},"remoteCtrlType":"", "deviceSNProfile":"eyJhdWRpbl9yZW
xheVI9pZGlfdmVyc2lvbiI6IjIlIiwiYXVkaWofcmVsYX1fbWlsaWSrX3Z1lcnNpb24i0iIxMjAQ

Fig.4. The device data returned by the request

4. Acquiring Conversations

After obtaining all the essential information, we can use
these elements to construct a GET request script to send to
the Xiao Ai Speaker server. By doing so, we can retrieve
the conversation records. This script is similar to Fig.2.
The script targets the server userprofile. mima.mi.com, and
part of the conversation returned by the server is stored is
shown in Fig. 5. We can see that there are conversations,
timestamps, and so on.

{"EinesEanp" : 1638797033103, "recordGroup™: "{\"xiaoai\": {(\"instructions\":\"[{\
\\"header\\\": {\\\"namespace\\\" :\\\"NIp\\\", \\\"name\\\":\\\"StartAnswer\\\"
p VAN TTANNA "SR T EOdb8ab34ad4902b22ab43c65kcTdi2X A X" A X\ "dialeg 1d\AA" A\ \"a3
c867eale324dd2ac8320038c858671\\\"},\\\"payload\\\":{}}, {\\\"header\\\": {\\\"
namespace\\\":\\\"Execution\\\", \\\"name\\\":\\\"InstructionControl\\\",\\\"1i

d\\\NT N\ Y eed953t e 34d94aYFadl fbeldbdSeiFddN N WA\ Ydialeg ad\ N\ \\\¥a2eclclea
1e324dd2ac8320038c858671\\\"}, \\\"payload\\\": {\\\"behavior\\\":\\\"INSERT FR

ONT\\\"}}, {\\\"header\\\": {\\\"namespace\\\":\\\"Template\\\", \\\"name\\\":\\
\“Toast\\\",\\\"id\\\":\\\"c4baab6207204290b3502f2fde00655b\\\",\\\"dialog_id

\\\":\\\"a3c867eale324dd2ac8320038c858671\\\"}, \\\"payload\\\": {\\\"text\\\":
\WAERFEARE B9 s 23 5\ \\", \\\ "I\ \ " A\\"JLA 7N, \\\"display\\\": {\\\"£

! !

Translation: It's 9:23 p.m Translation: What’s the time

Fig.5. The conversation data returned by the request
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