
ForensicGPT: Enhancing and Standardizing Digital 
Forensic Capabilities with RAG㎿Based LLMs

Digital forensics is a multidisciplinary field requiring extensive expertise across 
various domains. However, investigative quality often varies due to differences in 
investigator capabilities, leading to inconsistencies in artifact interpretation, 
timeline generation, and report writing. Addressing this challenge, ForensicGPT 
integrates a Retrieval㎿Augmented Generation ㏙RAG㏚ approach into a Large 
Language Model ㏙LLM㏚, enabling continuous updates with the latest forensic 
knowledge.
ForensicGPT enhances digital forensic investigations by delivering expert, 
consistent responses to investigators, regardless of their experience level, 
through a trusted knowledge repository. Additionally, it interprets unstructured 
data from various forensic tools, converting it into standardized formats to 
automate timeline generation and report creation. This not only mitigates 
investigator capability disparities but also ensures smooth transitions to newer 
LLM models while improving forensic report processing. Evaluations demonstrate 
that ForensicGPT has significant potential to enhance the reliability and 
consistency of digital forensic investigations.

Introduction
1. Crawl Data Recurively From the Base Domain using Selenium㏝1㏞
• Base Domain 

• Forensics Wiki ㏙Web㎿based Information Sharing Platform㏚
• Non㎿Base Domain

• Official Documents ㏙Microsoft, Exterro, Magnet Forensic…㏚
• Tool㎿Related Data ㏙Github, Mitec, Code.google…㏚
• Conference㖈Journal Data ㏙DFRWS, Digital Investigation...㏚

2. Construct Knowledge Repository ㏙Vector DB㏚ using FAISS㏝2㏞

Vector Database Generation

그림1.svg

ForensicGPT Implemantation
1. Professional Q㖈A on Digital Forensic Knowledge 

• Input: User query 㚉 Additional Data ㏙XLSX, PDF…/Optional㏚

2. Timeline and Report Generation
• Input: Analysis Report Data ㏙PDF, TXT㏚ 
• 2㎿1. Timeline Generation 

1. Professional Q㖈A on Digital Forensic Knowledge
• ForensicGPT achieved an average BLEU score of 0.5965, outperforming
GPT㎿4 ㏙0.2705㏚, Claude 3.5 ㏙0.2325㏚, and Gemini 1.5 ㏙1.900㏚

3. Report Generation
• Evaluation was conducted through a survey of 20 experts based on six questions

• Suitability of Request Information, Analysis Requests, Evidence Accuisition,
Procedures, Evidence Analysis Procedures, Incident Details, and Accuracy

• Each question was rated on a scale of 㐱Very Insufficient㐲,  㐱Insufficient,㐲
㐱Average,㐲 㐱Sufficient,㐲 and 㐱Very Sufficient㐲, with scores assigned from 1 to 5
respectively
• Evaluation revealed that, on average, approximately 75㚠 of the participants found

the standardized reports generated by ForensicGPT to be useful

Evaluations

2. Timeline Generation
• Evaluation was conducted through a survey of 20 experts
• Compared the events that experts considered important with the

timeline generated by ForensicGPT for a total of 34 events
• Experts evaluated 95.8㚠 of the events included in timeline generated by
  ForensicGPT as necessary

• 2㎿2. Standardized Report Generation

㏝Example of Professional QnA on Digital Forensic Knowledge㏞

㏝Example of Generated Timeline㏞

㏝Example of Standardized Generated Report㏞
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