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One of the main questions in criminal investigations—and thus in digital forensics—is Dendrochronology

"When did the event happen?". But this is one of the core questions for other sciences

as well, e.g. archaeology. There, two types of "chronological dating" are typically Trees form tree rings, which can be seen in a section of

distinguishea: the tree and vary in thickness over time due to climatical ¢
®* Absolute Dating: Determining the age of an event/action/etc. in numbers conditions [4]. Based on shared tree ring patterns, various
® Relative Dating: Determining the chronological order of events/actions/etc. pieces of wood from overlapping time periods can be

This poster presents concepts of archaeological dating methods and relates them to used to create 4 master chronology N wan then be used s @ /i
to match tree ring patterns of additional pieces of wood AR g% 4

Correspondw?g methods in digital for.er.13|.cs. The list of datmg methods and_concepts onto it Troo ngs of 2 bald ch3
does not claim to be complete. But it is intended as a starting point for a discussion [10]
about chronological dating in digital forensics!

Base Concepts of Chronological Reasoning

Relative Dating is typically based on observation of

chronological relationships between events or periods, e.g. o A
. | o | = (L
® ferminus post quem: event a (minting of coin)
cannot have happened before event b (accession of A 5 C
emperor) because emperor’s face is minted onto A

the coin Possible chronological sl T
® terminus ante quem: event a (building of house)  relationships: A = unrelated, ‘ o l L
must have happened before event b (eruption of B = successively, LSV W, } ”\FV“\J l
Vesuv), because the building was found covered by C = simultaneously [8, p. 36, AWV A
the eruption’s ash fig. 9] | } ] l
® "In same epoch": two objects share characteristics
of the same epoch | |
Such .ordermg .|s often inferred gwte informally, even thoggh the.re 1 Crossdating trees yields a master chronology of tree rings [7, fig. 1]
do exist formalizations for certain methods, e.g. the Harris Matrix for .
stratigraphy [8]: There, every stratum is displayed as a node with ! Similar dating concepts used in digital forensics:
connectlor.ls to other n.odes expressing their c?hrorllologlcal ordering: i . ] e Electric Network Frequency (ENF) Criterion [9]
® vertical connection: the upper stratum is (directly) later than | , | e Unclear whether there are any more. Do you know any other method?
the lower one 6
¢ horizontal double line: two strata are equal in age 5 Radiocarbon Dating
I
This way, archaeologistis create a "web" of events. Nevertheless, - 5
handling estimations and uncertainty of chronological ordering (with | ' Ao
this approach) is still an issue addressed by recent research [3] Y '4C is a non-stable isotope of carbon, which not
11 i ' &
Similar dating concepts used in digital forensics: . only decays, but Is also constantly being created £
e Hvoertimeline [& Exemplary Harris in the atmosphere and passed to all living :
. r a Ao
ypertimetine 9] Matrix [6, p. 176, organisms. But with death, the supply of newly R
® Time Anchors [13] fig. 37C], created '*C stops, so the previously constant s |
® Do you know any other methods® corresponding to level of C starts to decline. Thus, measuring the =3
schematic view evel of 140 n a dead , , N P
Sellan present In a dead organism permits L | | |
the start of the decay (and thus the time of death) 0 10000 20000 30000 40000 50000

Time (years)

. to be calculated. ~
Stratigraphy Exponential decay curve of *C [14,

p. 19, fig. 2.1]

Stratigraphy is a method to determine
temporal relationships between two strata,
which are sediment layers or interfaces
between them [8]. It is based on interpreting

Similar dating concepts used in digital forensics: Unclear. Do you know any?
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