o SUNGKYUNKWAN
» UNIVERSITY

S

A StuEy on the Recovery of Damaged iPhone
Hardware Exhibiting Panic Full Phenomena

@ Sunbum Song, Hongseok Yang, Eunji Lee, Sangeun Lee, Gibum Kim
Sungkyunkwan Univ.
( Presenter : Eunji Lee } \
e o o (o
:
2025APAC K

72DFRWS



o SUNGKYUNKWAN
» UNIVERSITY

c®

CONTENTS

2 3 4

Introduction Background Experiment Conclusion




7ZDFRWS

@ Introduction

01 Research Background and Motivation

02  Research Motivation and Objectives

03 Contribution

K. SUNGKYUNKWAN
o) UNIVERSITY



K SUNGKYUNKWAN

. UNIVERSITY

01 Research Background and Motivation

® Challenges in Data Acquisition from Damaged iPhones

« Damaged devices frequently appear in forensic labs (water, impact, fire).

« Traditional recovery:
Chip-off - Remove flash memory and read data directly.

* Modern smartphones use hardware-based encryption — chip-off is no longer sufficient.

» Chip-transplantation = possible but high risk — High temperature exposure
— Miniaturized APs — difficult and costly

» Therefore, analysts increasingly focus on hardware repair and diagnostics to enable data recovery.
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® Panic-Full Phenomenon in iPhones

iPhones may enter a continuous reboot loop, “panic-full” when essential hardware
modules are damaged.

Panic-full occurs even if AP and flash memory are intact.
Device logs contain “Panic Full” reports used for diagnosis and repair.
Public tools exist, but not from a forensic perspective.

Panic-full prevents forensic data acquisition — major obstacle.

3:09 Wl T @

panic-full-2022-03-16-150715.000....

{"bug_type":"210","timestamp":"2022-03-16 15:07:15.00

+0330""os_version":"iPhone OS 15.4
(19E241)","incident_id":"E9QFCE457-0151-42F3-A1E4-393FB689A1B0"}
- » > > K _
"build" : "iPhone OS 15.4 (19E241)",
"product” : "iPhone11,6",

"socld" : "0x00008020",

"kernel" : "Darwin Kernel Version 21.4.0: Mon Feb 21 21:26:14 PST 2022;
root:xnu-8020.102.3~1\/RELEASE_ARM64_T8020",

"incident" : "EQFCE457-0151-42F3-A1E4-393FB689A1BO",

"crashReporterKey" : "9f3db3b795dceal32913ee72a8a46ba7008b41ch",
"date" : "2022-03-16 15:07:156.92 +0330",
"nanicStrina™ - "naniclepu 2 caller OxfffFFf02223a16¢):

Panic Full report
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02 Research Motivation and Objectives

® Research Gap : Panic-full issues have not been addressed academically
® Objective : Develop a diagnostic and recovery methodology for iPhones in panic-full state.

® Research Questions:
v RQ1: What modules are essential for normal data acquisition?
v RQ2: How can damaged modules be diagnosed?
v RQ3: Can module replacement resolve panic-full?

v RQ4: What methods can resolve unrecoverable panic-full cases?
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03 Contribution - WHE,

N\
@ Defines the minimum hardware combination required for data acquisition.
\

Improves diagnostic reliability by validating public panic-full data.

L

3>

l—O
o a‘i Scope: iPhones that can boot into panic-full (not total board failure).
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01 Structure of iPhone Logic Board ) DNNERIT

® Key Features

Since iPhone X (2017), adopted stacked logic board design
— Saved space and enabled integration of more components.

Logic board composed of two layers (upper & lower PCBs) — Connected through an interposer.
Microscopic edge contacts provide electrical connection between layers.

Connected modules use FPCB (Flexible Printed Circuit Board)
— Thin, bendable, essential for compact internal structures.
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02 Diagnosis of Damaged Hardware

® Forensic analysts use various diagnostic techniques:
» Microscope inspections (Fukami & Nishimura, 2019)

» Electrical tests (Kumar et al., 2021)
» Infrared and X-ray analyses (Thomas-Brans et al., 2022)

Among these, electrical testing using a multimeter is the most common.

 Diode Mode
v Applies a small current and measures voltage drop.
v" Normal diode — Voltage drop one way, “OL” (Open Loop) the other.
v' Damaged diode — “OL” both ways (no current flow).

« Continuity Mode

v" Beep sound = circuit connected.
v' “OL” = broken circuit. (References: FLUKE, 2024; Geier, 2011)

10
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03 Hardware Recovery

® Two primary hardware recovery methods are used in digital forensics:
» Chip-off technique (Breeuwsma et al., 2007):

— Physically removes the flash memory from a damaged device.
— Reads data using a memory reader.
» JTAG method (Blackman, 2015):
— Extracts data via debugging ports even from burned or shot devices.

— Proven effective across devices — e.g., Amazon Echo (Lorenz et al., 2023).

® Modern devices employ hardware-level encryption for secure data protection:
» Bitlocker / Veracrypt / Apple’s Secure Enclave

® Limitation : This make chip-off alone insufficient for data acquisition

“Forensic focus has shifted to preventing further damage and repairing hardware”

11



oK SUNGKYUNKWAN
»  UNIVERSITY

Insert Logo Here

®

Experiment

@ 3 01 Experimental Design

02 Scenario and Result

7ZDFRWS



K SUNGKYUNKWAN
) UNIVERSITY

01 Experimental Design

® Experimental Setup and Device Selection
* The experiments were conducted using iPhone 11, 13 Pro, 14 Plus, 14 Pro, and 15 Pro running

various iOS versions.
« Supporting equipment
— Board heater — for separating stacked logic boards.
— Hot air gun — for removing IC components.

— Soldering iron — for jumper-wire connections and rework.

No Device type Manufacturer Model OS version Misc.

1 Smartphone Apple iPhone 11 15 Stacked logic board
2 Smartphone Apple iPhone 13 Pro 16.4.1 Same as above

3 Smartphone Apple iPhone 14 Plus 17.4.1 Same as above

4 Smartphone Apple iPhone 14 Pro 18.3.2 Same as above

5 Smartphone Apple iPhone 15 Pro 17.2.1 Same as above

6 Board heater AiXun iHeater Pro - For board separation
7 Hot air gun HAKO FR-810B - For chip-off

8 Soldering iron METCAL MFR-1160 - For jump re-soldering

13
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® Experimental Scenarios

No

Scenario objectives

Summary of tests

|dentify essential hardware module

Disconnected modules from the logic board and observe for panic-full be
havior

|ldentify diagnostic information

For panic-full logs collected in Scenario 1, analyze and compare the log t
o existing diagnostic methods

Resolve panic-full issue with replaceme
nt of essential modules

Replace essential H/W modules with functioning modules from an identic
al model and observe for panic-full behavior

Resolve panic-full issue with circuit-lev
el repairs of logic board

Assume damage to the logic board module connectors, diagnose damag
e using a multimeter, and identify circuit bypass routes

Determine necessity for logic board rea
ssembly

Identify possibilities for not reassembling logic board after connecting es
sential modules, and observe for panic-full behavior in due process

14
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® Scenario 1. Identify essential hardware module - Module Disconnection Test
* Purpose : To determine which modules trigger panic-full behavior when disconnected.

* Method
— Disassemble test devices.
— Sequentially disconnect modules (USB, proximity sensor, etc.).
— Observe system response (normal boot vs. panic-full).

« Observation: Checked whether the device booted normally or entered panic-full mode.

10:03 T e

<{  panic-full-2025-04-23-100048....

imestamp":"2025-04-23 10:00:48.00
n*:“iPhone 0S 16.4.1
nstalled":0,"incident_id":*30BDO0E4-7AC4-4132-
10"}

os va 4.1 (20€252)",

cident” 30500054 7ACA-4132-BFA2-3DAACI1AI91D",
“cri ashﬁepo terKey" 2543782|6391c838|ﬂedﬁe|8963eccdaﬂ750861
“Darwin Kernel Version 22.4.0: Mon Mar 6 20:43:00 PST 20%
5~1RELEASE_ ARMGA _T8110%,
10:00:48.31 +0900",
(cpu O calle o mlmmawa 2¢): SMC DANIC

) 190\nS. sensor ar ayO 6 5 0xD, 0XB0O, 0¥0, 0x0,
ay 0 is 0x0\nin - Misc(2) OUTBOX1 not
cpp:262: 0, SMC BSC fai

spreadsheet 9(107190\8 sensor array 0 - 6 is 0008000000
0x0, Ox0\nF.sensor array 0 is 0x0\n\n\nRTKit: RTKit-2062.100.81.release
Client: AppleSMCFirmware-. 3424.102.1.d63.REL\n!UUID.
85fd5a12-7593-3582-9671-b331a2e9526a\nTime:
0x000000010c3abfa2\n\nFauiting task 2 Call Stack: 0x000000000004
469 fc 0 7

c
b8 0: 1808 1268
34ff4 hinook ASC Async e
info: \nl2c_err_sts , 12¢_err_adr
12¢_err_inf _err_sts

fed_err_sts 000000000000000000 mmu err_sts
d

(0)\n Inbox AKF_KIC_INBOX_ CTRL o 00020001, AKF_KIC_MAILBOX_
0x11111101\n Outbox AKF_AP_OUTBOX_CTRL = Oxi 0002000
AKF_AP_MAILBOX_SET = 0x00000000\n\n dir endpoint  timestam

device disassembly logic board connection behavior observation

15
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02 Scenario and Result

® Scenario 1. Identify essential hardware module
* Result

— Modules linked to panic-full events:
v' USB (Lightning)
v Proximity sensor
v Wireless charging
v" Power module

— Required module combinations vary by iPhone model.

oty oy | Floamy | Wreless a0 | poer moaue
iPhone 11 Essential Not essential Not essential Essential
iPhone 13 Pro Essential Not essential Not essential Not essential
iPhone 14 Plus Essential Essential Essential Not essential
iPhone 14 Pro Essential Essential Not essential Not essential
iPhone 15 Pro Essential Essential Essential Not essential

16
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® Scenario 2. Log and Error Correlation

Purpose : Correlate panic-full logs and error
codes with simulated damaged modules.

Method :

Analyze logs collected in Scenario 1.

Match error codes to specific module failures.

Compare with public diagnostic data.

) iDevice Panic Log Analyzer File Edit Help

log string

Overview | Memory | Processes

Panic String

panic(cpu 1 caller Oxfffffff021c72e2¢): SMC PANIC - ASSERTION
FAILED: target/d63/target.cpp:262: 0, SMC BSC failure, spreadsheet
ver(*10) 190

S.sensor array 0 - 6 is 0x0, 0x800, 0x0, 0x0, 0x0, 0x0, Ox0

F.sensor array 0 is 0x0

- Misc(2) OUTBOX1 not ready

ASSERTION FAILED: target/d63/target.cpp:262: 0, SMC BSC failure,
spreadsheet ver(*10) 190

S.sensor array 0 - 6 is 0x0, 0x800, 0x0, 0x0, 0x0, 0x0, Ox0

F.sensor array 0 is 0x0

RTKit: RTKit-2062.100.81.release - Client:
AppleSMCFirmware-3424.102.1.d63.REL

1UUID: 85fd5a12-7593-3582-9671-b331a2e9526a
Time: 0x000000010c3be83c¢

Possible Issues
Charging Port Flex
NAND

Wi-Fi Module

diagnosis result

Import Mode

panic-full-2025-04-23-095730.000.ips
2025-04-23 27 12:57:30

() Prevent iTunes Launch

SUNGKYUN KWAN
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Resulit
Detection ke Tool results Log keyword
Model
ode DETmeEgEe) mesl yword (Test) (Possible Issues) (repair.wiki)
USB Prs0 Charging Port Flex Power PrsO or Mic1
Button Flex
11 |Power button mic2 Charging Port Flex Power .
Button Flex
USB+Power button mic2, Prs0 Charging Port Flex Power |
Button Flex
13 Pro |USB 0x800 NAND Wi-Fi Module Cryst| s, 54
al Interposer
USB 0x100000 |NAND Crystal Interposer [0x100000
proximity sensor 0x200000 [NAND Crystal Interposer [0x200000
USB + proximity sensor 0x300000 [NAND Crystal Interposer |-
wireless charging module 0x400000 |NAND Crystal Interposer [0x400000
14 Plus [USB + wireless charging module [0x500000 |NAND Crystal Interposer |-
wireless charging module + prox | ¢,,500  [NAND Crystal Interposer |0x600000
imity sensor
USB + wireless charging module |, 764000 |NAND Crystal Interposer |-
+ proximity sensor
proximity sensor 0x80000 NAND Crystal Interposer |0x80000
14 Pro [USB 0x40000 NAND Crystal Interposer |0x40000
USB + proximity sensor 0xc0000 NAND Crystal Interposer |0xc0000
USB 0x100000 |NAND 0x300000
proximity sensor 0x200000 |Proximity Sensor 0x200000
USB + proximity sensor 0x300000 [Charging Port Flex -
wireless charging module 0x400000 |Wireless Charging Coil 0x400000
15 Pro |USB + wireless charging module [0x500000 |NAND 0x700000
ywr_eless charging module + prox 0x600000 W|re!e§s Charging Coil + 0x600000
imity sensor Proximity Sensor
USB + wireless charging module 0x700000 Wireless Charging Coil + |

+ proximity sensor

Charging Port Flex

17
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02 Scenario and Result

® Scenario 3. Resolve panic-full issue with replacement of essential modules
* Purpose: Test data acquisition after replacing damaged modules.

* Procedure: Replaced damaged components with functioning ones.

* Result
* Message displayed - “Unable to determine if your iPhone module is a genuine Apple part.”
« However, No panic-full events or abnormal shutdowns occurred.

» Data acquisition completed successfully.

8:21 4

Important Display Message

Unable to d ine if iPh display i . .
g;:l;:;ip:::rpn;:f' your iPhone display is a 2552587

v = n
Face ID Issue Detected
There's an issue with your iPhone's ability to
eeeeeeeee . /, N
< R k oo Stop
Lap1

Important Battery Message
Unable to determine if your iPhone battery is a
genuine Apple part.

266:2683 = ]

o 18
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® Scenario 4. Resolve panic-full with circuit-level repairs of logic board

» Objective : to identify a solution for cases where module replacement did not resolve the panic-full
issue. Assume damage to the logic board connectors, diagnose damage using a multimeter, and
identify circuit bypass routes

 Method:
* Removed individual components from the module using a hot air blower.
» Checked if removal triggered panic-full behavior.
» |dentified critical components responsible for the malfunction.
» Performed multimeter tests to trace electrical paths.
* Reconnected paths and verified system stability.

ERREEIDPOTENES HHging electric paths finding new paths creation
(proximity sensor) 19
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02 Scenario and Result

® Scenario 4. Resolve panic-full with circuit-level repairs of logic board
* Result 1 - USB Module
iPhone 11
— Removal of the microphone component in the USB module — panic-full event.
— Pads 4 and 7 on the PCB are electrically linked to USB connector pins.
— These pins connect to capacitors, a filter, and finally the Power Management Unit (PMU) .
— Disruption of this electrical path — panic-full event.

Microphone component of PCB pads after chip-off Model 11 13 Pro | 14 Pro 15 Pro
iPhone 11°s USE module I F Error code | PrsO | 0x800 | 0x1400000 | 0x1000000

Mic component

USB connector pin of |Phone 11 e
electrical path to filter |Phone 11

|1 =3 I (1433 Au

Mic’s PCB pads

20
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® Scenario 4. Resolve panic-full with circuit-level repairs of logic board

* Result 1 - USB Module
— Same issue confirmed in iPhone 13 Pro / 14 Pro.
— Diagnosis: Diode-mode multimeter test identifies damaged filters.

iPhone Model 11 13 Pro 14 Pro 15 Pro

Diode expectation 0.274 0.663 0.395 0.630
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02 Scenario and Result

® Scenario 4. Resolve panic-full with circuit-level repairs of logic board

» Result 2 - Proximity Sensor Module
— Removing the IC component of the proximity sensor — panic-full event.
— Error value in Panic String: 0x1800000.
— Circuit path: Logic board connector — Proximity sensor — Ambient light sensor — Control IC.
— Solution: connecting these jumper points to the terminal of the proximity sensor connector on
the logic board - Restores normal operation and allows forensic data acquisition.

iuuu.:  ICH Y T e : & :
N Jumper 1= 4 g e | B R L
'.‘4 p0|nt { Y A 3 : 8 "- . <
: 4 “ 4 a I i .l sSseTmoew
[ : . p ": . N d -3 t

- ]
{ llll-nu.e- u ISITIEERE NS

0w, m
Mm: =
o

[
( @\ -ll 'ﬂlU

ﬂ ”I“‘« b . ;

.: EEENENEEENE \. .
Connecting the logic prOX|m|ty sensor
umper point connector

Application 8
Processor

Proximity sensor prOX|m|t sensor | jumper pomtfor :
mogule conn)éctor 14 Pro, 15 Pro board

22
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02 Scenario and Result

® Scenario 4. Resolve panic-full with circuit-level repairs of logic board

» Result 3 — Wireless Charging Module
— For the wireless charging module, jumper points are more complex.
— Linking the connector and interposer with a breadboard also resolves the panic-full problem.
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Wireless charging jumper point in the interposer for Connecting the logic board uinterposer
module connector 15 Pro jumper point and wireless charging

module connector of 15 Pro
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02 Scenario and Result

® Scenario 5. Determine necessity for logic board reassembly

» Purpose: Test whether reassembly of upper & lower logic-board s
parts is required after separation. Phone 13 Pro
* Findings: <ol T
» iPhone 15/ 15 Plus: Battery terminal + PMU supply power w
through the inter-board connection — Reassembly essential. N e
* iPhone 15 Pro / Pro Max: Wireless-charging module located on .

lower board — Reassembly required.
» Other models: Data acquisition possible without reassembly;
only AP + essential module connectors needed.

TEOE MY N
AHEALO| iPhone# O] HEE[O] +5O= SOISAL} (
FEO X =@tk

9| iPhone0f t R GIOJE] TY 4R iCloudo]
H

iPhone0j T8} 2. Woio) O] AFE{O) MATL] 22 wel:

iCloud™fl 2025-04-17 2% 557

Model(release) Reassembly not required Reassembly required :
15 (2023) 15, 15 Plus, 15 Pro, 15 Pro Max .
14 (2022) 14 Pro, 14 Pro Max 14, 14 Plus

13 (2021) 13, 13 Pro, 13 Pro Max, 13 Mini
12 (2020) 12, 12 Pro, 12 Pro Max, 12 Mini
11 (2019) 11 Pro, 11 Pro Max 11

X (2017 -2018) X, XS, XS Max

24
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01 Key Findings and Proposed Recovery Procedure. « . .«

1. Essential Modules

Not all logic-board modules are required for data acquisition.

Only certain modules (USB, Power, Proximity Sensor, Wireless Charging) are essential.
Missing any of these triggers a panic-full event.

Panic-full logs help identify malfunctioning modules (via Panic String error code).

Normal .
Log Module Panic Full - Fort_an-s_lc
Analysis - Replacement > Check ~\_ acquisition

y

............................................................................................................................................ A A
: Suggested procedure Panic Full
. ) Component
: Replacement
Yes
: Y
Consider . No Jump point ¢ No Defective component ¢ oL Electrical Normal
Transplantation exist Replacement? Test

Yes Abnormal

» Create jump path

26
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01 Key Findings and Proposed Recovery Procedure. « . .«

2. Damage Types and Solutions

Tearing of FPCB modules — solved by replacing the module.

Connector/filter damage on logic board — requires circuit-level diagnosis using a multimeter.
If PCB pads intact — repair or jumper-wire bypass restores function.

If pads or jumpers unavailable — apply chip-transplantation (AP + flash memory transfer).

Normal .
Log Module Panic Full - Fort_an-s_lc
Analysis - Replacement > Check ~\_ acquisition

y

............................................................................................................................................ A A
: Suggested procedure Panic Full
. ) Component
Replacement
Yes
: Y
Consider . No Jump point ¢ No Defective component ¢ oL Electrical Normal
Transplantation exist Replacement? Test

Yes Abnormal

» Create jump path

27
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® When USB module damage prevents data communication:

 Perform diode test on USB connector pins.

* Normal condition: multimeter readings match Table 9.

 Damage condition: “OL” reading appears.

* |In case of “OL” inspect and, if needed, replace:
- USB connector, and/or § E o
- USB Switch IC

v" iPhone 11 — U6300
v" iPhone 13 Pro/ 14 Pro — U9300
v" iPhone 15 Pro — U9500

Model D+ diod((aV%Tgectation D- dioie( Sglr:)ectatio 2
iPhone 11 0.656, 0.666 0.656, 0.664, é
iPhone 13 Pro 0.4930, 0.508 0.486, 0.509
iPhone 14 Pro 0.577, 0.660 0.587, 0.661 ad
iPhone 15 Pro 0.728, 0.720 0.725, 0.730 |phone 1 »
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® Novelty
» First study addressing panic-full issues on iPhones from a digital forensic perspective.

® Contributions
 Identified that only a subset of modules (USB, power, proximity, wireless charging) trigger panic-
full events.
« Reconstructed panic-full phenomena and collected diagnostic logs.
* Improved reliability of forensic diagnostics by comparing with public data.
* Proposed a model-specific list of essential modules and clarified when reassembly is required.
« Suggested jumper-point and circuit-level repair methods for damaged components.
« Developed an improved physical recovery procedure for cost-effective forensic data extraction.

® Limitations & Future Work
» Study focused only on hardware-related panic-full cases.

» Future work: extend to software-level failures (firmware corruption, kernel crashes) and broader
device coverage.

29
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