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Intro
Traffic analysis today

Client Server

Nowadays most network traffic is encrypted. Mostly utilizing SSL/TLSL
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Intro
TLS encryption prevents forensic insights

TLS encryption prevents forensic insights: 

W Monitoring

W Malware analysis

W API analysis

Client Server

TLS
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Last year we systemizedthe current 
state of knowledge in the field of TLS 
Key Material Identificationand 
Extractionin Memory 

READ ME

*Generated by ChatGPT
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Intro
Limited TLS library support & minimal TLS 1.3 adoption

Last year we systemizedthe current state of knowledge in the field of TLS Key 
Material Identificationand Extractionin Memory 

Á Limited TLS library support L

Á¢[{ мΦо YŜȅ LŘŜƴǘƛŦƛŎŀǘƛƻƴ ŀƴŘ 9ȄǘǊŀŎǘƛƻƴ Ƴƻǎǘƭȅ ǳƴǊŜǎƻƭǾŜŘΧ

Á For more details have a look at our paper or the original ones 

Á https://www.sciencedirect.com/science/article/pii/S2666281724000854

READ ME

https://www.sciencedirect.com/science/article/pii/S2666281724000854
https://www.sciencedirect.com/science/article/pii/S2666281724000854
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We are unable to extract the TLS key materials

é

Intro
Limited TLS library support & minimal TLS 1.3 adoption
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Intercepting the Key Derivation Function
Idea

²ƘŀǘΩǎ the Best Way to 
Extract TLS Keys from 
Live Memory?

*Generated by ChatGPT
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Secrets in Motion: Dynamic TLS Key Recovery

Decryption Keys TLS 1.2

Decryption Keys TLS 1.3

Fundamentals

Understanding the TLS Key Schedule
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Streamlined Identifcation of TLS Key Derivation Functions

Can We Automate the Detection 
of Key Derivation Functions?
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Intercepting the Key Derivation Function
Idea

Introducing: TLSKeyHunter

*Generated by ChatGPT



Formatvorlagen des Textmasters bearbeiten
Zweite Ebene

Á Dritte Ebene

ÁVierte Ebene

ÁFünfte Ebene

All Your TLS Keys Are Belong to Us: A Novel Approach to Live Memory Forensic Key Extraction06.11.2025 © Fraunhofer FKIEPage32

Streamlined Identifcation of TLS Key Derivation Functions
Introducing: TLSKeyHunter
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Streamlined Identifcation of TLS Key Derivation Functions
Introducing: TLSKeyHunter
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Live Memory Forensic Key Extraction
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Results: Key Derivation Identification
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Results: Key Derivation Identification

Key Derivation Fingerprint Extraction

TLS Libraries PRF Pattern HKDF Pattern

Botan SSL ṉ ṉ

BoringSSL ṉ ṉ

Bouncy Castle ṉ ṉ

GnuTLS ṉ ṉ

Golang crypto/ tls ṉ ṉ

Mbed TLS ṉ ṉ

RusTLS Ṏ Ṏ

NSS ṉ ṉ

OpenSSL ṉ ṉ

Schannel SSP ṉ ṉ

ΧΦ Χ Χ
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Details in the Paper:
https://dfrws.org/presentation/all-
your-tls-keys-are-belong-to-us-a-novel-
approach-to-live-memory-forensic-key-
extraction/
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Details in the Paper:
https://dfrws.org/presentation/all-
your-tls-keys-are-belong-to-us-a-novel-
approach-to-live-memory-forensic-key-
extraction/

Rust support  intro-
duced some issues, 
but manual verification 
confirmed our 
approach.
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Limitations

ÁReliance on manual identification of cryptographic parametersduring HKDF or PRF 

hooking

ÁTLSKeyHunter currently dependson manual parsing of library-specific SSL structures to 

extract the client random

ÁPlatform-agnostic design warrants validation on alternative platforms

ÁObfuscationof these TLS-Labels: Static fingerprinting phase would fail to locate the key 

derivation function, rendering the live hook ineffective
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Streamlined Identifcation of TLS Key Derivation Functions
Introducing: TLSKeyHunter

*Generated by ChatGPT*Generated by ChatGPT
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Conclusion

V TLS Labels offer a good anchor to identify the TLS key derivation functions

V Intercepting (hooking) them always results in the keys needed

We successfully showed ǘƘŀǘΧ
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Outlook

Á Extend the evaluation

Ámultiple architectures (e.g. x86-64,  ARM64)

Ámultiple operating systems (e.g. Windows, 

      Android)

Á Integration into

*Generated by ChatGPT


