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To forensically examine an unknown digital device, a method is proposed that involves to perform experiments
on an identical device and systematically derive information from the observed behaviour while performing
specific actions. We apply this method to the Thermomix TM6 from Vorwerk, a multifunctional kitchen appli-
ance. Using differential forensic analysis together with our method, we identify various forensic artefacts from
real-world use, e.g., timestamps when the system was turned on and logs of specific cooking actions like dough

kneading and cooking. We also observe inadequate data sanitization after factory reset. Other forensic artefacts
we found include Wi-Fi login details and account information for the Cookidoo online service provided by

Vorwerk to exchange recipes.

1. Introduction

Fuelled by the amenities of always-on connectivity, regular house-
holds are becoming increasingly digital and are flooded by numerous
“smart” or “intelligent” devices like door bells, picture frames or
cleaning robots. From an investigatory viewpoint, all of these devices
potentially store information that can be of relevance if a crime has been
committed within the household. The challenge for modern police work
is to (1) identify relevant sources of digital evidence and then (2) to
extract and interpret the stored data to give answers that are helpful to
investigators. Since the landscape of such smart gadgets is incredibly
wide, law enforcement regularly encounters devices that have not been
examined before. At this point, forensic computer scientists are faced
with the problem of analysing the device for the existence of forensically
relevant traces, a challenge that is extremely hard for appliances that
have not been analysed before.

An example of a class of devices that has been poorly or not at all
investigated to date is smart kitchen appliances. Because people spend a
substantial amount of time in the vicinity of kitchens while cooking or
eating, data store on devices in the kitchen can potentially be used to
investigate alibi or specific types of criminal modus operandi.

1.1. Related work

Within the general literature on the forensic analysis of smart
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devices, previous work has traditionally investigated network traffic and
forensic network analysis (Wu et al., 2019; Shin et al., 2020). The
literature also deals with the general challenges of IoT forensics (Servida
and Casey, 2019; Wu et al., 2021) or side-channel attacks (Sayakkara
et al., 2019). Getting access to data stored on these devices is often
cumbersome since decryption keys are often not available and the IoT
device performs encryption with hardware support (Zunaidi et al.,
2024). However, in many forensic analysis situations in practice, in-
vestigators do not only have physical access to a device but have also
obtained correct passcodes to log in. This is why it makes sense to
develop methods to increase the automation of digital forensic analysis
of heterogeneous unknown digital devices based on these assumptions.

Although some smart objects have already been examined in the
literature, there are still gaps in terms of devices and device classes that
could be investigated further. Traditionally, much related work focuses
on the forensic examination of means of transport such as bicycle
computers, e-scooters (Hilgert et al., 2021; Stachak et al., 2024) and
cars. In addition to means of transport, IoT devices that can be used in
the context of a smart home have also become the subject of in-
vestigations. These include smart relays (Fichhorn and Pugliese, 2024),
CCTV systems & IP cameras (Alshalawi and Alghamdi, 2017; Dragonas
et al., 2024), and smart speakers & displays (Li et al., 2019; Crasselt and
Pugliese, 2024). There are also forensic investigations of IoT devices
from the smart home sector under realistic scenarios (Servida et al.,
2023). In addition to such papers on IoT devices outside the kitchen,
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there is literature on smart refrigerators (Kebande et al., 2017). How-
ever, we are not aware of any other work which investigated a real
kitchen appliance from a forensic viewpoint.

1.2. Motivation

So, while individual smart kitchen appliances have already been
forensically examined (see Section 1.1), multifunctional kitchen appli-
ances have not yet been investigated to the best of our knowledge. The
general probability of encountering such devices in forensic in-
vestigations is steadily increasing due to the ever-growing number of
Internet of Things (IoT) devices (Vailshery, 2024) in general and smart
appliances (Statista, 2025) in particular. Such smart devices are often
used daily, and it is not always clear what data is stored on them.

The Vorwerk SE & Co. KG (Vorwerk) (Vorwerk (2025b) group of
companies is well known as a manufacturer of smart household appli-
ances in Europe and, according to its figures, had a global turnover of 3.2
billion euros in 2023. Of this, 1.3 billion euros were generated in Ger-
many and 1.6 billion euros in the rest of Europe. The company is best
known for two major product groups that are also available as smart
devices: vacuum cleaners and multifunctional kitchen appliances. The
kitchen appliance division Thermomix alone accounted for 54 percent of
the company’s turnover in 2023. Accordingly, these multifunctional
kitchen appliances are of essential importance to the company group.

To accompany the physical multi-cooker appliances in the Thermo-
mix series, Vorwerk offers the digital recipe platform Cookidoo and the
forum Rezeptwelt. In 2025, the forum rezeptwelt. de was the target of a
hacker attack (Kunz, 2025; Cemanovi¢, 2025), and an unknown person
offered three million data records on the darknet. In addition to one
million affected users from Germany, data from users in England, Spain,
France, Italy, and Poland was stolen. These high user numbers and the
attackers’ interest in this data emphasise the relevance and prevalence
of such kitchen appliances.

In this paper, we present a structured method to analyse unknown
digital devices. We employ hardware and software analysis methods to
analyse a specific and popular kitchen appliance, namely the Thermo-
mix TM6 (TM6) from Vorwerk.

1.3. Contributions

In this paper, we aim to describe a method that allows to systemat-
ically analyse an unknown device, taking the multifunctional kitchen
appliance Thermomix TM6 as example. We aim to answer the following
research questions.

1. Which forensic artefacts from our action sets can be found on the
TM6’s eMMC?

2. Can the artefacts be assigned to the individual action sets and the
actions contained therein using our approach and differential
forensic analysis?

Overall, the contributions of this paper to the research questions are
as follows.

e To the best of our knowledge, we are the first to have conducted a
forensic investigation of the Thermomix TM6.

¢ Using differential forensic analysis, we systematically and methodi-
cally examined the memory images of the TM6. We identified the
local artefacts belonging to the respective delta and thus to the
performed action sets.

Vorwerk has acknowledged our findings as part of a coordinated
disclosure process.
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1.4. Outline

First, we describe the basics of the Thermomix TM6 and the Cook-
idoo recipe platform in Section 2, followed by a presentation of our
methodology and approach in Section 3. Subsequently, we list our re-
sults in Section 4 and discuss our findings and their implications in
Section 5. Finally, we conclude the paper in Section 6.

2. Background

Carl Vorwerk founded the former carpet factory Vorwerk (Vorwerk,
2024, 2025b) in 1883 in Germany. The company expanded its product
range to include electronic appliances, adding vacuum cleaners in 1929
and kitchen machines in 1971. Vorwerk is known for directly selling its
products and is active in over 60 countries. In 2023, Vorwerk had 9127
employees and 94,231 independent consultants.

2.1. Thermomix TM6

The multifunctional TM6 kitchen appliance (Vorwerk, 2025c,
2025d) was launched in 2019 and features Wi-Fi 5 and Bluetooth 4.2
connectivity. Fig. 1 shows the black TM6 model (Vorwerk, 2022), which
was released in 2022 and which we examined. The special model is only
a visual variation, and the functionality corresponds to the standard
TMS6. It is operated via a 6.8-inch touchscreen and a rotary knob. The
TMS6 has a pot with a capacity of 2.2 L. and a blade head inside the pot. In
addition to classic blending, the pot can also be heated. The appliance
also has a temperature sensor and a loudspeaker.

2.2. Cookidoo

In addition to the Thermomix appliances, Vorwerk offers a digital
recipe platform Cookidoo with a subscription model and (2023) 4.7

Fig. 1. The Thermomix TM6 Sparkling Black with the Varoma steam cooking
unit on (Vorwerk, 2025a).
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million subscribers. The recipe platform provides official recipes that
can be downloaded to the Thermomix device as step-by-step in-
structions. Users can also modify existing recipes or create their own.
The recipes can then not only be downloaded to the Thermomix, but also
integrated into a weekly preview. In this preview, users can save recipes
for each day of the week. The recipe platform can be accessed via the
Cookidoo smartphone app, a web browser or the Thermomix itself.
Depending on the country, access via the web browser may be available
via other URLs (such as cookidoo. de, cookidoo. at, cookidoo. interna-
tional, and cookidoo.thermomix.com). Without a subscription, only the
ingredients and general information, such as preparation time, are
visible for existing recipes, but not the individual preparation steps.

3. Methodology

In this section, we will explain the methodology we used in the
forensic examination of the TM6. In order to examine such a previously
uninvestigated device and interpret forensic artefacts accurately, we
recommend purchasing a new device of the same design, systematically
generating usage traces on it, and methodically evaluating the artefacts
generated in the process. We base our methodology and structured
approach on the work of Eichhorn et al. (2024) and apply this to the
TM6. The investigation will therefore be carried out on a new Ther-
momix TM6 Sparkling Black from 2024.

3.1. Baseline Image

After unpacking the device, the initial digital image should be read
out as a baseline. To get access to the storage, we opened and dis-
assembled the device and identified the relevant hardware components.
The TM6 examined has a 16 GB eMMC (Kingston EMMC16G-TB29),
two 4GB DDR2 SDRAM (NT5CC256M16ER-EK), and an MPU (NXP
MCIMX6U5DVM10AD) with two ARM Cortex A9 cores. The components
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(b) Back view of circuit board

Fig. 2. Circuit board of the TM6 with eMMC (), SDRAM (M) and MPU (m).
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Fig. 3. X-Ray scan of the PCB with the eMMC pins.

described are mounted on a printed circuit board (PCB) labelled
NPVNWOTFE-10T behind the display. Fig. 2 shows both sides of the
circuit board with the components marked.

As this is a proprietary board layout for which no documentation is
publicly available, we had to use other methods to determine the pins
and contacts required to read the eMMC memory. Using a continuity
measurement, we identified the GND pins and contacts, but no others.
Due to the lack of information on the PCB’s power supply, we could not
connect an external power supply. Owing to the device’s design, con-
necting the contacts in the installed state is hard.

An obvious approach by Crasselt and Pugliese (2024) to determine
the contacts with an identical replacement PCB using an invasive pro-
cedure also had to be omitted, as no identical PCB could be purchased.
However, with the aid of an X-ray machine (Phoenix V|tome|x M300),
we could follow the internal conductor paths. Starting from the solder-
ing points of the eMMC, all pins can now be traced to a freely accessible
contact. Fig. 3 shows the X-ray image of the eMMC’s soldering points. Of
the data lines DO to D7, DO is sufficient for reading out at reduced speed.
The contacts VCC, VCCQ, CMD, and CLK are also required for readout.
The necessary contacts are marked and labelled in Fig. 4. In order to
connect the CMD contact, we had to carefully scrape off the top layer of
the PCB with a scalpel to expose the soldering point Fig. 5 shows the
exposed soldering point and the connected measuring tips at the CMD,
CLK, VCC and GND contacts. We used an EasyJTAG' Plus Box in
conjunction with the EasyJTAG Classic Suite software to read out the
eMMC memory. With the following settings within the software, the
eMMC partitions (except RPMB) could be read out: IO Voltage 2.8V, bus
width of 1 bit, and clock rate of 21 MHz.

1 https://easy-jtag.com.
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Fig. 4. Marked and labelled contacts DO-D7 (M), CLK (M), CMD (M), GND (m),
VCC (M) and VCCQ () of the TM6 circuit board for connection to the Easy-
JTAG Plus Box.

Fig. 5. Exposed soldering point (CMD) and connected measuring tips photo-
graphed under a microscope.

3.2. Creation of Test Data

In order to generate test data methodically, certain sets of actions
must be planned on the TM6 and then carried out. Each set of actions o;
should be kept as compact as possible and illustrate other functions and
uses of the device. Real recipes were cooked to reflect realistic use and
ensure the data is as realistic as possible. Some recipes are not freely

Forensic Science International: Digital Investigation 54 (2025) 301983

Table 1
Set of all state transitions ¥ = {cg;j|i€ {1, ..., 12}} and states Q that were
performed to generate test data on the TM6.

oyl qy Name Notes
q Baseline First image without further actions
Image
o/ q Connect First boot of device; connect to Wi-Fi
Wi-Fi
oy /qy Recipe Cooking recipe for the first time, uses of the
functions scale & mixing; Wi-Fi disabled
o3/ q3 Recipe Cooking recipe with Wi-Fi enabled
+ Wi-Fi
oyl qy Login First login on Cookidoo platform on the
Cookidoo device
o5/ qs Recipe Cooking recipe from Cookidoo; uses of the
+ Cookidoo  functions scale & mixing; Wi-Fi enabled
o6/ q¢ Recipe Cooking recipe from Cookidoo; uses of the
+ Heating functions scale, mixing, pre-cleaning, stir
& heating; Wi-Fi enabled
o7/ ¢q; Recipe Cooking recipe; Wi-Fi disabled; uses of
Dough the functions scale, dough kneading &
pre-cleaning; device was left on until it
switched itself off; powered on again for
pre-cleaning
og ! qg Recipe Cooking recipe with Wi-Fi disabled; uses
Aborting of the functions scale, mixing, dough
kneading & pre-cleaning; increasing of
mixing level while mixing & aborting mix-
ing and dough kneading while running
09/ qg Recipe Cooking modified recipe from Cookidoo;
Edited recipe was modified beforehand; uses of
the functions scale, mixing & pre-cleaning;
Wi-Fi enabled
o0/ g9 Recipe Cooking own recipe from Cookidoo;
Created recipe was created beforehand; uses of the
functions scale, mixing & pre-cleaning;
‘Wi-Fi enabled
o1/ q;  Update First initiated software update of device
o1n/q,  Factory Initiating factory reset on TM6
Reset

available because they were from the Cookidoo recipe platform; the
recipes are referred to differently below, and their preparation steps are
only listed where necessary. The result of each action set o; is the state g;.
An overview of the states and the necessary action sets we have executed
is shown in Table 1 and listed as o-notation. The number of action sets or
state transitions covers the device’s most common uses and functions.
Since no action set is required for the initial state qo, the set of all state
transitions must be specified with X = {07, ..., 012}. The set of all states
can be specified with Q ={qq, ..., q12}. The individual state sets are
designated as follows: Baseline Image (go), Connect Wi-Fi (q;), Recipe
(q2), Recipe + Wi-Fi (g3), Login Cookidoo (g4), Recipe + Cookidoo (gs),
Recipe + Heating (ge), Recipe Dough (g7), Recipe Aborting (gs), Recipe
Edited (q9), Recipe Created (q10), Update (q11) and Factory Reset (q12).
The action sets required to achieve this are explained in Table 1 with
notes.
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3.3. Differential Analysis

We resort to differential forensic analysis (Garfinkel, 2012; Garfinkel
et al., 2012) to evaluate the effects of each action set methodically. After
each action set, we read the eMMC storage according to the procedure
described in Section 3.1 and created an image for each state g;. Differ-
ential forensic analysis enables us to systematically determine the effects
of the action sets based on the differences between two images. We use
The Sleuth Kit (TSK)? and the Python script idifference2 .py" in
conjunction with the DFEXML? library to perform the differential forensic
analysis.

Following the notation of Dewald (2015) and Eichhorn et al. (2024),
we represent the set of all states and the set of all state transitions in a
finite state machine. The state machine is shown in Fig. 6, and labelled
with the names of the states. An image of each state has been created and
thus the detectable differences between a state g; and the previous state
gi—1 can be noted as §;. The set of all differences is named A = {6y, ...,
d12}.

When applied to two images of consecutive states, the idiffer-
ence? .py tool lists all paths within the delta that have changed. The
paths refer to directories or files, which can be created, deleted, and
renamed. The content and timestamp can also be changed. Accordingly,
the output of idifference2.py contains paths for directories and
files from five categories. All files unlikely to have anything to do with
the actions performed are filtered out of the output, and we checked the
remaining files manually. The number of files to be checked per §; € A
was between 41 and 3543 before and between 15 and 87 after filtering.

Recipe

Baseline + Cookidoo 69

image \ 40 | e,
Connect 0 10
Wi-Fi ¢
Recipe Recipe
+ Heating Created
Recipe 57 611
Update
Recipe 5 6 5 12
+ Wi-Fi :
Recipe Factory
Aborting Reset
Login ': 65
Cookidoo

Fig. 6. Set of all state transitions £ = {g;]i€ {1, ..., 12}} and set of all states
Q={qi|li€{0, ..., 12}} visualised as state machine including the set of all deltas
A={5lie{l, ..., 12}}.

2 https://www.sleuthkit.org/.
3 https://github.com/dfxml-working-group/dfxml_python.
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4. Results

In this section, we present excerpts of the results and examine the
partitions, file systems, configuration files, log files and blackbox files
found. We refer to files located in the blackbox directory as blackbox
files. General Linux-specific artefacts are only touched upon and our
focus is on the device-specific artefacts that were identified in the dif-
ferential analysis. The subsections on the individual files all refer to a
Btrfs file system.

4.1. Partitions

Following the procedure described in Section 4, we were able to read
six of the seven hardware partitions of the installed eMMC using the
EasyJTAG Plus Box. These include the partitions ROM1 (uarea), ROM2
(boot0), ROM3 (boot1), GP1 (gp0), GP2 (gp1) and GP3 (gp2). For the
RPMB (rpmb) partition, we received the error message EMMC RPMB is
not yet programmed (clear) or Error: RPMB General failure
(URL_RPMB_GENERAL) within the EasyJTAG Suite and were unable to
extract it.

Table 2 shows the hardware partitions with the labels specified in the
EasyJTAG software (Label HW), the labels used in the operating system
(Label OS), and further information. To avoid confusion, the Labels OS
are used below. The largest partition, uarea, with 13.10 GiB, contains
an LVM2 signature and thus splits the partition into two logical volumes
(LVs), plain_uarea and enc_uarea. The changes to the partitions for
each delta are listed in Table 3.

The boot0 and bootl partitions contain ARMv7 executable code,
are constant across all deltas, and are identical byte for byte.

The partitions gp0, gpl, and gp2 each contain a partition table in

Table 2
Overview over the partitions of the eMMC.

Label Size
HW Label OS MiB FS Type Notes
ROMI1 uarea 13,416 LVM2 LVM2 with 2 LVs
plain_uarea 3,069 BTRFS User data
enc_uarea  <7,700 LUKS1  Encrypted user data
ROM2 boote 4 - ARMV7 executable code
ROM3  boot1 4 - ARMV7 executable code
RPMB  rpmb 4 Not readable (EasyJTAG)
GP1 gp0 512 - Partition with GPT
gpopl 10
£pop2 1 SquashFS Some install scripts
£pop3 497 LVM2 LVM2 with 3 LVs

gpo-rootfs 117 SquashFS Root filesystem

gp0-appfs1 137 LUKSI1 Encrypted
gpo-appfs2 94 LUKSI1 Encrypted

GP2  gp1 512 - Partition with GPT
gplpl 10
gp1p2 1 SquashFS Some install scripts
gp1p3 497 LVM2 LVM2 with 3 LVs

gpl-rootfs 117 SquashFS Root filesystem

gpl-appfs1 137 LUKSI1 Encrypted
gpl-appfs2 94 LUKSI1 Encrypted

GP3  gp2 512 - Partition with GPT
gp2p1 1
gp2p2 10 Ext4 Some .blob files
gp2p3 497 LUKSI1 Encrypted
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Table 3
Overview over the changes for each §; € A: no change (0), partition
changed (@).
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GPT layout, and each contains three partition table entries. The partition
tables of the partitions gp0 and gp1 are identical, whereas the entries in
gp2 differ in size and type. The third entry in the partition table for gp0
and gpl, gpOp3 and gplp3, contains an LVM2 signature divided into
three LVs: rootfs, appfsl, and appfs2. The partitions gp0 and gpl
are constant for the subset of deltas A \{511}, and their partitions gpXp1l
and gpXp2 they contain, as well as the LVs rootfs, appfsl, and
appfs2, are identical to their respective counterparts.

Partition g2 is constant for the subset of deltas A \{51, 511}, and for
deltal, only the byte at offset 0x05 changes from 0x39 to 0x38 in the
partition gp2p3.

4.2. File Systems

In general, the TM6’s eMMC has six storage areas encrypted with
LUKS1 and three organised with LVM2. In addition to this, we were able
to identify four SquashFS, one Ext4, and one Btrfs file system (see
Table 2). The two LVs rootfs contain the actual mount point /. They
are each SquashFS file systems and contain corresponding information
about the operating system, such as the information from the file /etc/
os-release. The operating system is a non standard Linux distribution
Vorwerk Embedded Linux Distribution with the version number
1.0.0, the name dunfell and the kernel version 5.4 .210. Further-
more, standard Linux information such as the host name imx6gnwot
can be found. When extracting the user accounts from /etc/passwd, it
is noticeable that there are 16 users with the prefix nwot-, and they
have corresponding home directories/home/nwot-... However,

{"country_code”:"[CC]",
"enabled”: true,
"last_connected”:"”[SSID]",
"networks"”: [{"enc”:"WPA","”enc_enabled”:true,”
psk":"[PSK]","ssid":"[SSID]"3}1}

TRIAL"ACTIVE#2025-05-14T23:59:00Z2FULL : [EMAIL]B2025
-04-14T08:07:19JRZ?

Listing 1. Snippets regarding Wi-Fi credentials and Cookidoo account infor-
mation from two configuration files in config directory on plai-
n_uarea partition.

Forensic Science International: Digital Investigation 54 (2025) 301983

only the directory of user nwot-webkit is present in the rootfs,
which is empty of relevant files. The other two of the four SquashFS,
gp0p2 and gplp2, are mounted via /etc/fstab at the mount point
/tmp/manifest_mount. They contain individual pre- and post-install
scripts, JSON files, and manifest files. The file content of these files
suggests that gp0 and gp1 are used as primary and secondary partitions.

According to the TSK output, the Ext4 file system was last mounted at
/mnt/blobs and it contains twelve files with the file extension .blob.
These include interesting file names such as clientSecret.blob,
csiKey.blob, dmCryptKey.blob and Vorwerk.blob. The files
have no obvious file header and are between 80 and 1752 bytes in size.
We could not successfully use any of the files to decrypt any of the
LUKS]1 encrypted memory areas. However, the LUKS1 encrypted areas,
except for enc-uarea, only change during 611 (Update), so they are of
secondary importance for the examination. The following subsections
provide further details on the Btrfs file system.

4.3. Configuration Files

The config/settings and config/state directories contain
several files that provide information about the current settings such as
the speaker volume or Wi-Fi connection information. Listing 1 contains
snippets from the wifi-manager. conf and auth-manger. conf
files. They contain the Wi-Fi SSID, the Wi-Fi location settings, and the
status of the Cookidoo account stored on the TM6. In the displayed case,
it is a test subscription that is still active, and the login mail can be seen.
In our assumption, the second timestamp represents the time of the last
update of the Cookidoo account status.

4.4. Log Files

Unlike most Linux distributions, the log files from journald are not
stored in /var/log, but on the Btrfs partition plain_uarea in the
directory logs. Specifically, the log file of journald (system. journal)
is also the only log file available in this path. In addition to general Linux
events, device-specific events are logged. Listing 2 shows a few examples

Apr 14 10:05:20 imx6gnwot HardwareManager[627]:
PublishSystemData: {"BE-HW-Version
":"218169344" ,"BE-SERIAL-NO":"[BE-NO]", "BE-
SERIAL -NO-MASKED " : " [BE-NO-MASKED]" , , " COMM -
SECRET":"@","DEVICE-ID":"[DEVICE-ID]","DEVICE -
SERIAL-NO":"[DEVICE-NO]"," SERIAL -NO-MASKED":"
[DEVICE-NO-MASKED]","FE-SERIAL-NO":"[FE-NO]",6 "FE-
SERIAL -NO-MASKED " : " [FE-NO-MASKED]" ,"FE-SW-Version
":{"FE-SW-release_label”:"202309261610" ,"MAJOR
":4 "MINOR":0,"PATCH":63},"MAC-ADDRESS":"
EQ2DFOA77221" ,"UNIQUE-ID":"0000Qaae4edc71cde”,”
WIFI-DOMAIN":"@" ,"WIFI-OFFLINE":0Q}

Apr 16 14:45:35 imx6qnwot cookingEngineManager[629]:
updateHeatingActive -> foodTemperature: 37,
targetTemperature: 8@, running: 1

Apr 16 14:44:53 imx6qnwot cookingEngineManager[629]:
setting heating active to true

May 12 13:54:48 imx6qgnwot cookingEngineManager[652]:
Set speed: 2000

May 12 13:54:48 imx6qnwot cookingEngineManager[652]:
Published motor current speed: 1986

Listing 2. Snippets from the log file system.journal showing device in-
formation, downloaded recipe data and heating information.
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of device-specific events. First, a JSON structure is listed, which contains
the device ID and some other serial numbers. In addition, the log file can
contain logged sensor data and information about the heating or mixing
process. In the example in Listing 2, the heating is activated, and the
current temperature of 37 °C and the target temperature of 80 °C are set.
The mixer’s set speed and a published message about the current speed
are listed. In addition, the logs contain recipes from the Cookidoo
platform that support guided cooking. Each of these recipes is listed with
its name, individual ingredients and individual steps. All necessary in-
formation, including nutritional values and recommended accessories, is
included.

4.5. Blackbox Files

The directory name blackbox stands out from the list of deltas, and
a closer look at the files seems appropriate. Table 4 lists the . 1og files in
the directory with notes on the file contents. Unlike all other log files in
this directory, the file usageboxdata.log only exists in a subset of
gi€ Q \{gjlj € {1, 2, 3, 12}}. The file contains log messages on specific
changes to the device, such as the cooking status, language settings, and
the like. However, we could only find these log messages in &7, 5g and
511, and the usageboxdata.log file seems to be overwritten repeat-
edly instead of being continued like a classic log file. Therefore, only
actions of the state transitions o7, g and 611 could be found. We have not
noticed any reason for this behaviour.

On the other hand, the other blackbox log files have a CSV struc-
ture with the semicolon as a separator and are written continuously.
Listing 3 first shows the content of the files EventList.log and
ErrorEvents. log for gs. For a clearer presentation, we have removed
four leading 0x00 bytes in the first column of the ErrorEvents.log
file. We will examine two of these CSV-based log files in the following.
For all future examples of such file contents or excerpts from them, we
will choose a tabular representation for readability and omit the first
column where possible.

EventList.log

As we have no column headings or other indications of the file
structure, we must make assumptions and check these for correctness
using the remaining data. The representation of the error message events
from the ErrorEvents. log file and the other log files leads us to the
following assumptions: (1) the third column contains the abbreviation of
the event which is referenced by this row, and the second column con-
tains the abbreviation EL for event list; (2) the first column contains the
hex value of the last occurrence of the event in the respective separate
log files; (3) the fourth column contains a minimum value for the
counter of the respective event.

The first assumption represents our first working hypothesis and has
not yet been disproved. All events except BB (listed in file Oper-
ationalData.log) are listed, and none are listed more than once.

Table 4
Overview over the log files in blackbox/.

File Name Notes

ErrorEvents.log
EventList.log

Event log for error messages

List of event codes with counter and ID of last
occurrence

EventList_temp.log Temporary copy of EventList.log (identical)
Events. log Event log for all non-error messages

Matrix.log Matrix log with unknown entries

Matrix_temp.log Temporary copy of Matrix.log (identical)
OperationalData.log Log for operational data with unknown entries
RepaEvents. log Log with unknown entries

usageboxdata. log Log with updates regarding device settings (only
used for some action sets)
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0x000000000030386C;EL;BI;11
0x0000000000392811;EL;BO;3
0x00000000000QEQ3C7 ;EL;DA;1
0x000000000028A69A;EL; ER584;3
0x000000000039791D;EL;LE;11
0x000000000038A167 ;EL;LL;9
0x000000000037DF96 ;EL;LS;11
0x0000000000390BEB;EL;LU;18
0x000000000039699E;EL;OF;3
0x0000000000135A3A;EL;ON;?2
0x000000000038F1CF;EL;SC;122
0x000000000038F1F4;EL;SS;106
0x0000000000281C83;EL;TB;9

0x000B3B04;ER;584;0;0;0;,24,0;23;5;0;,0;0;13608;20;0
Ox000B9C8C;ER;584;0;0;0;24;0;23;5;0;0;0;13608;20;0
O0Xx0028A69A;ER;584;0;0;0;22;0;23;5;0;0;0;13257;20;0

Listing 3. Content of EventList.log and ErrorEvents. log for gs.

Furthermore, no abbreviations appear in the third column that does not
appear in any other log file in the directory. Only the error events
combine two columns as abbreviations.

The third assumption without the restriction to the lower limit is not
correct with absolute certainty, as there are deviations of up to —3 for
individual events, i.e. there are events that were logged three times more
than specified in the list. We could not find any case where the number
stated in the list is greater than the number logged elsewhere. All of the
discrepancies we found were already present in q;. As there is no
EventList.log file in go, we cannot perform a plausibility check for
qo and cannot explain the deviations.

The second assumption also results as a hypothesis from the review
of all other log files and could not be refuted by us with any counter-
examples. We cannot prove whether the ascending hex value is an
identifier or something else.

Events.log

Most log entries are in the Events . 1og, which stores various event
types. This file overviews power on and off actions and user inputs.
Table 5 shows excerpts from the file. The snippets are arranged next to
each other and separated by lines.

The first excerpt is the file’s content in 612 and shows the events
during the factory reset action set. The file content for &1, begins with an
LS entry without a value followed by an ON with a UNIX timestamp as
the value. This regularity applies to the subset of deltas 6; € A \{61, 63}.
In &1, the two lines are swapped, and in 3, the ON line is missing. Finally,
there are the events LE without a value followed by an OF with the text
Manual or Time. The order of the two event entries can also vary. We
assume that the abbreviations ON and OF refer to the two events, power-
on and power-off. This assumption is consistent with the fact that the
device can be shut down manually using the rotary knob or automati-
cally via a timeout, and this is also consistently noted in the data.
However, we must note that not every power-on is logged successfully
and that a reboot triggered automatically by the software also triggers
an OF Manual event. Furthermore, the UNIX timestamps should be
treated cautiously, as deviations can occur without an internet connec-
tion. Before the initial Wi-Fi connection in &;, the deviations were
considerable.

The temperature extract shows ST events followed by numerical
values. Based on system. journal and supported by the differential
analysis for known state transitions, we assume that ST is the abbrevi-
ation for set temperature and that a corresponding temperature setting
triggers the event. During operation in the corresponding action set, the
temperature was initially set to 90 °C instead of 80 °C and this error was
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Table 5
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Snippets of Events.log from several §;€ A with artefacts regarding power on & off, heating, duration setting, speed setting, dough

kneading, pre-clean quick and pre-clean dough.

O1 Temperature ‘ Clock ‘ Speed Dough Kneading | Pre-Clean Quick | Pre-Clean Dough
LS ST 37 sC 1 SS 40 SS 600 S SS 40 S SS 40 S
ON 1747207908 | ST 40 SC 2 SS 70 SS 0 S SS 42 S SS 42 S
SS 1 ST 45 sC 3 SS 350 SS 600 S SS 44 S SS 4 S
™ 0 ST 50 SC 6 SS 500 SS 0 S SS 46 S SS 46 S
BO 0 ST 55 sC 9 SS 800 SS 600 S SS 48 S SS 48 S
LU 1295 ST 60 SC 12 SS 1100 | SS O S SS 50 S SS 50 S
™ 0 ST 65 SC 16 SS 1550 | SS 600 S SS 52 S SS 52 S
BO -39 ST 70 SC 19 SS 2000 | SS O S SS 54 S SS 54 S
LU 1295 ST 75 SC 22 SS 2550 | SS 600 S SS 56 S SS 56 S
SS 1 ST 80 SC 26 SS 0 S SS 58 S SS 58 S
™ 0 ST 85 SC 30 SS 600 S SS 60 S SS 60 S
BO -39 ST 90 SC 34 SS 0 S SS 62 S SS 62 S
LU 1295 ST 85 SC 38 SS 0 S SS 64 N SS 64 S
SS 1 ST 80 SC 39 SS 1 S SS 66 S SS 66 S
OF  Manual SC 43 SS 600 S SS 68 S SS 68 S
LE SC 47 SS 0 S SS 70 S SS 70 S
LS SC 51 SS 600 S SS 72 S SS 72 S
SS 1 SC 54 SS 0 S SS 74 S SS 74 S
™ 0 SC 58 SS 600 S SS 76 S SS 76 S
BO 0 sSC 70 SS 0 S SS 78 S SS 78 S
LU 1294 sC 110 SS 600 S SS 80 S SS 80 S
™ 0 SC 120 SS 0 S ST 45 S ST 37 S
BO -39 SC 150 SS 600 S SS 0 S SS 0 S
LU 1294 SC 180 SS 0 S SS 1100 S SS 800 S
SS 1 SC 220 SS 600 S SS 0 S SS 0 S
™ 0 SC 250 SS 0 S SS 1100 S SS 800 S
BO -39 SC 260 SS 0 S SS 0 S SS 0 S
LU 1294 SC 270 SS 1 S SS 0 S SS 0 S
SS 1 SC 300 SS 600 S SS 1 S SS 1 S
OF  Manual SS 0 S SS 2000 S SS 800 S
LE SS 600 S SS 0 S SS 0 S

then corrected by turning it back. Similarly, we assume set clock was
abbreviated to SC in the clock extract and set speed was abbreviated to
Ss in the speed extract. The numerical values for SC events appear to
indicate the set duration in seconds, whereas for speed, the unit of the
numerical values remains unclear. However, we could assign numerical
values to set mixing levels based on the performed actions. A value of
2550 corresponds to level 5.5.

In the last three snippets listed, we could match stored standard
programmes to the event entries shown. We could assign the entry
pattern with pulsed set speed values between 600 and 0 or 1 to the Dough
Kneading programme. In contrast, the slow increase in the set speed
values to later switch to pulsed values can be attributed to the pre-
cleaning programs. The Pre-Clean Quick and Pre-Clean Dough pro-
grammes differ in the duration of the pulsed speed values set, their level,
and the temperature set. Table 3 shows only the beginning of the three
standard programmes mentioned here for reasons of space.

4.6. Factory Reset

According to our data, a factory reset overwrites the files in the
config directory as §;2 and deletes the usagebox* files in the
blackbox directory. However, the logs in the blackbox directory and
those of journald are retained and continue to contain usage data
about the appliance. Accordingly, the recipes that are carried out with
guided cooking are still contained in the system log. In our data, we
detected the SSIDs of previous Wi-Fi connections based on the wifi-
Manager messages in the journal even after a factory reset.

5. Discussion

When we discuss the results in Section 4.6 we need to address the
privacy implications and possible circumvention of paywalls. The
undeleted log files contain information about the use of the device even
after a factory reset. Accordingly, the privacy of the previous user can be
violated when a used device is purchased, as the logs described above
can be read out without restrictions. Furthermore, a buyer can read
recipes behind a paywall in the Cookidoo portal from the log files of the
journald and thus circumvent the paywall and the subscription obliga-
tion. For example, such inadequate sanitization practices and their ef-
fects have already been discussed for second-hand hard drives (Garfinkel
and Shelat, 2003; Freiling et al., 2008) and USB storage devices
(Schneider et al., 2025).

If we look at the evaluation of the Events. log file, we could only
establish and substantiate the assumptions for interpreting the data
based on our procedure and differential forensic analysis. In our
approach, we had to weigh whether to use the state transitions ¢; € X as
realistically as possible or only carry out actions as atomically as
possible. With our approach, we were able to identify a corresponding
non-exhaustive set of forensic artefacts. If the TM6 is not used realisti-
cally, a different number of forensic artefacts can be obtained with more
atomic state transitions or a completely different approach.

Our approach for forensic analysis of unknown devices is based on
generating test data on identical devices and separating practical actions
into action sets. The state transitions o; € ¥ of the state machine are
based on these action sets, and the resulting forensic artefacts can be
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identified and examined using differential forensic analysis. We kept the
methodology very general, as the unknown devices can belong to
various device classes. A kitchen appliance has different functionalities
and realistic executable actions than, for example, a gaming console.
The more we narrow the device class, the more we can specialise in the
method.

The types of insights obtained from our methodology correspond
nicely to the abstraction levels formulated as the “hierarchy of propo-
sitions” by Cook et al. (1998). This hierarchy structures insights within a
forensic investigation into three levels: The Offence level refers to legal
questions, i.e., whether a crime has actually happened or not. The Ac-
tivity level refers to hypotheses about which concrete actions actually
took place, which are mainly a concern of investigators. Finally, the
Source level deals with hypotheses on concrete traces found at the crime
scene which are analysed by forensic scientists. The insights obtained
using the methodology clearly fall into the Source level. However, when
applied to a specific device, such as the TMB®, it is also possible to identify
individual activities on the device, enabling statements to be made at the
Activity level. Reaching the Activity level is acceptable, as no such
methodology can generally provide statements at the Offence level.

As the multifunctional kitchen machine also has other standard
programmes and functions that we were unable to test due to resource
constraints, it is worth looking at the appliance’s forensic artefacts in the
future. Furthermore, Vorwerk offered the Thermomix TM7 (TM7), the
successor model of the TM6, for sale on 7 April 2025. This TM7 no longer
has a rotary knob and only a touchscreen as an input interface. It might
also be worth checking our results on the new hardware.

To assess our assumptions and data interpretations and to support
future work, we are making the log files of the blackbox directory
publicly available at https://github.com/mxchhrn/tm-blackbox. The
data collection contains the log files for each state g; € Q.

6. Conclusion

In this paper, we have shown that a forensic investigator can examine
unknown devices by generating structured, controlled test data on an
identical device with a methodical approach and a clear distinction
between the set of states Q, set of state transitions X, and set of deltas A.
Not every action of a state transition g; can also be found in the delta §;
from the difference between the two states g;_; and g;.

In our investigation of the TM6, we identified forensic artefacts in the
device’s eMMC and interpreted the data found based on assumptions.
The forensic artefacts include Wi-Fi credentials, Cookidoo account in-
formation, and various usage data from the device. Furthermore, we
could recognise patterns in the usage data and link them to individual
standard programmes.
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