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“
Digital Stratigraphy

2

Stratigraphy is the scientific study of layers […] with 
the aim of determining the origin, composition, 
distribution, and time frame of each stratum.

[…] approaches to conducting contextual analysis of 
file allocation traces, […] called digital stratigraphy, 
translate concepts from stratigraphy in geology and 
archeology into the digital realm.

– Casey: „Digital Stratigraphy: Contextual Analysis 
of File System Traces in Forensic Science“, 2018.
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“
Digital Stratigraphy

3

Stratigraphy is the scientific study of layers […] with 
the aim of determining the origin, composition, 
distribution, and time frame of each stratum.

[…] approaches to conducting contextual analysis of 
file allocation traces, […] called digital stratigraphy, 
translate concepts from stratigraphy in geology and 
archeology into the digital realm.

– Casey: „Digital Stratigraphy: Contextual Analysis 
of File System Traces in Forensic Science“, 2018.

tl;dr

Extract all available metadata of a target file 
(system) from its context, even when the metadata 
is missing.
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Digital Stratigraphy: Examples
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Assume we have no metadata:

Which file is older?
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Digital Stratigraphy: Examples
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Assume we have no metadata:

Is this file is older than 2024-10-22?
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Assume we have no metadata:

Which account created this file?
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If we have metadata:

Were the timestamps of this file modified?
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Digital Stratigraphy: Current State
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2019

Bahjat, Jones: „Deleted file 
fragment dating by analysis 
of allocated neighbors”

2024

Schneider, Eichhorn, Dreier, 
Hargreaves: „Applying digital 
stratigraphy to the problem 
of recycled storage media”

2023

Bahjat, Jones: „File 
Allocation Chronology 
and its Impact on 
Digital Forensics”

2018

Casey: „Digital Stratigraphy: 
Contextual Analysis of File System 
Traces in Forensic Science”

2008

Willassen: „Finding Evidence 
of Antedating in Digital 
Investigations”

2025 (today)

Uthoff, Dreier, Lambertz, Rybalka, 
Freiling: „Creating a Standardized 
Corpus for Digital Stratigraphic 
Methods with fsstratify“

2020

Karresand, Dyrkolbotn, Axelsson: 
„An Empirical Study of the NTFS 
Cluster Allocation Behavior Over 
Time”

2010

Garfinkel, Parker-Wood, Huynh, 
Migletz: „An Automated Solution 
to the Multiuser Carved Data 
Ascription Problem”

2019

Karresand, Axelsson, 
Dyrkolbotn: „Disk Cluster 
Allocation Behavior in 
Windows and NTFS”
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Digital Stratigraphy: Contributions
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2019

Bahjat, Jones: „Deleted file 
fragment dating by analysis 
of allocated neighbors”

…created a corpus of NTFS file 
system images for chronological 
dating,…

fsstratify Dataset Evaluation

We revised and extended 
fsstratify, a framework to 
generate „used“ file systems,...

…and evaluated the method 
proposed by Bahjat and Jones.

[Icons created by Design Circle – Flaticon]
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fsstratify
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virtual disk file formatted
with a file system

The Sleuth Kit

log file

is analyzed with

is mounted on

{"o…
{"op…
{"op…}
{"op…}

playbook

mount pointusage model

generates

generates

performs
actions on

configuration

parametrizes

initializes

add f1 /
cp /f1 /f2
rm /f1
mkdir /d
touch /d/f3
...

{"id": 0, "operation": "initialization", … }

{"id": 1, "operation": "create", 
 "affected_file": "A", "allocated_areas": 
  [{"start_block": 3, "end_block": 5}, 
   {"start_block": 0, "end_block": 1}], … }

{"id": 2, "operation": "remove", 
 "affected_file": "A", … }

{"id": 3, "operation": "create",
 "affected_file": "B", "allocated_areas":
  [{"start_block": 0, "end_block": 1}], … }
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fsstratify

11

▪ Code not really publicly available
▪ Not all required features available
▪ Indeterminate simulation crashes
▪ Slow
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fsstratify
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▪ Code not really publicly available
▪ Not all required features available
▪ Indeterminate simulation crashes
▪ Slow
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fsstratify
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▪ Code not really publicly available
✓ Code is on GitHub now

▪ Not all required features available
▪ Indeterminate simulation crashes
▪ Slow
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virtual disk file formatted
with a file system

The Sleuth Kit

log file

is analyzed with

is mounted on

{"o…
{"op…
{"op…}
{"op…}

playbook

mount pointusage model

generates

generates

performs
actions on

configuration

parametrizes

initializes

add f1 /
cp /f1 /f2
rm /f1
mkdir /d
touch /d/f3
...

{"id": 0, "operation": "initialization", … }

{"id": 1, "operation": "create", 
 "affected_file": "A", "allocated_areas": 
  [{"start_block": 3, "end_block": 5}, 
   {"start_block": 0, "end_block": 1}], … }

{"id": 2, "operation": "remove", 
 "affected_file": "A", … }

{"id": 3, "operation": "create",
 "affected_file": "B", "allocated_areas":
  [{"start_block": 0, "end_block": 1}], … }
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virtual disk file formatted
with a file system

The Sleuth Kit

log file

is analyzed with

is mounted on

{"o…
{"op…
{"op…}
{"op…}

playbook

mount pointusage model

generates

generates

performs
actions on

configuration

parametrizes

initializes

add f1 /
cp /f1 /f2
rm /f1
mkdir /d
touch /d/f3
...

{"id": 0, "operation": "initialization", … }

{"id": 1, "operation": "create", 
 "affected_file": "A", "allocated_areas": 
  [{"start_block": 3, "end_block": 5}, 
   {"start_block": 0, "end_block": 1}], … }

{"id": 2, "operation": "remove", 
 "affected_file": "A", … }

{"id": 3, "operation": "create",
 "affected_file": "B", "allocated_areas":
  [{"start_block": 0, "end_block": 1}], … }

Log file was missing required temporal metadata

(file-system-specific) metadata is now included
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virtual disk file formatted
with a file system

The Sleuth Kit

log file

is analyzed with

is mounted on

{"o…
{"op…
{"op…}
{"op…}

playbook

mount pointusage model

generates

generates

performs
actions on

configuration

parametrizes

initializes

add f1 /
cp /f1 /f2
rm /f1
mkdir /d
touch /d/f3
...

{"id": 0, "operation": "initialization", … }

{"id": 1, "operation": "create", 
 "affected_file": "A", "allocated_areas": 
  [{"start_block": 3, "end_block": 5}, 
   {"start_block": 0, "end_block": 1}], … }

{"id": 2, "operation": "remove", 
 "affected_file": "A", … }

{"id": 3, "operation": "create",
 "affected_file": "B", "allocated_areas":
  [{"start_block": 0, "end_block": 1}], … }

No means to control time

sleep operation
(no impact on simulation system; slow)

time operation
(fast; impact on simulation system)
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▪ Code not really publicly available
✓ Code is on GitHub now

▪ Not all required features available
✓ Missing features implemented

▪ Indeterminate crashes
▪ Slow
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virtual disk file formatted
with a file system

The Sleuth Kit

log file

is analyzed with

is mounted on

{"o…
{"op…
{"op…}
{"op…}

playbook

mount pointusage model

generates

generates

performs
actions on

configuration

parametrizes

initializes

add f1 /
cp /f1 /f2
rm /f1
mkdir /d
touch /d/f3
...

{"id": 0, "operation": "initialization", … }

{"id": 1, "operation": "create", 
 "affected_file": "A", "allocated_areas": 
  [{"start_block": 3, "end_block": 5}, 
   {"start_block": 0, "end_block": 1}], … }

{"id": 2, "operation": "remove", 
 "affected_file": "A", … }

{"id": 3, "operation": "create",
 "affected_file": "B", "allocated_areas":
  [{"start_block": 0, "end_block": 1}], … }

Indeterminate simulation crashes

TSK NTFS parser reported deleted files to be 
active in some cases

dissect as file system parsing backend
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▪ Code not really publicly available
✓ Code is on GitHub now

▪ Not all required features available
✓ Missing features implemented

▪ Indeterminate crashes
✓ Dissect as file system parser

▪ Slow
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virtual disk file formatted
with a file system

The Sleuth Kit

log file

is analyzed with

is mounted on

{"o…
{"op…
{"op…}
{"op…}

playbook

mount pointusage model

generates

generates

performs
actions on

configuration

parametrizes

initializes

write /f1
mkdir /d1
extend /f1
mv /f1 /d1/f1
rm /d1/f1
...

{"id": 0, "operation": "initialization", … }

{"id": 1, "operation": "create", 
 "affected_file": "A", "allocated_areas": 
  [{"start_block": 3, "end_block": 5}, 
   {"start_block": 0, "end_block": 1}], … }

{"id": 2, "operation": "remove", 
 "affected_file": "A", … }

{"id": 3, "operation": "create",
 "affected_file": "B", "allocated_areas":
  [{"start_block": 0, "end_block": 1}], … }

Simulations were rather slow
write /f1
mkdir /d1
extend /f1
mv /f1 /d1/f1
rm /d1/f1
...

Writing operations generated random data

Data generators
(configurable data; e. g., static, patterns, random)
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▪ Code not really publicly available
✓ Code is on GitHub now

▪ Not all required features available
✓ Missing features implemented

▪ Indeterminate crashes
✓ Dissect as file system parser

▪ Slow
✓ Data generators
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▪ Code not really publicly available
✓ Code is on GitHub now

▪ Not all required features available
✓ Missing features implemented

▪ Indeterminate crashes
✓ Dissect as file system parser

▪ Slow
✓ Data generators
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Corpus for temporal analysis

23

Multiple disk image sizes
74 image files in 12 

categories

Test data without restrictions on 
use or distribution

Detailed

documentation

Not representative of real-world 
usage

NTFS filesystem
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Corpus categories
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▪ Basic Images

▪ Write files until capacity

▪ Deleted files

▪ Operation-specific Images

▪ Write, copy, move, extend

▪ Deleted fragments in file slacks
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Corpus categories
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▪ Overwrite-specific Images

▪ Overwrite existing files by write, move, copy

▪ Deleted fragments in file slacks

▪ Images with high degree of fragmentation

▪ Deleted fragments in file slacks

▪ Images with manipulated timestamps
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Corpus evaluation
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File fragment 
dating

Bahjat, A.A., Jones, J.: 
Deleted file fragment 
dating by analysis of 

allocated neighbors (2019)

Alternative approaches
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File fragment dating
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▪ Fragments in slack space of another file
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▪ Fragments in slack space of another file

File Slack
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File fragment dating
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▪ Lifetime estimation

▪ Evaluation metric: Accuracy

▪ Absolute difference from the true value
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File fragment dating
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▪ Lifetime bounding

▪ Evaluation metric: Precision

▪ Estimate precedes True Create / occurs after True Delete
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File fragment dating
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▪ Lifetime bounding

▪ Evaluation metric: Precision

▪ Estimate precedes True Create / occurs after True Delete
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Bahjat and Jones (2019)

32

▪ Estimation of lower and upper bounds for a deleted file

▪ Upper bound calculation: Maximum out of eight dates of 
slack owner file

File SlackSlack Owner
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Bahjat and Jones (2019)
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▪ Estimation of lower and upper bounds for a deleted file

▪ Lower bound calculation:

Identify the 10 
nearest neighbors

Calculate average 
creation time
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Alternative approaches

34

▪ Naive upper bound: Maximum of creation timestamps

▪ Lower bound calculation:

Identify the k 
nearest neighbors

k = 2, 5, 10, …, 100

Calculate creation time:

Median

Minimum

Linear regression

Linear regression within 
interquantile range
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Results
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▪ Upper bound precision:

▪ Bahjat and Jones: 100 
% 

▪ Naive approach:   9.5 % 
to 80 %

▪ Upper bound accuracy
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Results

36

▪ Lower bound precision



R 23
G 156
B 125

R 242
G 148
B 0

R 31
G 130
B 192

R 226
G 0
B 26

R 177
G 200
B 0

R 254
G 239
B 214

R 225
G 227
B 227

Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Results
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▪ Lower bound accuracy
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More Results :-)

38
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2019

Bahjat, Jones: „Deleted file 
fragment dating by analysis 
of allocated neighbors”

…created a corpus of NTFS file 
system images for chronological 
dating,…

fsstratify Dataset Evaluation

We revised and extended 
fsstratify, a framework to 
generate „used“ file systems,...

…and evaluated the method 
proposed by Bahjat and Jones.
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Thanks for listening! Any questions?

github.com/fkie-cad/fsstratifydoi.org/10.5281/zenodo.16637418
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