
Anton Schwietert, Jan-Niclas Hilgert*

Data Hiding in File Systems
Current State, Novel Methods, and a Standardized Corpus



DFRWS APAC 2025

File Systems
Overview

© Fraunhofer FKIEPage 2

Data (Persistent) 
Storage Device 
(HDD, SSD, …)

2 TB

010100

101000

010101

010100

010101

001010

101000

101010

101010

101010

100101

010100

12th Nov. 2025



DFRWS APAC 2025

File Systems
Overview

© Fraunhofer FKIEPage 3

Data (Persistent) 
Storage Device 
(HDD, SSD, …)

File System

12th Nov. 2025



DFRWS APAC 2025

File Systems
Overview

© Fraunhofer FKIEPage 4

Data
Lieblingsbild.jpg

(Persistent) 
Storage Device 
(HDD, SSD, …)

File System

File names

Metadata Offsets

Layout data

12th Nov. 2025



DFRWS APAC 2025

File Systems
Forensic Analysis

© Fraunhofer FKIEPage 5

File System

Find and list files and 
their metadata

Find 
hidden files

Recover 
deleted files

12th Nov. 2025



DFRWS APAC 2025

File Systems
Forensic Analysis

© Fraunhofer FKIEPage 6

File System

Find and list files and 
their metadata

Find 
hidden files

Recover 
deleted files

12th Nov. 2025



DFRWS APAC 2025

File Systems
Forensic Analysis

© Fraunhofer FKIEPage 7

Find 
hidden files

Where and how 
can data be hidden 

within a file system?

12th Nov. 2025



DFRWS APAC 2025

Application
Category

Data Hiding in File Systems

© Fraunhofer FKIEPage 8

Where?

Fundamental work about the 
forensic analysis of file systems

File System
Category

File Name 
Category

Metadata
Category

Content
Category

Data Categories of File Systems

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
How?

© Fraunhofer FKIEPage 9 12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
How?

© Fraunhofer FKIEPage 10 12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Contributions

© Fraunhofer FKIEPage 11

Current 
State

Novel 
Methods

Standardized 
Corpus

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Current State

© Fraunhofer FKIEPage 12 12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Slack Space

© Fraunhofer FKIEPage 13

Content

Data Unit

File System 
Structure

Metadata Metadata

File
Slack

Content Category

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Slack Space

© Fraunhofer FKIEPage 14

Content

Data Unit

File System 
Structure

Metadata Metadata

File
Slack

Content Category

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Slack Space

© Fraunhofer FKIEPage 15

Content

Data Unit

File System 
Structure

Metadata Metadata

File
Slack

Content Category

Data Unit

Metadata

Slack

File System 
Structure

Metadata

Metadata Category

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Slack Space

© Fraunhofer FKIEPage 16

Content

Data Unit

File System 
Structure

Metadata Metadata

File
Slack

Content Category

Data Unit

Metadata

Slack

File System 
Structure

Metadata

Metadata Category

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Slack Space

© Fraunhofer FKIEPage 17

Content

Data Unit

File System 
Structure

Metadata Metadata

File
Slack

Content Category

Data Unit

Metadata

Slack

File System 
Structure

Metadata

Metadata Category

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Slack Space

© Fraunhofer FKIEPage 18

Content

Data Unit

File System 
Structure

Metadata Metadata

File
Slack

Content Category

Data Unit

Metadata

Slack

File System 
Structure

Metadata

Metadata Category

Data Unit

File System 
Structure

File System Category

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Slack Space

© Fraunhofer FKIEPage 19

Content

Data Unit

File System 
Structure

Metadata Metadata

File
Slack

Content Category

Data Unit

Metadata

Slack

File System 
Structure

Metadata

Metadata Category

Data Unit

File System 
Structure

File System Category

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Reserved Areas

© Fraunhofer FKIEPage 20

Content

File System 
Structure

Metadata Metadata

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Reserved Areas

© Fraunhofer FKIEPage 21

Content

File System 
Structure

Metadata Metadata

https://docs.kernel.org/filesystems/ext4/inodes.html

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Misuse of File System Structures

© Fraunhofer FKIEPage 22

Alternate 
Data Streams

Block Allocation
Manipulation

Timestamps

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Misuse of File System Structures

© Fraunhofer FKIEPage 23

Adding 
Bad Clusters

Alternate 
Data Streams

Block Allocation
Manipulation

Timestamps

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Misuse of File System Structures

© Fraunhofer FKIEPage 24

Adding 
Bad Clusters

Adding 
Clusters to a file

Alternate 
Data Streams

Block Allocation
Manipulation

Timestamps

12th Nov. 2025



DFRWS APAC 2025

Data Hiding in File Systems
Misuse of File System Structures

© Fraunhofer FKIEPage 25

~$ stat README

File: README
Size: 3996      Blocks: 8          IO Block: 4096   regular file
Device: 805h/2053d Inode: 2763742     Links: 1
Access: (0664/-rw-rw-r--)  Uid: ( 1000/     jnh)   Gid: ( 1000/     jnh)
Access: 2022-10-06 16:13:46.068708287 +0200
Modify: 2022-10-06 14:13:40.836580656 +0200
Change: 2022-10-06 14:13:40.750485053 +0200
Birth: -
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https://github.com/fkie-cad/hide-and-seek-dataset
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Conclusion

▪ Data hiding techniques for file systems …

▪ … exist and are practical

▪ … have been actively researched for years

▪ … follow a few recurring patterns (slack space, reserved/unused areas, metadata/structure misuse)

▪ … are highly file-system specific 

▪ Novel data hiding techniques for file systems …

▪ … will keep appearing as file systems evolve and add features/structures

▪ … remain file-system specific, exploiting new features and structures

▪ Detection methods …

▪ … are essential and must be file-system aware

▪ … should be evaluated on standardized, reproducible datasets covering diverse techniques and file systems

▪ … need to be developed
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