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Motivation

Obstacles in embedded device forensics:
• High number of unknown IoT or embedded devices
• Systematic forensic analysis process helpful
• Multiple challenges like data acquisition and encryption

Our methodology as possible generic starting point:
• Second device for systematic, practical test data generation
• Differential forensic analysis
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Differential Forensic Analysis & State Machine

• States 𝑞! ∈ 𝑄
• State transitions 𝜎! ∈ Σ
• Deltas 𝛿! ∈ Δ
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Thermomix TM6
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thermomix.ca/products/tm6%C2%AE-sparkling-blacktechgadgetscanada.com/review-thermomix-tm6-smart-cooking-robot/



Thermomix TM6

• Kitchen appliance by Vorwerk 
released in 2019
• Wi-Fi 5
• Touchscreen & rotary knob
• Recipe platform Cookidoo
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State Machine

• States 𝑞! ∈ 𝑄
• State transitions 𝜎! ∈ Σ
• Deltas 𝛿! ∈ Δ
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Data Acquisition

DFRWS APAC 2025 | Seoul Dial M for Mixer 7



Partitions

• 7x HW partitions
• 3x LVM2
• 3x GPT partition tables
• 4x SquashFS
• 6x LUKS1 encrypted partitions
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Forensic Artifacts – Wi-Fi & Cookidoo

• Wi-Fi credentials
• Cookidoo account 

information
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Forensic Artifacts – Systemd Journal

• Device information
• Usage information
• Recipes from Cookidoo
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Forensic Artifacts – Blackbox Files

• Directory blackbox
• CSV-like structure
• Event IDs
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Forensic Artifacts – Events.log

• Patterns visible
• Possible event IDs:
• ON: power on
• OF: power off
• ST: set temperature
• SC: set clock
• SS: set speed

Data available at
github.com/mxchhrn/tm-blackbox
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Factory Reset

• Incomplete data sanitization
• blackbox log files
• Systemd journal files

• Still extractable information
• Recipes from Cookidoo
• SSIDs of previous Wi-Fi connections
• Usage information
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Conclusion

Takeaway
• Forensically relevant artifacts can be obtained from TM6 devices
• Structural differential forensic analysis is necessary to identify data 

patterns
• Differential forensic analysis is useful to identify relevant files more 

systematically

Future Work
• More in-depth exploration of encrypted partitions
• Comparison with the successor TM7
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Questions?

Maximilian Eichhorn
maximilian.eichhorn@fau.de
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