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Revealing the Expected

A Survey about Memory Forensic in Practice
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Figure 1: Structure of the conducted survey. * Understand strengths and limitations of memory

forensics
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* Main employment evenly split between public and
private sector, roles depicted in Figure 2

Memory Ach|S|t|on and Extracted Information

Figure 2: Different role categories. Multiple choice question.

* Most common use case for memory forensics are
extraction of running processes and network
information (Figure 3)

* Most common acquisition methods are software
tools and hypervisor-based methods

* Memory acquisition is rarely done multiple times for
the same case

* Alternative methods include disk forensics and live
analysis
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Figure 3: Memory forensic use cases. Multiple choice question.

Problem frequency during Memory Acquisition
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* Problems (depicted in Figure 4)

occurring during acquisition and acquisiton notstarted SR

analysis are typically infrequent, Acquisition not completed
but play nevertheless an
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Figure 4: Problems occurring during acquisition and analysis. Answered on Likert
scale (1=never to 7=always). Responses were checked regarding plausibility, 4
participant answers were removed.
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