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A B S T R A C T

Geolocation traces extracted from mobile devices are increasingly used as critical evidence in forensic in
vestigations, offering insights into user activity and physical presence. Yet, the opaque nature of geolocation 
processes—especially those relying on proprietary components—creates major challenges in assessing their 
provenance, accuracy, and reliability, and increases the risk of misinterpretation. This work investigates the 
internal mechanisms implemented by Android's Fused Location Provider (FLP)—the core geolocation framework 
used by most Android devices today—through reverse engineering, dynamic testing and forensic analysis. It 
details how multiple sources of location data are fused into location fixes, and how contextual parameters in
fluence geolocation calculations. The study also uncovers a set of previously undocumented local traces of 
geolocation activity, analyzing their structure, persistence, and forensic potential. Our findings highlight the 
complexity and adaptive nature of Android's geolocation system and provide a technical foundation for the 
forensic interpretation of geolocation traces on Android devices.

1. Introduction

Mobile devices have become indispensable in everyday life, gener
ating large volumes of digital traces. Among these, geolocation traces 
are particularly valuable in forensic investigations, as they can reveal a 
device's position and movements, and can help reconstruct events or 
timelines (Amundsen and Ovens, 2017; Berger et al., 2024).

Despite their forensic value, the processes by which such traces are 
created remain poorly understood. For example, Android devices—
which dominate the global smartphone market—rely on a complex mix 
of positioning technologies, including GNSS, cellular, Wi-Fi, Bluetooth, 
and onboard sensors (Maghdid et al., 2016). However, their integration 
and implementation remain largely opaque: multiple studies have 
described these systems as “black boxes,” with limited insight into how 
geolocation fixes1 are computed, how accuracy is assessed, or what in
termediate data are involved (Moayeri et al., 2019; Spichiger, 2022). 
This lack of transparency poses a significant challenge for forensic 
practitioners. As Berger et al. (2024) argue, a geolocation trace cannot 
be evaluated solely on its presence; understanding its reliability requires 

knowledge of the mechanisms and conditions that produced it.
In this study, we investigate Android's geolocation internals, with a 

particular focus on Google Mobile Services (GMS) and its Fused Location 
Provider (FLP), i.e., the location framework recommended by Google for 
Android application development (Google, 2023) and widely adopted in 
flagship applications such as Google Maps (Moayeri et al., 2019). We 
reconstruct the lifecycle of trace generation—from initial requests 
through provider activation, data retrieval, fusion, and delivery—while 
identifying the intermediate traces2 produced along the way. Our 
analysis addresses two research questions: 

RQ1: What internal mechanisms are used by Android devices to 
compute intermediate and final geolocation fixes, and how do these 
mechanisms influence the resulting traces?
RQ2: What local traces are produced throughout the geolocation 
process? What governs their creation and persistence?

To answer these questions, we combine reverse engineering of GMS 
components, validation testing, and forensic analysis of newly 
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1 We use the term geolocation fix to refer to a device's computed position—central location and horizontal accuracy, optionally with a timestamp—produced as a 
final result or by a single provider (e.g., network, GNSS).

2 In the context of this study, we use the term intermediate traces to refer to the local traces generated during the internal stages of the geolocation process.
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discovered local traces. As a result, the contributions of this study are 
threefold: 

• Documentation of FLP mechanisms: We reconstruct the geolocation 
process on Android, focusing on the sources of geolocation data and 
the computation of fixes.

• Discovery of intermediate traces: We identify and characterize a set 
of previously undocumented local traces generated by FLP during the 
geolocation process.

• Scientific basis for forensic inference: We provide a technical foun
dation for interpreting Android geolocation traces, supporting 
forensic inference and a more informed assessment of uncertainty 
and potential error sources.

2. Background and related work

This section introduces key concepts and challenges related to geo
location traces on mobile devices (Section 2.1), summarizes the main 
geolocation sources and techniques used in modern mobile systems 
(Section 2.2), and reviews Android geolocation APIs and related prior 
work (Section 2.3).

2.1. Geolocation traces: definitions and challenges

In the context of mobile forensics, location-related evidence is defined 
as “data generated by the operation of a mobile device as a function of its 
geographical location” (Casey et al., 2020, p. 2). Prior work by Spichiger 
(2022) has distinguished between direct traces (localisations), which 
result from the device's positioning process, and indirect traces that 
simply reflect location (location-related features). Following this distinc
tion, this paper uses the term geolocation traces to describe localisations 
produced by geolocation mechanisms, which are positioning mecha
nisms that estimate the geographic location of a specific device or 
system.

From a forensic perspective, interpreting such traces and evaluating 
their uncertainty is a challenging but necessary task (Froklage, 2024; 
Ryser et al., 2024). Errors may arise at every stage of a geolocation 
trace's lifecycle, from its initial production to interpretation and inte
gration into event reconstruction (Berger et al., 2024). Since such errors 
propagate from the moment a trace is created, understanding trace 
generation mechanisms is essential. However, many positioning 
methods operate as black boxes (Macarulla Rodriguez et al., 2018; 
Spichiger, 2022), making high-level inference alone insufficient. To 
support reliable interpretation, it is necessary to examine the internal 
logic of geolocation services—their algorithms, input dependencies, and 
control flows—in order to understand how traces originate and to 
reduce uncertainty about both their generation and the circumstances 
under which the observed information may be produced, supporting 
their use as forensic evidence (Berger et al., 2024).

2.2. Geolocation sources and techniques

Mobile devices rely on multiple technologies to determine their po
sition, often combining them to improve availability, accuracy, and 
energy efficiency (Maghdid et al., 2016; Dabove and Di Pietra, 2019). 
The main sources and techniques can be grouped as follows:

2.2.1. Global navigation satellite systems (GNSS)
GNSS (e.g., GPS, GLONASS, Galileo, BeiDou) provide absolute 

positioning by measuring ranges to at least four satellites. Assisted GNSS 
(A-GNSS) can be employed to reduce energy use and time-to-first-fix by 
outsourcing orbital data and initial estimates to a network server. 
Typical smartphone GNSS accuracy is 5–10 m in open sky, but degrades 
significantly in urban canyons or indoors (Maghdid et al., 2016; Merry 
and Bettinger, 2019; Casey et al., 2020).

2.2.2. Wi-Fi positioning
Wi-Fi-based positioning uses nearby Access Points (APs) to deter

mine location, typically via fingerprinting or trilateration, and is espe
cially effective in closed environments. Most modern systems rely on 
large crowdsourced databases that map AP identifiers to geographic 
coordinates. Typical accuracy ranges from a few meters in dense indoor 
environments to tens of meters in sparse areas, but depends heavily on 
AP density and database freshness (Moayeri et al., 2019; Casey et al., 
2020).

2.2.3. Cellular positioning
Cell-based methods estimate the device's position based on the 

serving base station or multiple neighboring towers. Techniques range 
from simple Cell-ID, where the device is assumed to be within the 
coverage of a tower, to timing and signal-strength based methods, such 
as fingerprinting, Time Difference of Arrival (TDOA), or Angle Of Arrival 
(AOA). The accuracy of these methods can vary widely: from 20 to 200 
m in dense urban areas to kilometers in rural ones (Maghdid et al., 2016; 
Spichiger, 2022).

2.2.4. Bluetooth and proximity signals
Bluetooth technology can be used for short-range wireless commu

nication and localization. Bluetooth Low Energy (BLE) is particularly 
relevant, allowing smartphones to detect “beacons” via Received Signal 
Strength (RSS) measurements and use these values for short-range 
location estimation. The accuracy of BLE positioning generally ranges 
between 1 and 10 m (Obeidat et al., 2021; Spichiger, 2022).

2.2.5. Inertial sensors
Smartphones are equipped with inertial sensors (e.g., accelerome

ters, gyroscopes, magnetometers), which can be used to track movement 
and orientation. These data can be used to infer relative movement and 
update location estimation through techniques like dead-reckoning, 
which estimates the device's position from the last known location and 
sensor-detected motion when external signals are temporarily unavai
lable (e.g., in a tunnel). These methods degrade quickly due to drift and 
noise but can complement other sources (Maghdid et al., 2016).

2.2.6. Hybrid and fused approaches
Modern smartphones rarely rely on a single source; instead, they 

often combine GNSS, Wi-Fi, cellular, Bluetooth, and sensor data. The 
fusion of multiple techniques can improve accuracy, reduce fix latency, 
and be more resilient and adapt to the current context (e.g., indoors vs. 
outdoors) (Maghdid et al., 2016; Moayeri et al., 2019).

2.3. Geolocation on android devices

On Android, access to these sources of location data is abstracted 
mainly through two API layers. The Android Framework Location APIs 
(AOSP, 2025a), maintained as part of the Android Open Source Project 
(AOSP), are openly accessible, but have been increasingly replaced by 
Google's proprietary Location and Context APIs (Google, 2025e), within 
Google Mobile Services (GMS), introduced in 2013 (Google, 2013, 
2023). At the core of GMS is the Fused Location Provider (FLP), which 
combines multiple data sources (e.g., GNSS, Wi-Fi, and cell towers) and 
fuses them while balancing accuracy, power consumption, and latency 
(Google, 2025b). While widely adopted and pre-installed on most 
Android devices, the internals of FLP are closed-source and largely un
documented (Moayeri et al., 2019; Google, 2025a, 2025c).

Both APIs allow Location-Based Services (LBS) to retrieve multiple 
types of geolocation fixes (e.g., current location, last known location, 
location updates) through the submission of location requests, which 
specify the desired type of information and include parameters such as 
priority (i.e., balance between power consumption and accuracy), 
granularity (i.e., precision level of the final fix), update frequency, and 
expiration timeout (Google, 2024a,b; AOSP, 2025c).
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Multiple forensic studies have examined geolocation traces on 
Android devices, mainly focusing on the detection and extraction of 
artifacts from system files, caches, or third-party apps (see, for example, 
Maus et al. (2011); Kröger and Creutzburg (2012); Bays and Karabiyik 
(2019); Salamh et al. (2021)). These studies provide valuable sources of 
traces but generally treat geolocation mechanisms as black boxes, 
focusing on what data can be recovered rather than how they are pro
duced. To the best of our knowledge, no prior work has studied in detail 
the internal mechanisms underlying the generation of geolocation traces 
within Android's location stack.

3. Methodology

This section outlines the methodology we developed to study the 
inner workings of the FLP. We first established a controlled test envi
ronment to enable reproducible reverse engineering of GMS compo
nents. We then applied static and dynamic analysis, combined with 
network interception, to examine the classes and methods involved in 
geolocation determination. In the process, we identified undocumented 
intermediate traces and developed ad-hoc parsers to extract them. 
Finally, we validated our findings via targeted experiments, testing the 
reconstructed mechanisms, examining the temporal evolution of these 
traces, their presence in real-world forensic acquisitions, and the ability 
of existing forensic tools to detect and parse them.

3.1. Test environment

We performed our experiments primarily on a rooted Google Pixel 6a 
running Android 15 stock (build AP4A.241205.013.A2) with an active 
SIM card and enabled location services. This device was selected for both 
practical and methodological reasons: it was readily available, fully 
supported rooting and instrumentation, and ran an up-to-date, largely 
unmodified Android distribution with timely GMS updates. As a Google 
reference device, it provided a representative baseline for current 
Android devices while minimizing manufacturer-specific custom
izations. We set up a man-in-the-middle (MITM) proxy (Cortesi et al., 
2010) to capture cleartext network traffic, and we deployed the Frida 
server (Vadla Ravnås, 2025) to support dynamic analysis during the 
reverse engineering and validation phases.

To issue standardized location requests to the FLP, we implemented a 
lightweight test application based on the Android Platform Samples 
toolkit (AOSP, 2025b), available at Mombelli (2025). The app wraps the 
getCurrentLocation and getLastLocation methods of the 
FusedLocationProviderClient interface (Google, 2024a,b), 
allowing us to vary parameters such as priority and granularity while 
collecting the resulting fixes and attributes.

3.2. Reverse engineering of GMS

We initially focused our analysis on location-related namespaces 
within the com.google.android.gms package (e.g., location. 
network, location.fused, location.provider). We performed 
static reverse engineering primarily on GMS version 25.06.32, which 
served as our reference implementation. To assess GMS stability, we also 
extracted and decompiled major releases received as automatic updates 
during the study period (25.06.32 to 25.30.31), using JADX (skylot, 
2025) and Bytecode Viewer (Konloch, 2025), and cross-checked for 
changes in classes of interest. We conducted dynamic analysis and 
validation tests across multiple GMS versions in this range to confirm 
that the observed mechanisms and behaviors persisted across updates.

We analyzed the geolocation process in three phases: (1) network- 
based methods (cellular and Wi-Fi), (2) GNSS-based methods, and (3) 
the fusion of multiple intermediate fixes. For each phase, we started by 
identifying candidate classes using two complementary criteria: (1) 
classes within the com.google.android.gms.location name
space, whose names are largely unobfuscated and thus directly 

indicative of their role, and (2) other classes containing relevant strings 
(e.g., “location,” “location request,” “network location,” “gnss,” “fused 
location”). We then conducted a preliminary review of these classes and 
their methods, expanding the scope to related classes (e.g., imported, 
instantiated, or exchanged as parameters/returns). Next, we applied 
dynamic analysis to trace how input data (e.g., Wi-Fi scans, cell tower 
observations, GNSS measurements) were transformed into geolocation 
fixes and to capture relevant stack traces.

We then examined each stack trace of interest in detail, focusing on 
how data were passed, processed, and returned within the key classes 
and methods. For complex logics and algorithms, we consulted two 
Large Language Models (LLMs) to support exploratory interpretation: 
ChatGPT (OpenAI, 2025) and GraphCodeBERT (Guo et al., 2021). These 
tools were used only to accelerate initial understanding; all in
terpretations were manually reviewed against the decompiled code, and 
no conclusions were drawn solely from LLM output. For critical logic, 
hypotheses were further validated by reimplementing the operations in 
Python (Python Software Foundation, 2025) to confirm correctness. 
These elements were progressively assembled into coherent data flows 
and decision logics, representing the reconstructed geolocation 
mechanisms.

We further analyzed the intermediate traces identified during our 
investigation, focusing on their storage formats, persistence, and con
tent. To this end, we employed several adapted tools, including dfin
dexeddb (Google, 2025d), ImHex (WerWolv, 2025), and protoc (Google, 
2025f). When necessary, we also implemented custom parsers to auto
mate trace extraction.

3.3. Validation

To corroborate our findings and explore operational impacts, we 
conducted four complementary sets of validation experiments. Due to 
the high risk of re-identification from geolocation data, we do not 
release the raw validation dataset; however, we provide aggregated 
statistics and anonymized data to support reproducibility (see Mombelli 
(2025)).

3.3.1. Dynamic validation
To corroborate the hypotheses developed during the reverse engi

neering phase, we hooked 94 methods identified as key nodes of the 
geolocation stack using Frida. These hypotheses concerned both (1) the 
reconstruction of geolocation mechanisms, and (2) the generation, 
population, and semantics of the identified intermediate traces. This 
allowed us to comprehensively validate execution flows and data 
propagation under varying request parameters (e.g., priority, granu
larity), behaviors (e.g., walking, running, driving) and environmental 
conditions (e.g., indoors, outdoors). The full set of targeted experiments 
is documented in Mombelli (2025).

3.3.2. Temporal evolution of intermediate traces
To study the lifecycle and the persistence of the discovered inter

mediate traces, we monitored their creation, evolution, and deletion on 
four rooted Android devices (Table 1) over 30 days. We kept the devices 
connected to the Internet and used them in a controlled manner under 
real-world conditions, with interactions mainly limited to geolocation 
purposes. To preserve in-the-wild behavior, we did not pin GMS 

Table 1 
Devices used to monitor the temporal evolution of intermediate traces. GMS 
versions reflect automatic updates observed during the monitoring period.

Brand and model Android version GMS versions

Google Pixel 9a 16 25.31.33 to 25.35.34
Samsung Galaxy A51 13 (One UI 5.1) 25.31.33 to 25.35.34
Xiaomi Redmi Note 11 Pro 5G 11 (MIUI 13.0.10.0) 25.31.33 to 25.35.34
Fairphone 3+ 10 25.30.31 to 25.35.34
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versions, enabling automatic updates to occur. Additionally, we used 
MITM Proxy to intercept all network communications, with the aim of 
capturing requests to Google's remote location APIs and validating the 
mechanisms of crowdsourced data collection for location enhancement.

3.3.3. Targeted evaluation of forensic tools
We processed the forensic acquisition of our main test device using 

four leading, up-to-date forensic tools—two commercial (whose names 
are withheld) and two open-source (i.e., Autopsy (Sleuth Kit Labs, 2025) 
and ALEAPP (Brignoni, 2025))—to assess their ability to detect and 
parse the identified intermediate traces.

3.3.4. Operational prevalence of intermediate traces
Using a set of custom parsers developed during the reverse- 

engineering phase (available at Mombelli (2025)), we analyzed 307 
forensic acquisitions of Android devices in which the private application 
directory /data/data/com.google.android.gms/ was accessible. 
These acquisitions, provided by the Vaud Cantonal Police (Switzerland), 
served to evaluate the operational prevalence of the intermediate traces 
we identified. The dataset covered a broad device spectrum, spanning 
Android versions from 7 to 15 and including more than ten vendors (e.g., 
Samsung, Xiaomi, OPPO, Huawei, Google), ensuring heterogeneity in 
both hardware and software contexts.

4. Reconstruction of the geolocation process

This section reconstructs how the FLP computes a device's final 
geolocation fix, as inferred from our empirical analysis and corroborated 
by our dynamic validation tests. Because FLP is proprietary and largely 
undocumented, this reconstruction reflects our best interpretation of the 
results and may be incomplete or imprecise. Further technical details on 
the underlying calculations, algorithms, and procedures are available at 
Mombelli (2025) and complement the findings presented here.

4.1. Initialization and location requests

The geolocation process begins with the activation of the Google 
Location Manager service, which instantiates a Google Location Manager 
(responsible for handling requests) and a Fused Location Provider 
(responsible for computing final fixes). Upon creation, the Fused Location 
Provider initializes a Runtime Cache that stores the most recent location 
in memory.

Location computation is handled by a layered location engine that 
sequentially applies throttling, delaying, and fusion logic. Depending on 
request parameters and device state, a Stationary Throttling Engine may 
reuse a recent final fix when the device is stationary, while a Delaying 
Engine can temporarily defer recomputation following changes in 
request settings. The final Fusion Engine then combines inputs from 
multiple location providers to compute a new geolocation fix when 
required. Once initialized, the system can handle two request types: 

• Current Location Request: After permission checks and basic saniti
zation, a new final fix is computed by the Fusion Engine and stored in 
the Runtime Cache.

• Last Location Request: No new computation is triggered; the Runtime 
Cache is queried directly, returning the most recent final fix.

In this process, we identified two notable behaviors relevant for 
forensic interpretation: 

• If a request with a coarse granularity has expired by less than 10 
minutes, the last calculated final fix is not discarded. Instead, it is 
returned with a timestamp refreshed to the current time.

• Requests with coarse granularity are subject to obfuscation: the co
ordinates of the resulting final fix are perturbed with a random offset 

(updated hourly), and the horizontal accuracy is downgraded to a 
minimum of 2000 m.

4.2. Activation of location providers

The first major step in the computation of a new final geolocation fix 
is the activation of available location providers, coordinated by a GMS 
Fusion Scheduler and a Location Provider Activator. This activation de
pends primarily on the availability of location providers3 and the pri
ority of the incoming request. The inferred roles of each location 
provider and the conditions for their activation are summarized in 
Table 2.

4.3. Network-based geolocation mechanisms

The Network Location Provider (NLP) is the first major provider to 
contribute to geolocation. Its role is to estimate the device's position 
from surrounding cell towers and Wi-Fi APs. The process follows three 
main stages: 

1. Data collection: The system scans nearby Wi-Fi APs and retrieves 
information about the serving cell tower and its neighbors, storing 
parameters and timestamps in memory.

Table 2 
Overview of location providers available for geolocation.

Name Inferred role Activation (if available)

Pressure 
Provider

Supplies barometric 
pressure information.

Always.

GMS Weather 
Provider

Provides contextual 
weather information.

Always.

Step Detector Detects user steps to aid 
in motion estimation.

If priority is HIGH_ACCURACY.

Activity 
Recognition 
Provider

Infers user activity (e.g., 
walking, running, 
driving).

If priority is HIGH_ACCURACY.

Wi-Fi RTT 
Continuous 
Ranger

Measures distances to 
Wi-Fi APs using Wi-Fi 
Round Trip Time (RTT) 
technology.

If priority is HIGH_ACCURACY.

GNSS Provider GMS provider that 
supplies location data 
based on GNSS satellite 
signals.

If priority is HIGH_ACCURACY.

GNSS Batch 
Provider

Fallback provider (from 
Android Location 
Framework) that delivers 
GNSS location data in 
batches.

If priority is HIGH_ACCURACY, and if 
GNSS Provider is not available.

Bluesky Provider Enhances GNSS accuracy 
by providing correction 
data.

If either GNSS Provider or GNSS Batch 
Provider is activated.

Network 
Location 
Provider 
(NLP)

Provides location 
information primarily 
based on Wi-Fi APs and 
cell tower data.

If priority is either HIGH_ACCURACY or 
BALANCED_POWER_ACCURACY.

Network 
Location 
Provider Low 
Power

Lower-power variant of 
NLP that relies 
exclusively on cell tower 
data.

If priority is LOW_POWER.

Passive Provider Receives location 
updates passively by 
listening to fixes 
triggered by other 
requesters.

If priority if PASSIVE.

3 Each provider's availability is determined by a combination of factors, 
including the accessibility of its underlying data sources (e.g., barometric 
sensor, Wi-Fi connectivity), the device's current state (e.g., detected device 
speed, GNSS signal quality), and other dynamic conditions (e.g., timing, pre
viously activated providers).
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2. Aggregation: Wi-Fi and cell scans occurring within a 20-second 
window are paired into location candidates.

3. Estimation: Each candidate produces two independent location es
timates, one from Wi-Fi fingerprinting (Wi-Fi Locator Result) and one 
from cell tower data (Cell Locator Result). These results are encap
sulated in a Network Location object, and the most accurate fix is 
selected.

4.3.1. Cell-based position estimation
Cell-based positioning relies on pre-calculated location fixes associ

ated with the serving cell tower, retrieved either from a local cache 
(CFPC1 Cache, see Section 5) or, if missing, from Google's servers via 
the private VoilaTile API.4 A request to this API contains identifiers 
for the target cell tower (Mobile Country Code, Mobile Network Code, 
Cell ID, plus Location Area Code for GSM cell towers). A response in
cludes, for the queried cell (if known) and for each neighbor enclosed in 
a map tile of variable size: 

1. A CellPrimaryOnly estimate: A precomputed geolocation fix 
based on the current cell (i.e., the queried cell or the neighbor under 
consideration).

2. Multiple CellFingerprint estimates: A list of precomputed geo
location fixes, based on the current cell and multiple subsets of its 
neighbors.

It's important to note that these intermediate fixes represent the 
device's position, not the cell tower's position. All central locations are 
encoded using Google's S2 Geometry format, a spatial indexing system 
that partitions the Earth's surface into hierarchical cells, each identified 
by a unique S2 Cell ID encoding both geographic position and level of 
detail (Google, 2025g). The returned data are decoded by a Cell Location 
Calculator, before being stored in the CFPC1 Cache.

As illustrated in Fig. 1a, the cell-based geolocation process follows 
three steps: 

1. Cache check: If the serving cell is not present in the CFPC1 Cache, a 
VoilaTile request is issued, and the result is cached for future use.

2. Estimation: The system compares the current list of neighbors with 
the neighbor sets in the cached VoilaTile data associated with the 
serving cell tower. If a match is found, the corresponding Cell
Fingerprint fix is selected. If not, the system defaults to the fall
back CellPrimaryOnly fix.

3. Accuracy adjustment: The reported horizontal accuracy is bounded 
to ≥100 m before the result is dispatched.

4.3.2. Wi-Fi-based position estimation
Wi-Fi positioning follows a process similar to cell-based estimation. 

The required geolocation data for detected APs are retrieved from 
multiple local caches (FREWLE5 Cache v2/v3 and VTC Cache, see 
Section 5), or, if absent or expired, from Google's VoilaTile API. A 
request includes a list of BSSIDs for the target APs, while a response 
provides information for each requested AP (if known) and nearby APs 
(enclosed in a map tile of variable size, also known as FREWLE tile): 
BSSID, central location (encoded as an S2 Cell), output power, path-loss 
exponent, elevation, RTT model,6 associated building and floor. Note 

that no horizontal accuracy value is included in the response, as these 
are not precomputed location fixes: the central location reflects the 
estimated absolute position of each AP. Accuracy is instead computed 
locally, based on values returned by VoilaTile together with the 
measured RSSI values.

The returned data are decoded by a Wi-Fi FREWLE Location Manager, 
before being stored in the FREWLE Cache and VTC Cache. Once AP data 
are available, the positioning process follows four stages, as shown in 
Fig. 1b: 

1. Cache check: If the detected APs are not present in cache (FREWLE 
Cache v2/v3, VTC Cache), a VoilaTile request is issued, and the 
result is cached for future use.

2. Preprocessing: Detected APs are sorted by signal strength; at most 
the top 20 are used.

3. Estimation: Device location, horizontal accuracy, and indoor proba
bility are inferred using three embedded neural networks (packaged 
with the GMS APK, weights are stored in files wifi_location. 
model.uncompressed, wifi_accuracy.model.uncompressed, 
and wifi_indoor.model.uncompressed) taking as input the 
measured RSSIs and the parameters received from VoilaTile. The 
following constraints, relevant for forensic interpretation, are applied: 
• If a single AP is detected, its coordinates define the central location 

of the intermediate fix, while accuracy and indoor probability are 
estimated by the respective models.

• With 2–3 detected APs spaced more than 300 m apart, the location 
of the closest AP is returned, with fixed horizontal accuracy (100 
m) and indoor probability (0.25).

• Horizontal accuracy values are finally clamped between 4.2 m and 
210 m.

4. Altitude computation and floor assignation: The device's altitude 
and vertical accuracy are derived from AP elevation data and 
measured RSSI values. The building and floor in which the device is 
located, both represented by an S2 Cell ID and a unique identifier, are 
determined by plurality voting among the strongest APs detected.

4.3.3. Crowdsourced location enhancement
Network-based positioning is continuously refined through crowd

sourced data contributed by GMS user devices. This process is coordi
nated via the remote and private Kollektomat API,7 which aggregates 
environmental and sensor data before uploading them to Google's 
servers. Our analysis identified three distinct collection mechanisms: 

• Burst Collector: Actively performs Wi-Fi and cell scans, requests ac
tivity recognition results and current final geolocation fixes “on de
mand.” Then, it uploads data immediately. Validation tests showed 
that this collection occurred on 24 out of 30 days, with a median 
frequency of three uploads per day.

• Sensor Collector: Performs a wide range of sensor readings (acceler
ometer, gyroscope, calibrated and uncalibrated magnetic field, 
barometer), Wi-Fi and cell scans, Wi-Fi RTT events, GNSS measure
ments and status, and current final geolocation fixes, then stores 
them in a local temporary cache (NLP_S Cache, see Section 5) 
before upload. Validation tests showed that this collection was more 
irregular, with activity detected on only 10 out of 30 days. Some days 
showed heavy collection and others very little or none, which makes 
its pattern difficult to interpret.

• Passive Collector: Passively collects Wi-Fi and cell scans, activity 
recognition results, and current final fixes requested by other com
ponents, then uploads data. Validation tests showed that this 
collection occurred on 23 out of 30 days, with a median frequency of 
four uploads per day.

4 https://voilatile-pa.googleapis.com/google.internal.android.location.voi 
latile.v1.VoilaTileService/FindTiles. See Mombelli (2025) for more details on 
request and response structure.

5 The term FREWLE is used in the context of GMS to denote the location 
estimation technology based on Wi-Fi AP fingerprinting.

6 If the AP is RTT-enabled, this model contains information to allow posi
tioning via Wi-Fi RTT technology, such as an anchor (AP absolute geolocation), 
floor, and vertical uncertainty.

7 https://android-context-data.googleapis.com/google.internal.android.loca
tion.kollektomat.v1. KollektomatService/Offer.
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See Mombelli (2025) for further details on Kollektomat requests, 
building upon the work of Leith (2025).

4.4. GNSS-based geolocation mechanisms

The second major component involved is the GNSS Provider. This 
provider supplies satellite-based location estimates. Our analysis iden
tified two key stages: 

1. GNSS position estimation: GNSS-based position estimation is 
handled by multiple internal providers. Location requests may be 
forwarded directly to GNSS hardware via the Chipset GNSS Provider, 
or processed by a higher-level Blue Star Provider, which combines 
GNSS measurements with inertial sensor data through the native li
brary libbluestar_jni_android.so. In practice, the Blue Star 
Provider is preferred for high-frequency updates, while direct chipset 
access serves as a fallback or is used for lower-frequency requests. 
However, the Blue Star Provider was inactive during validation for 
unknown reasons, limiting verification of its precise behavior.

2. Measurement corrections: The initial estimate is refined by the 
Bluesky Provider, which applies environmental corrections using 
raster tiles retrieved from Google's VoilaTile API. These tiles 
encode per-pixel clutter characteristics (e.g., buildings, trees) and are 
cached locally in the Bluesky Cache (see Section 5). A Kalman 
filter8 integrates these corrections with GNSS measurements, veloc
ity, and bearing, and the refined fix is then reinjected into the active 
GNSS Provider.

4.5. Fusion of geolocation sources

After individual providers generate their estimates, the Fusion Engine 
integrates them into a final fix. This process involves three fusion con
trollers (Table 3) and five refining filters (Table 4). As detailed in Fig. 2, 
incoming estimates (internally called “evidence” in FLP) are processed 
in three stages: 

1. Update of fusion controllers and filters: Each new piece of evi
dence updates the relevant fusion controllers, primarily according to 
its source provider. In parallel, the five refinement filters update 
their state according to their respective requirements.

2. Determination of updated final geolocation fix: The Fusion 
Coordinator then applies a hierarchy of decisions: 
(a) If available, prefer a recent injected GNSS fix.
(b) Otherwise, if activation conditions are met (i.e., pedestrian 

movement, not in-vehicle/on-bycicle, sufficient amount of 
recent location evidence), use the Particle Filter Fusion Controller.

(c) Otherwise, delegate to the GNSS/Wi-Fi/Cell Fusion Controller, 
which applies context-dependent logic (Table 5): 

i. If pedestrian activity is detected (via the Pedestrian Switching 
Fusion logic), a fusion of GNSS and Wi-Fi fixes is computed 
via the GNSS–Wi-Fi Fusion logic.

ii. Otherwise, the ‘best’ estimate between a GNSS and a Wi-Fi 
fix is selected by applying the Failover Fusion logic.

iii. The chosen fix is compared with a cell-based fix (via the 
Failover Fusion logic) to allow fallback when GNSS and Wi-Fi 
fixes are missing or poor.

3. Refinement: If it's not GNSS-injected, the chosen fix is refined by the 
five filters and returned as the output of the Fused Location Provider.

5. Intermediate traces of geolocation activity

During this extended geolocation process, GMS generates multiple 
intermediate traces that are stored in application-specific storage. A 

Fig. 1. Sub-flows of network-based geolocation estimation.

8 A Kalman filter is an algorithm that estimates the state of a dynamic system 
by combining predictions with noisy sensor measurements to produce more 
accurate results over time (Welch and Bishop, 2006).
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subset of these traces is detailed in Table 6 and described below (see 
Mombelli (2025) for detailed format specifications and parsing tools).

We also identified further traces, such as /cache/dsm (daily NLP 
usage statistics) and /cache/nlp_devices (Wi-Fi AP observations 
from Burst and Passive Collector events). These were only partially parsed 
and are not discussed here.

5.1. Details on intermediate traces

5.1.1. CFPC1 cache
This cache stores precomputed device geolocation fixes based on cell 

towers, returned by the VoilaTile API. Information include tower 
identifiers and associated geolocation and temporal data (i.e., time
stamps of the associated VoilaTile response, in UTC). Each entry 
persists for approximately seven days, with cleanup performed daily. 
Validation tests on trace evolution corroborated this lifespan across all 
four tested devices (listed in Table 1). This cache reveals historical 
knowledge of nearby cell towers (both those serving the device and 
neighbors reported by Google remote services), but does not reliably 
identify which cell towers were actively serving the device.

5.1.2. FREWLE cache v2 (FTC)
This cache contains geolocation data for Wi-Fi APs returned by the 

VoilaTile API. Each response contributes the following to the cache: 
(1) general information about the VoilaTile response (e.g., FREWLE 
tile, timestamp in UTC, average elevation); (2) geolocation information 
for each received AP; and (3) BSSIDs of uninformative APs (i.e., detected 
by the device but unknown to the VoilaTile service). Entries persist 
for approximately seven days, with cleanup performed daily. This could 
not be corroborated through validation tests, as this cache was not 
present on any of the four tested devices. Again, this cache reveals his
torical information about nearby APs, but it does not reliably identify 
the APs that have been directly observed by the device.

5.1.3. VTC cache
Contains RTT models for Wi-Fi APs returned by the VoilaTile API. 

Information from each response is added to the cache: (1) BSSID aliases 
for each AP, if present (no aliases were observed in collected Voila
Tile responses, leaving their nature unclear); (2) a timestamped9 (in 
UTC) RTT model for each received RTT-enabled AP; and (3) BSSIDs of 
requested RTT-disabled APs. Entries remain available for approximately 
seven days, with daily cleanup routines. This could not be corroborated 
through validation tests, as this cache was not present on any of the four 
tested devices. Once again, while the cache preserves historical infor
mation about nearby APs, it does not allow a reliable distinction be
tween APs directly observed by the device and additional ones included 
in the server response. This cache is no longer present in newer versions 
of GMS (from version 25.18.33 onwards).

5.1.4. FREWLE cache v3
This cache is a more advanced Wi-Fi AP cache that can replace 

FREWLE Cache v2 and VTC Cache, implemented in LevelDB and 
composed of key-value pairs. A key includes a type identifier followed 
by a string, while the corresponding value is either a bytestring or a 
serialized Protobuf message. The known type identifiers and their 
associated values are summarized in Table 7.

Entries are retained until size thresholds are exceeded (approxi
mately 10 MB, checked daily), at which point most of the oldest type- 
0 entries (along with all associated entries of other types) are deleted. 
Validation tests on trace evolution showed a lifespan of type-0 entries 
ranging from 7.0 to 10.9 days. Unlike v2, it distinguishes between APs 
directly observed (‘lookups’) and those only returned by the server 
(‘additional’).

5.1.5. NLP_S cache
A Protobuf-based cache which captures the output of Sensor Collector 

events and contains the sensor and contextual data listed in Section 
4.3.3, along with additional metadata such as the Android build 
fingerprint, the timezone, and the GNSS chipset model. Each 

Table 3 
Overview of fusion controllers used to integrate geolocation evidence.

Controller Description

Injection Sensor Fusion 
Controller

Passes through GNSS fixes corrected by measurement 
post-processing. Returns the most recent GNSS-injected 
location. This controller was never activated during 
validation testing.

Particle Filter Fusion 
Controller

Uses a particle-filtera algorithm to combine GNSS, inertial 
sensors (via BluePixel),b step detection, activity 
recognition, Wi-Fi RTT measurements, and network 
estimates into a refined fix.

GNSS/Wi-Fi/Cell Fusion 
Controller

Applies decision logic to select or combine GNSS, Wi-Fi, 
and cell estimates. Depending on accuracy and source 
availability, it may output: (1) a standalone cell, Wi-Fi, or 
GNSS fix; (2) a GNSS–Wi-Fi weighted average; or (3) a 
GNSS fallback after rejecting a poor Wi-Fi fix.

a A particle filter is a probabilistic algorithm that estimates the state of a dy
namic system by representing possible states with a set of weighted samples 
(particles), often applied in tracking or localization under uncertainty 
(ScienceDirect, 2025).

b BluePixel, associated with the package com.google.android.loca
tion.fused. bluepixel, appears to be a nanoapp to process sensor data 
with minimal power usage.

Table 4 
Overview of fusion filters used to refine geolocation fixes.

Filter Role

Elevation Optimization 
Filter

Optimizes altitude estimation by integrating sensor inputs 
(barometric, GNSS, Wi-Fi, and weather) using graph-based 
optimization and historical filtering techniques.

Indoor Probability 
Filter

Stores the most recent indoor probability value derived from 
Wi-Fi-based estimates and applies it to the fused geolocation 
fix (if the probability estimate is not older than 60 s).

Speed Estimator Filter Aggregates and smooths GNSS-based speed estimates to 
produce a refined and validated speed measurement for the 
current geolocation fix.

Dynamic Location 
Filter

Continuously refines the device's position using a Kalman 
filter that combines predicted motion from past state with 
new inputs (position, speed, bearing).

Accuracy Output Filter Tracks historical accuracy values (in the last 5 s) and adjusts 
the final fix's reported accuracy accordingly.

Table 5 
Fusion logics.

Logic Role

Pedestrian Switching 
Fusion

Selects between a pedestrian-optimized and fallback location 
source based on recent motion activity and GNSS signal 
quality. Prioritizes the pedestrian source when conditions 
suggest on-foot movement.

GNSS–Wi-Fi Fusion Combines GNSS and Wi-Fi location estimates using a 
weighted accuracy-based fusion. If the GNSS fix is 
significantly more accurate (accuracy at least twice as good), 
it is preferred. Otherwise, a fused fix is computed along the 
great-circle path between the two.

Failover Fusion Selects between a primary and fallback location source based 
on availability, accuracy, recency, and spatial separation. 
Prefers the primary fix unless it is missing, outdated, or 
significantly less reliable than the failover source.

9 Due to an apparent implementation issue, the recorded timestamp granu
larity is approximately 86.4 ms rather than the expected 1-h resolution.
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measurement is precisely timestamped (UTC). Each file represents a 
collection event and is deleted once transmitted to Google's servers. 
Validation tests revealed heterogeneous lifespans, ranging from 0.4 to 
7.1 days depending on the device, with upper values consistently 
reaching approximately 7 days across all tested devices.

5.1.6. Bluesky cache
A Protobuf-based cache that stores raster tiles used by the Bluesky 

Provider for GNSS measurement correction. Each file in the cache cor
responds to a single tile retrieved from the VoilaTile endpoint. No 
explicit timestamps are stored within these files. Instead, the cache 
mechanism uses the file's creation time (in UTC) in filesystem's metadata 
to reflect the original VoilaTile request timestamp. The modification 
and access times (in UTC) are updated only the first time a tile is looked 
up in a session, after which the tile is loaded into memory. The default 
retention appears to be of approximately 30 days (checked every 12 h), 
though this was not conclusively validated.

5.2. Operational validation

As described in Section 3.3, we conducted two validation tests to 
assess the operational prevalence of the identified intermediate traces. 

Fig. 2. Geolocation fusion logic.

Table 6 
Overview of discovered intermediate traces generated during the geolocation process. Paths are relative to the private app data directory for the GMS package (/data/ 
data/com.google.android.gms/).

Name Path File/Folder name Format

CFPC1 Cache cache/cfpc1/ cfpc1.* Binary (AES-128-CBC encrypted)a

FREWLE Cache v2 cache/ftc/ ftc.* Binary (AES-128-CBC encrypted)a

VTC Cache cache/vtc/ vtc.* Binary (AES-128-CBC encrypted)a

FREWLE Cache v3 app_frewle_tile_cache_manager_db/ frewle_tile_cache_manager_db/ LevelDB (cleartext)
NLP_S Cache cache/nlp_s/ <UTC_TIMESTAMP>/0000* Gzip compressed Protobuf (AES-128-CBC encrypted)a

Bluesky Cache cache/bluesky/<BLUESKY_VERSION>/ <TILE_HASH>b Protobuf (AES-128-CBC encrypted)c

a The decryption key is found in the NLP Cache Key file (files/nlp_ck).
b Static code analysis suggests that this value is the result of a MurmurHash3 x64 128-bit hash computed over a concatenated string consisting of the Bluesky version, 

a Bluesky tile ID, and the Android ID. Attempts to replicate this computation were unsuccessful.
c The decryption key is derived from the Android ID, found in the Checkin preference file (shared_prefs/Checkin.xml), using PBKDF2-SHA1 (1324 iterations).

Table 7 
Identified key-value entries stored in FREWLE Cache v3.

Type ID Key Value

0 BSSID Geolocation data for Wi-Fi APs (including 
floor ordinal ID, building ordinal ID and 
FREWLE tile ID), insertion timestamp and 
last lookup timestamp (both hour-level 
granularity, UTC).

1 Building ordinal ID Building model (i.e., building coordinates 
encoded as a S2 Cell ID, building unique ID) 
and floor model for each floor (i.e., floor 
coordinates encoded as a S2 Cell ID, floor 
unique ID, floor label).

2 FREWLE tile ID S2 Cell ID associated with the FREWLE tile 
and number of AP entries in the associated 
VoilaTile response.

3 BSSID Aliases.
4 Nibble model-masked 

BSSID
BSSID.

5 Building S2 Cell ID and 
building unique ID

Building ordinal ID.

6 – General cache metadata.
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The first evaluated the ability of four widely used and up-to-date 
forensic tools to detect and parse these traces. None of the tools were 
able to do so. The second test examined a set of real-world forensic ac
quisitions provided by the Vaud Cantonal Police (Switzerland). Out of 
307 devices, 254 (82.7 %) contained at least one non-empty cache. The 
analyzed acquisitions spanned GMS versions from 21.09.15 (released 
around April 2021) to 25.34.34 (released around August 2025).10 A 
detailed breakdown is provided in Table 8. The persistence (at acquisi
tion) metric was assessed as the time between an entry's recorded 
timestamp and the moment of acquisition, and therefore reflects trace 
availability rather than full cache lifespan.

6. Discussion

This section discusses the key findings of the study in relation to the 
two research questions (RQs) presented in the Introduction. Our in- 
depth analysis focused on GMS versions 25.06.32 to 25.30.31, while 
validation experiments covered a broader range from 21.09.15 to 
25.35.34. Importantly, GMS versions are not tied to Android OS releases, 
meaning that even older devices may run recent GMS builds and thus 
exhibit similar behaviors. While Android fragmentation and manufac
turer customizations typically complicate the generalization of forensic 
findings (Kröger and Creutzburg, 2012), GMS seems to operate largely 
independently from vendor modifications. This suggests that our results 
are broadly applicable, though they must still be interpreted with 
caution.

6.1. RQ1: How are intermediate and final geolocation fixes computed on 
Android?

Our analysis shows that geolocation computation in the FLP is a 
modular, multi-phase process. Incoming requests first undergo permis
sion checks and sanitization before being directed to the Fusion Engine, 
where data sources are selected primarily based on request priority and 
provider availability. These sources include a network-based provider 
that estimates position using Wi-Fi access points and cell towers as 
references, GNSS-based providers with optional environmental correc
tions, and sensor and contextual inputs that help determining the best 
geolocation strategy and refine the final fix. Final location fixes are 
produced through conditional fusion and post-processing filters, and 
may, under certain conditions, be served from a runtime cache rather 

than recomputed.
This adaptive architecture corroborates the implementation of mul

tiple geolocation sources and techniques inferred in prior work, while 
also exposing sophisticated post-processing logics not previously docu
mented in detail. Still, some mechanisms—notably Assisted GNSS (A- 
GNSS), cellular triangulation techniques, and Bluetooth-based posi
tioning—were not clearly observed, but this absence could also be 
caused by limited testing conditions or encapsulation in other layers of 
the Android location stack.

From a forensic perspective, reported final fixes (which may later be 
transformed to application-level traces) should not be attributed to a 
single provider: they are the outcome of layered decisions and filters 
shaped by request parameters and context. Each component influences 
both the central estimate and the reported accuracy, while introducing 
its own limitations. For example, network-based positioning depends on 
crowdsourced reference data whose freshness and coverage may vary (e. 
g., stale, sparse, or imprecise entries). Post-processing such as accuracy 
coarsening can intentionally reduce spatial resolution or shift co
ordinates and timestamps. Stationary throttling may reuse earlier final 
fixes with updated metadata.

Overall, the FLP's fused architecture enhances resilience by cross- 
validating inputs, but this approach also introduces more potential 
failure points, particularly when data are missing, outdated, or biased. 
This is important to keep in mind in a forensic context, a posteriori, 
where metadata describing which sources were used and how they were 
weighted are not necessarily preserved, complicating the assessment of 
provenance and uncertainty of the resulting traces.

Understanding the underlying geolocation mechanisms enables 
practitioners to qualify the investigative or evidential weight of a loca
tion trace by reasoning about its possible sources, context of generation, 
and inherent limitations, rather than treating reported coordinates as 
ground truth. This mechanism-aware perspective helps to avoid over
confidence in apparent accuracy, supports the formulation of alternative 
hypotheses, and assists in identifying plausible explanations for anom
alous or contradictory location data. For example, apparent movement 
before and after a critical event (e.g., a device briefly appearing to move 
away from and then return to a car crash location) may result from post- 
processing effects such as dynamic refinement or filtering rather than 
actual physical displacement (Meylan et al., 2025). Similarly, analyzing 
an application's location request parameters can help infer which pro
viders were potentially activated (e.g., NLP, GNSS, Bluesky), allowing 
investigators to contextualize a trace in terms of expected accuracy and 
uncertainty even when such metadata is absent. More broadly, knowl
edge of the geolocation pipeline supports better-structured forensic 
research and clearer communication of uncertainty in investigative and 
judicial contexts.

6.2. RQ2: What local traces are generated during geolocation?

We identified multiple caches that record intermediate stages of the 
geolocation process (see Section 5). This shows that nearly every stage of 
the Android geolocation pipeline generates intermediate traces; each 
one reflects a distinct subprocess and is mostly independent from the 
others. As a result, partial information can often be recovered even in the 
absence of a complete final geolocation fix.

From an evaluative perspective, however, the probative value of 
these traces must be approached with caution. For instance, the 
Bluesky Cache records only the creation and lookup times of raster 
tiles, with repeated lookups overwriting earlier values. The CFPC1 
Cache stores pre-computed cell-based fixes, while Wi-Fi caches retain 
AP estimations, both derived from opaque server-side source data. 
Because many caches contain data retrieved directly from Google's 
servers, their presence does not necessarily imply direct observation by 
the device, and their real-world accuracy cannot be independently 
verified.

Some caches are volatile, subject to dynamic deletion or overwriting 

Table 8 
Operational prevalence of the discovered intermediate traces in real-world 
forensic acquisitions. For FREWLE v3, only type-0 entries are considered.

Devices (n ¼
307)

Number of 
entries

Persistence 
(days)

# % Mdn Max. Mdn Max.

CFPC1 172 56.0 2319 4096 7.0 18.6
FTC (informative) 45 14.7 298 10000 6.3 746.3
FTC (uninformative) 45 14.7 0 71 3.0 6.7
VTC (RTT-enabled) 140 45.6 1 16 8.1 132.0
VTC (RTT-disabled) 140 45.6 334 1000 – –
FREWLE v3 (lookups) 173 56.4 261 9040 5.2 17.2
FREWLE v3 (additional) 173 56.4 5560 125574 5.1 17.0
NLP_S 45 14.7 Variablea 3.3 6.9
Bluesky 183 59.6 30 100 29.8 854.1

a The number of entries varies depending on the data type. Median number of 
entries values are: 1700 for acceleration, 3405 for gyroscope, 0 for calibrated 
magnetic field, 1537 for uncalibrated magnetic field, 6 for Wi-Fi scan, 0 for cell 
tower scan, 22 for GNSS status, 24.5 for GNSS measurements, 20 for final geo
location fixes.

10 Release dates are based on the APKMirror upload timeline (APKMirror, 
2025).
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in response to new location requests or changes in connectivity. This 
highlights the importance of timing and contextual awareness when 
seizing and acquiring data from devices. Nevertheless, since geolocation 
services are invoked routinely by both system processes and user ap
plications, these traces are likely to be present in practice. These are 
hidden from ordinary users, and when correlated they provide valuable 
insights on the device's position at a certain moment in time.

From an investigative perspective, intermediate traces should not be 
treated as substitutes for final location fixes, but as complementary data 
that can contextualize, corroborate, or challenge location hypotheses. In 
practice, these traces can support forensic reasoning in several ways. 
First, they can help corroborate or falsify hypotheses derived from 
application-level location traces or other contextual information. For 
example, Wi-Fi AP lookups or sensor activity may support or contradict 
a hypothesized presence inferred from messaging or navigation data. 
Second, when final location fixes are absent or sparse, intermediate 
traces can help formulate hypotheses about presence or movement, 
provided their limitations are carefully considered. For example, when 
reconstructing a car's route, the CFPC1 Cache may provide coarse in
dications of presence and movement based on the timing and sequence 
of cell-based entries. Third, some traces provide value beyond geo
location per se, such as temporal markers, cellular of Wi-Fi connectivity 
information, sensor activity, or traces of environmental interaction (e.g., 
detected APs), which may be relevant to broader event reconstruction or 
hypothesis testing. Additional illustrative use cases and examples are 
provided in Mombelli (2025).

An analysis of 307 real-world forensic acquisitions showed the 
operational prevalence of these caches (see Table 8): 82.7 % of devices 
contained at least one non-empty intermediate trace, across a wide 
range of Android versions (7–15), vendors (Samsung, Xiaomi, Google, 
among others), and GMS releases spanning 2021 to 2025. The large 
number of entries observed, together with their persistence at acquisi
tion,11 corroborates the forensic prevalence of these data. While specific 
implementations may evolve, the consistent presence of these traces 
across devices and GMS versions indicates that they may originate from 
stable architectural properties of FLP's geolocation pipeline rather than 
transient implementation details.

At the same time, none of the tested leading forensic tools was able to 
recognize or parsed these traces. This gap highlights how substantial 
sources of location traces may remain invisible in current forensic 
practice.

7. Limitations

Our findings are subject to multiple limitations. First, we examined 
only two request types (Current Location and Last Location), leaving 
others (e.g., location updates, geofencing) unexplored. Second, the 
analysis focused solely on GMS, excluding alternative frameworks such 
as the Android Framework APIs, which remain relevant in restricted 
regions, GMS-free distributions, or older Android versions. Similarly, 
less common technologies like BLE sightings were only briefly consid
ered. Third, results were based on a limited set of GMS builds; while 
GMS appears consistent across manufacturers, fragmentation and 
regional variants may still introduce differences. Finally, this study does 
not include ground-truth validation of intermediate traces or final geo
location fixes. The opacity of Google's server-side logic leaves elements 
like Wi-Fi- and cell-based estimates as black boxes, and assessing their 
real-world accuracy would require a different experimental methodol
ogy, which is beyond the scope of this work. As a consequence, a formal 
forensic interpretation framework for these traces is also currently 

lacking, as such interpretation must build on statistically grounded 
knowledge of their real-world accuracy. Our focus is therefore on 
reconstructing trace generation mechanisms and provenance, which is a 
necessary prerequisite for accuracy-focused studies, an aspect we are 
currently investigating.

8. Conclusion

This study examined the internal mechanisms and forensic relevance 
of geolocation trace generation on Android devices, focusing on Google 
Mobile Services (GMS). While geolocation traces are among the most 
exploited forms of digital evidence, the processes by which they are 
produced and stored remain largely opaque, particularly within pro
prietary systems. Such opacity creates risks for forensic interpretation, 
from overestimating accuracy to misattributing device presence.

Through reverse engineering, behavioral testing, and trace extrac
tion, we reconstructed the logic of the Fused Location Provider (FLP) 
across multiple GMS versions. We showed that geolocation computation 
is a multi-stage process combining GNSS, Wi-Fi, and cellular inputs with 
sensor and contextual data, filtered and fused by adaptive algorithms. A 
key contribution is the identification of undocumented intermediate 
traces—such as encrypted caches for Wi-Fi and cell positioning, sensor 
data collections, and GNSS correction tiles—which are widely present 
and persist for extended periods but remain undetected by existing 
forensic tools. Practically, this work enables more robust forensic 
interpretation of Android geolocation traces by exposing how final 
location fixes are generated and by providing additional system-level 
traces that can contextualize, corroborate, or challenge application- 
level location data. Building on this foundation, future research should 
pursue deeper analysis of GNSS subsystems and the NLP stack; extend 
validation across a wider range of devices, environments, and GMS 
versions; and develop forensic tools capable of parsing intermediate 
caches (e.g., ALEAPP or Hansken plugins). In addition, case-based or 
investigative studies would be valuable to assess how intermediate 
traces can be interpreted and contextualized in real-world forensic 
scenarios. Investigating the evolution of GMS and assessing the integrity 
of Google's crowdsourced databases would further broaden both the 
forensic and societal relevance of this line of research, and this is work 
we are currently pursuing.

In a digital age where location is both highly informative and highly 
contested, forensic practitioners must be equipped with both the tools 
and the understanding to interpret geolocation traces accurately. Our 
study aims to support that mission by revealing the mechanisms beneath 
the surface, questioning black-box assumptions, and laying the 
groundwork for scientifically sound digital trace analysis.
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