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Abstract

Digital forensic relies on validated tools and established procedures, yet the underlying operating systems, applications,
and analysis tools evolve rapidly. This evolution can cause artifact behavior and tool outputs to drift, silently degrading
repeatability and confidence in long-lived forensic interpretations. We present test-driven forensics, a practical approach
that treats forensic expectations as executable specifications: expected artifacts and expected tool outputs are encoded as
tests that can be rerun across versions to detect regressions. Crucially, our approach also enables State Transition Testing,
validating the system’s expected state after each user action rather than only performing post-mortem checks on a final
disk image; this supports causal attribution and makes transient behavior testable. We implement the methodology
in ADARE, an open-source framework that runs controlled experiments in virtual machines and simulates realistic
user activity via computer-vision-guided GUI automation. ADARE includes a companion web platform for sharing
experiments, environments, and results to facilitate independent reruns and peer verification. We evaluate ADARE in
five case studies spanning artifact research and tool validation. In particular, a 25-version regression study of Autopsy
reveals substantial, largely undocumented changes in exported report outputs, demonstrating how executable tests make

drift measurable and reproducible at scale.
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1. Introduction

Digital forensics demands adherence to “established
principles, standards, and processes” (Flaglien, 2018)), yet
the discipline faces persistent challenges in meeting this
ideal. While foundational definitions emphasize the use of
validated tools and scientifically derived methods (Palmer)
2001)), current practice often lags behind due to the rapid
evolution of software. The process of identifying artifacts
remains largely manual and is frequently documented in
informal sources, such as blog posts, which are unsuit-
able for legal proceedings. This problem is amplified by
the dynamic nature of modern systems: artifact structures
and meanings often change with minor software updates,
rendering prior knowledge obsolete or incorrect (Horsman),
2019b} |Singh and Singhl |2017; [Zimmerman) |2017; [Lagny,
2019).

To address these challenges, we propose test-driven
forensics: a methodology in which expected artifact be-
haviour and forensic tool outputs are encoded as exe-
cutable tests that can be rerun across OS and applica-
tion versions to establish a verifiable reference baseline.
We implement this methodology in ADARE, a framework
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that automates the execution of controlled experiments
and checks expected artifacts and tool results across ver-
sions. We focus on desktop operating systems (OS), where
frequent OS and application updates change artifacts and
frequent tool updates can introduce tool-output drift. By
adapting established software engineering practices—such
as automated unit, system, and regression testing—to the
forensic domain, we enable continuous validation and re-
gression testing of artifact expectations and tool outputs
as systems evolve.

ADARE provides the technical infrastructure to sup-
port these practices by simulating realistic user behavior
through computer-vision-guided GUI automation. Pair-
ing a simulated user action with a test of its expected
outcome is analogous to automated testing in software en-
gineering (Cohnl 2010; Martin), [2011). This enables stan-
dardized experiments that measure artifact behavior and
tool-output drift over time.

To foster collaboration, the framework includes a web
platform for sharing experiments and their results. This
allows researchers to replicate findings with minimal setup,
strengthening confidence through independent validation.
Using a shared experiment repository and rerunnable
workflows, ADARE supports a community process for val-
idating artifacts and tool behavior that are beyond the
scope of any single organization to maintain (McKemmish)
1999; |Craiger et al., |2006b)).
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This work makes the following scientific contributions:

e Test-Driven Methodology: We introduce a
methodology that treats artifact knowledge as ex-
ecutable tests, enabling continuous validation and
regression testing of forensic tools and artifact be-
havior across OS and application versions.

¢ ADARE Framework & Ecosystem: We present
an open-source system that uses computer-vision-
guided GUI automation to execute self-validating ex-
periments, with a web platform for sharing and re-
production.

e Evaluation: We demonstrate the approach through
five case studies that expose version-specific artifact
divergence and tool-output drift.

2. Related Work

2.1. Artifact Research

Digital forensic artifact research is fundamentally
driven by the escalating volume, variety, and complexity
of digital evidence, with the core aim of identifying and
reliably interpreting information that is of forensic utility.
A central challenge is reducing missed or misinterpreted
evidence through standardized methods and broadly ac-
cepted interpretations. To systematically manage this
growing body of knowledge, researchers have developed
centralized, crowdsourced repositories, such as the Artifact
Genome Project (Grajeda et al., 2018), the Artifact Cat-
alog (Casey et all [2022), the Digital Forensics Artifacts

Repository (The Digital Forensics Artifacts Repository

authors, 2014), the DFIR Artifact Museum (Rathburn

et al| [2022), and the knowledge base SOLVE-IT (Har-
greaves et al. 2025), which archive vetted artifacts in a
structured and searchable form. These catalogs formal-
ize artifact representation by detailing necessary and suf-
ficient elements, including associated context, application,
platform, and extraction recipes. The accurate interpre-
tation of collected traces depends significantly on refer-
ence data, defined as the standard information used to
classify or assign meaning to data acquired from digital
sources (Spichiger and Adelstein, 2025). However, highly
dynamic and evolving systems pose a challenge, as refer-
ence data must be gathered promptly to prevent the decay
of the assigned meaning of preserved traces over time, in-
creasing overall uncertainty. Methodological frameworks,
such as the Framework for Reliable Experimental Design
(FRED) , guide the robust planning, im-
plementation, and analysis phases of artifact testing to
ensure reliable, repeatable, and factually accurate results
suitable for legal admissibility. Furthermore, specialized
tools like Argus (Boztas et all [2025) facilitate dynamic
analysis by monitoring the file system during controlled
application usage experiments, storing these results in ref-
erence databases like Aardwolf.

The above approaches underscore the necessity of a
centralized repository for artifact knowledge, yet they also
reveal the considerable challenges inherent in its creation
and long-term maintenance. Related foundational work
addresses complementary concerns: FAIR-aligned repro-
ducibility workflows (Moreau et all [2023)) target exper-
iment sharing through containerization, (2006))
models file system state, and |Garfinkel et al| (2012) pro-
pose systematic image comparison via differential analysis.
Building upon these efforts, this work shifts from post-hoc
image comparison to in-run, assertion-based validation of
artifact behavior and tool outputs across versions.

2.2. Tool Testing

Based on a review of various publications, we extracted
several key aspects of effective digital forensics tool test-
ing. The process is predicated on rigorous validation—
confirming a tool meets requirements for its intended use—
and subsequent verification, which confirms this validation
within a specific laboratory’s unique environment
imanl, [2018b} [Flandrin et all, 2014} |Guo et all, 2009). This
dual process is foundational to satisfying the stringent
demands of legal admissibility standards and for achiev-
ing laboratory accreditation under frameworks like ISO
17025 (Guo et al. 2009; [Wilsdon and Slay} 2006). Given
the proprietary, closed-source nature of most commercial
software, the predominant methodology is a functionality-
oriented, black-box testing paradigm, which is more feasi-
ble than approaches requiring source code access
land Slay}, {2006} [Lyle et al.| 2011). Here, a structured test-
ing process commences with a formal plan that identifies a
tool’s discrete functions, for which detailed test cases and
documented reference datasets are created (Craiger et al.
12006a; Bhat et al. [2021; Brunty, 2023; [Lyle et al., 2011).
During execution in a controlled environment, the tool’s
output is systematically compared against a pre-defined
result acceptance spectrum to determine if it functions as
specified. Critical to this evaluation is recognizing that
errors in forensic tools are typically systematic, not sta-
tistical; consequently, testing must focus on thoroughly
documenting failure types and the specific conditions that
trigger them rather than pursuing a single error rate (Lyle]
2010). Recent work has expanded on this by proposing ab-

stract models for systematic error mitigation (Hargreaves
2024) and scenario-based quality assessments for

specific tool categories (Rzepka et al.,2025). Furthermore,
advanced testing should incorporate adversarial scenar-
ios to assess a tool’s resilience against anti-forensic tech-
niques (Bhat et al., [2021} Wundram et al., [2013)). While
performance testing is also significant for tool testing in
digital forensics (Pan and Batten) [2009; [Scientific Work-|
[ing Group on Digital Evidencel [2024), this work focuses
solely on the correctness of the tools.

2.3. Data Synthesis Frameworks
The lack of availability of datasets is a known prob-
lem in digital forensics (Grajeda et al.| 2017)). In response,




various data synthesis frameworks have been developed
to generate forensically relevant data. Since these frame-
works often function by emulating user interaction, they
are viable solutions for the automated generation of digital
artifacts required for forensic research and tool validation.

Gobel et al.| (2022)), |Schmidt et al.| (2023), and Wolf
et al| (2024) conducted surveys of such data synthesis
frameworks, assessing their respective capabilities for gen-
erating realistic forensic test data. These reviews col-
lectively analyze a range of existing solutions, including
Forensig? (Moch and Freiling} 2009), ForGeOSI] ForGer]
EvilPlant (Scanlon et al) [2017), VMPOP (Park] 2018]),
hystck (Gobel et al., 2020), TraceGen (Du et al., 2021]),
ForTrace (Gobel et al., 2022)), and ForTrace++ (Wolf et al.
2024).

These data synthesis frameworks are frequently devel-
oped to address the need for test datasets in digital foren-
sics, particularly for practitioner training, educational pur-
poses, and machine learning applications. A primary ob-
jective of these frameworks is to generate datasets with
high fidelity by emulating the digital traces that result
from authentic human-computer interactions. This pro-
cess aims to minimize the introduction of artifacts that
would reveal the automated nature of the data creation.
The absence of such automation artifacts is relevant for
creating realistic scenarios, however, their presence may be
less consequential for other applications, such as targeted
tool and method validation. In these validation scenarios,
the ground truth is comprehensively known, which allows
an examiner to account for and disregard any artifacts
known to originate from the data generation process.

While the primary goals of the surveyed data synthesis
frameworks may differ from our use case, the underlying
research provides critical insights relevant to this study.
Du et al.| (2021) indicate that the nature and volume of
the generated artifacts are contingent upon the specific
automation method employed. To achieve higher forensic
fidelity in the test images, the authors recommend an ap-
proach that utilizes GUI automation and computer vision,
as opposed to relying on simpler, and potentially less real-
istic, command-line or direct script execution methods—a
finding confirmed by [Schmidt et al.| (2023).

Moreover, (Gobel et al.| (2022)) and [Wolf et al.| (2024)
emphasize the necessity of capturing a comprehensive set
of digital traces, including not only artifacts on persis-
tent storage but also data from volatile memory and net-
work traffic. A prevailing architectural approach in re-
cent frameworks is the agent-less utilization of hypervisor
functionalities, combined with computer vision, to sim-
ulate authentic user behavior. The implications of this
design choice for test-driven forensic experimentation are
considered in the design of our methodology.

Thttps://github.com/maxfragg/forgeosi
*https://github.com/Jjk422/ForGen

3. A Test-Driven Methodology for Artifact Re-
search and Tool Validation

Drawing on established software engineering
paradigms, we propose a methodology that adapts
testing practices to two forensic areas: artifact research
and tool testing. The methodology relies on two core
components:

(1) the automated simulation of user behavior, and

(2) tests applied to validate the resulting system state.

In the following, we refer to a combination of simulated
user behavior and one or more corresponding tests as an
experiment. The system in which these experiments are
executed is called the environment.

8.1. Simulating User Behavior

Within this methodology, we describe user simulation
not merely as a state transition, but as constructive sim-
ulation—the use of computational agents to replicate the
interaction modalities of human users. The objective of
this simulation varies depending on the specific forensic
challenge being addressed. In the context of tool valida-
tion, the “user” corresponds to the forensic investigator
operating the analysis software. Conversely, in artifact re-
search, the term refers to a standard end-user performing
interactions within an operating system or software appli-
cation. In both scenarios, simulating user behavior must
preserve the realism required by the testing objectives.

Realism. To ensure forensic validity, this methodology
adopts the formal definition of realism based on the
“Prover/Verifier” model proposed by [Voigt et al.| (2025).
In this model, synthetic data is considered realistic if it is
indistinguishable from real data when analyzing a specific
set of “Allowed Features” (A C F, where F denotes all
measurable forensic features).

Within our methodology, we define A to encompass all
target forensic artifacts and tool outputs generated by the
simulated user, while explicitly excluding traces inherent
to the automation infrastructure itself—such as hypervi-
sor logs or agent remnants—provided these do not obfus-
cate the target evidence. This distinction imposes a strict
constraint on the simulation method: because exchanging
GUI interactions with low-level scripting frequently gen-
erates metadata that deviates from genuine human inter-
action and effectively corrupts the features within A (Du
et al} 2021), our methodology requires the use of authen-
tic GUI simulation to ensure the resulting forensic artifacts
are indistinguishable from those created by a human user.

8.2. Testing Strategies

Beyond user simulation, the second part of the method-
ology is testing the resulting system-state changes against
an expected outcome. In forensic tool validation, this
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means determining whether a generated output, exemplar-
ily a report, accurately reflects the activity inferred from
a given artifact source. Conversely, in artifact research,
testing focuses on confirming whether specific artifacts are
created or modified in response to simulated actions.

The design of experiments depends on the study objec-
tives. This includes deciding how detailed the tests should
be and whether to separate simulated user actions from the
tests or combine them. We therefore present several pos-
sible testing strategies derived from established software
testing principles.

Test Pyramid. Based on the test pyramid, we can organize
experiments into three distinct levels of granularity:

e Unit Level: At the most granular level, experi-
ments target atomic aspects. For artifact research,
this involves validating individual characteristics of
an atomic artifact (cf. |Casey et al|(2022)), such as
the presence of a specific log entry or a value in an
SQLite database. Correspondingly, for tool testing,
this involves verifying that a specific value appears
correctly in the tool’s parsed output.

e Integration Level: Ascending the pyramid, these
tests address complex structures. They focus com-
prehensively on a single artifact container (e.g., a
file or database) or a discrete functionality within a
forensic tool. This level ensures that the artifact or
tool functions correctly as a cohesive unit.

e System Level: At the uppermost Ul layer, the
methodology tests the complete set of artifacts gen-
erated by a sequence of user actions. This cor-
responds to Trace-to-Activity interpretation (Hors-
man), 2025, examining relationships between multi-
ple artifact containers and verifying end-to-end tool
workflows.

Regression Testing. In software testing, “/r/egression test-
ing is defined as the process of verifying that previously
functioning software continues to operate correctly after
modifications” (Engstrom et al., [2010). Regression testing
plays a critical role in the digital forensics context.

First, when a patch or a new version of an analysis tool
is released, it must be re-evaluated to ensure consistency
with previous versions. Reported results may change in
several ways beyond traditional bugs. For example, for-
matting changes of output and exports can disrupt auto-
mated workflows, and data conversions (such as switching
timestamp reporting from the original artifact’s timezone
to UTC) can significantly affect interpretation.

Second, regression testing is necessary even when the
analysis tool remains unchanged, as the software generat-
ing the artifacts (e.g., OS or applications) evolves. Up-
dates to these systems may alter the structure or behavior
of artifacts, potentially invalidating prior interpretations.

State Transition Testing. To validate artifact evolution,
we treat the forensic target as passing through a sequence
of observable states. Instead of treating experiments as
monolithic blocks analyzed only after completion, we val-
idate the expected state after each action. This approach
offers two distinct advantages: first, it captures transient
states, such as temporary cache files or volatile logs, that
are often deleted before a final analysis. Second, it effi-
ciently establishes causality by directly mapping user ac-
tions to artifact changes within a single continuous execu-
tion, avoiding the prohibitive resource overhead of running
separate experiments for each action sequence.

3.8. Essential Properties for Forensic Validity

Applying these testing strategies to digital forensics im-
poses strict requirements on the experimental design to
ensure results are forensically sound.

Reproducibility. Reproducibility is essential in establish-
ing the credibility and reliability of forensic findings, par-
ticularly when they are used in legal contexts. The ability
to replicate results enables independent verification of con-
clusions, which is crucial for both scientific integrity and le-
gal acceptance. Furthermore, reproducibility supports the
broader scientific principle of transparency, allowing others
in the community to scrutinize methods and results (Pan
and Battenl [2005; |Casey and Rose, [2010; |OliveiraJr et al.|
2020).

We adopt the definition of reproducibility from the|Na-
tional Academies of Sciences, Engineering, and Medicine
(2019), which requires “using the same input data; compu-
tational steps, methods, and code; and conditions of analy-
sis”. This definition implies that independent researchers
must be able to execute the same experiment and obtain
identical results. Consequently, achieving reproducibility
necessitates that all components—including input data,
the computational environment, and execution scripts—
are made accessible.

Privacy Preservation and Legal Compliance. A foun-
dational requirement for a scientifically sound forensic
methodology is that it operates within a robust legal and
ethical framework. This requires the incorporation of
privacy-preserving principles to ensure compliance with
data protection regulations, such as the General Data Pro-
tection Regulation (GDPR), particularly when processing
datasets that may contain personally identifiable informa-
tion. In addition, a methodology must account for intellec-
tual property considerations, including copyright, licens-
ing terms, and any restrictions governing software compo-
nents, datasets, and generated reports. Addressing these
legal, ethical, and IP-related obligations is essential to en-
able responsible sharing of experimental findings within
the research community (Breitinger and Jotterand) [2023]).

While curated datasets can mitigate certain privacy
concerns, copyright and licensing restrictions pose a more
fundamental challenge to reproducibility. Experimental



environments commonly include operating system compo-
nents and proprietary software that are subject to restric-
tive licenses and therefore cannot be freely redistributed.
As a result, full experimental environments cannot always
be shared directly, even when reproducibility is a core
methodological objective. Accordingly, this methodology
explicitly recognizes this constraint and requires that re-
producibility be supported through mechanisms that re-
main compliant with applicable legal and licensing restric-
tions, leaving the realization of such mechanisms to con-
crete implementations.

Transparent and Structured Reporting. For digital foren-
sic methods and tools to be admissible in court, they
must meet standards of scientific soundness and credi-
bility (Sremack, 2007). A primary method for establish-
ing this trustworthiness is through rigorous validation and
the subsequent reporting of its results (Tully et al.l [2020;
Stoykova and Franke] 2023; [Horsmanl, 12019allc)).

Achieving this standard requires that both the valida-
tion process and its outcomes are transparent and open to
scrutiny. Consequently, an implementation of the method-
ology should support not only the reproduction of exper-
iments but also the generation and dissemination of com-
prehensive reports detailing their results. To facilitate
transparency, these reports ought to document relevant
intermediate steps as well as final outcomes.

While reproducibility directly establishes the credibil-
ity of findings for the researcher conducting the replication,
the broader community benefits from the public reporting
of these reproduced experiments. The availability of mul-
tiple, independent reports that present consistent findings
enhances the collective confidence in a specific artifact or
tool. This allows other parties to place greater trust in
the results, even without performing the replication them-
selves.

3.4. Community-Driven Verification

The governance of tool validation can follow either a
centralized or a federated model, each with distinct advan-
tages and disadvantages (Horsmanl [2019¢). A centralized
model offers strict quality control and consistency but cre-
ates a bottleneck, as a single entity cannot scale to match
the velocity of software updates. Conversely, a federated
model offers high scalability through community contri-
bution but risks varying standards of quality and legal
compliance.

To satisfy the dual requirements of data quality and re-
search scalability, we propose a hybrid governance model.
This model combines a centralized curation process for
maintaining the quality and integrity of core experimen-
tal assets with a federated, community-driven approach to
validation and peer review.

To ensure a high standard of quality, the submission
of new experiments and fundamental components, such
as experimental environments, is subject to a centralized
review and curation process. This moderation is essential

to maintain scientific soundness, prevent duplication, and
verify the integrity of experiments and related assets.

8.5. Methodological Applications

As already stated before, the proposed test-driven
methodology is designed to address challenges in two pri-
mary forensic domains: Artifact Research and Tool Test-
ing. Within the following we describe how this methodol-
ogy advance these domains.

Artifact Research. The methodology enables forensic
sound explorative artifact research, one of the two re-
search orientations identified by Horsman| (2018a)) within
the FRED framework. By automating the simulation of
user behavior, the methodology enables the systematic
verification of how artifacts are created or modified in re-
sponse to specific simulated user actions.

This approach moves researchers from ad-hoc observa-
tion toward rigorous hypothesis testing. Expected forensic
outcomes, such as specific file changes or log entries, can be
formally defined and automatically evaluated. Unit-level
tests validate atomic trace attributes, while system-level
tests correlate traces across multiple artifact containers.
In addition, State Transition Testing capabilities make it
possible to map specific actions to artifact changes effi-
ciently.

Applying regression testing principles to artifact be-
havior further supports the verification of consistency
across operating system or software versions. This ensures
that forensic interpretations remain reliable as software
evolves and assists in automatically identifying changes in
artifact structures.

Finally, the methodology addresses the current lack of
transparent, reproducible testing procedures by providing
a structured basis for reproducible experiments. This col-
laborative approach promotes peer review and helps bridge
the gap between rapidly evolving software and the need for
a verifiable knowledge base of forensic artifacts and their
behavior.

Tool Testing. In the domain of Tool Testing, the method-
ology replaces manual report review with automated, as-
sertion-based verification. This formalization of expected
outcomes into executable tests offers distinct advantages
across different testing scenarios.

When applied to existing reference datasets, such as
public forensic corpora, it enables continuous regression
testing by encoding known ground truth into automated
test suites, ensuring tool updates do not degrade parsing
accuracy. Conversely, in scenarios requiring specific arti-
fact research, the methodology supports end-to-end testing
where the ground truth is generated via simulated actions,
ensuring it is strictly deterministic and free from ambigu-
ity.

Finally, the methodology significantly streamlines
cross-tool validation. By automating the orchestration



of different tools across their respective native environ-
ments (e.g., Windows and Linux), it ensures all tools pro-
cess identical input data. This centralized execution re-
duces the complexity of multi-platform testing, allowing
researchers to focus on analyzing discrepancies in tool out-
puts rather than managing the overhead of disparate ex-
perimental setups.

4. ADARE

In this section, we present ADARE, an implementation
of the methodology described above. We begin by dis-
cussing potential implementation strategies and the guid-
ing design principles, followed by an overview of the system
architecture.

4.1. Implementation Approaches

We performed a design-level suitability analysis of ex-
isting data synthesis frameworks, specifically ForTrace++.
While ForTrace++ excels at generating realistic datasets,
it relies on agent-less hypervisor introspection to mini-
mize automation artifacts. Adapting such a framework
for test-driven forensics introduces a fundamental design
conflict: effective testing within the guest system necessi-
tates a guest agent, yet the presence of an agent violates
the stealth principles central to the ForTrace++ architec-
ture. (Wolf et al. |2024])

Additionally, performing all testing after the image cre-
ation prevents State Transition Testing, as it requires tests
steps in between user actions. To resolve these conflicts,
we decided to develop a novel framework, ADARE. In con-
trast to the agent-less approach, ADARE explicitly utilizes
an in-guest agent.

4.2. Design Principles

Beyond the methodological requirements, the design
of ADARE focused on two additional aspects: reducing
barriers to use and maintaining flexibility and extensibility.

Accessibility € Adoption. To ensure widespread adoption
and practical utility, the framework must prioritize usabil-
ity and accessibility, minimizing barriers to entry by being
easy to install and able to run on commodity hardware. At
the same time, it should opportunistically leverage special-
ized hardware, such as GPUs, to accelerate intensive tasks
when available.

The design should provide an intuitive user experience,
making both basic and advanced functionalities readily ac-
cessible. Furthermore, to foster a collaborative ecosystem
and enhance practical application, the framework should
provide a catalog of datasets for direct use in experi-
ments, alongside features such as visualization capabil-
ities and mechanisms designed to encourage community
engagement and contributions.
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Figure 1: Overview of the ADARE-Client architecture and workflow

Extensibility. To remain sustainable in the face of rapidly
evolving artifacts and forensic tools, the framework must
be designed for flexibility and extensibility. Its core should
remain stable, while selected components, especially the
testing, must be easily extendable. This ensures that new
artifacts, tools, and testing methods can be integrated
without major redesigns, allowing the framework to adapt
over time and support long-term development.

4.8. The ADARE-Client Architecture

The ADARE-Client is an open-source command-line
applicationﬂ and serves as the local execution engine of
the framework. The client is designed to run experiments
within virtual machines (VMs), enabling both user simu-
lation and testing. Its architecture consists of a host-side
application and a guest agent, which communicate via a
WebSocket connection, as shown in fig. [I} In the follow-
ing, we cover the basics of ADARE’s functionality; for an
in-depth analysis of specific aspects or guidance on using
ADARE, refer to the tool’s documentatiorﬂ

Host-Guest Communication and Fxecution. The client
supports both VirtualBox and QEMU as backends for
managing experimental environments. Upon starting an
experiment, the client launches the defined environment
and establishes a connection with the agent running in-
side the guest. To ensure strict reproducibility, every run
initializes from a clean VM snapshot. Once the VM is run-
ning, actions are executed sequentially: the host sends a
command from the experiment playbook, waits for its com-
pletion, processes the result, and then proceeds to the next
command. Because each command can represent either a
simulated user interaction or a test, the framework sup-
ports State Transition Testing as described in our method-
ology, allowing the system state to be tested not only at
the end of an experiment but after every step.

Playbooks. Experiments are defined in playbooks—YAML
files that specify both the actions to perform and the tests
to verify the outcome.

3https://github.com/fkie-cad/adare
4https://fkie-cad.github.io/adare/
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Actions include GUI interactions (e.g., clicking, typ-
ing, scrolling, drag-and-drop) as well as non-GUI oper-
ations such as running shell commands. To verify sys-
tem state, playbooks invoke test functions from a mod-
ular test library. This library supports both unit-level
checks (verifying individual values) and integration-level
checks (verifying complete artifact structures). Current
test categories include standard file checks, format-specific
queries (JSON, XML), and SQLite database validation.
The framework is also extensible, allowing users to intro-
duce additional test libraries as needed.

Beyond actions and tests, playbooks offer several fea-
tures that make them easy to create, readable, and flexible
enough for complex experiments. They support loops and
conditional logic to enable structured and adaptive user
action and testing flows. For flexible validation, playbooks
provide three types of variables: predefined system vari-
ables (such as guest paths), user-defined constants, and
dynamic variables populated at runtime. Dynamic vari-
ables are particularly useful for validating runtime specific
artifacts. For example, a playbook can record the current
timestamp immediately after a file deletion and later use
that value to verify a corresponding deletion timestamp
stored in a Recycle Bin artifact. Playbooks also enable
file sharing, making it straightforward to transfer tools or
data between the host and the VM.

A minimal playbook demonstrating these concepts is

shown in a more comprehensive example is
available in the project’s repositoryﬂ

Computer Vision for GUI Automation. To ensure actions
are reproducible across different screen resolutions and
scaling factors, ADARE minimizes the use of hard-coded
screen coordinates. Instead, it employs a Computer Vi-
sion (CV) APIT to locate UI elements dynamically. By de-
fault, this system uses the Scale-Invariant Feature Trans-
form Algorithm for icon detection and PaddleOCRﬁ for
text recognition, allowing the playbook to define GUI ac-
tions in human-readable terms rather than pixel positions.

These algorithms were chosen because they provide
sufficient accuracy while running efficiently on commod-
ity CPUs. The CV module can also be deployed on
GPU-equipped servers and easily extended with machine-
learning based approaches.

4.4. Collaborative Infrastructure: ADARE-Webapp

To facilitate the sharing and peer review of experi-
ments, the framework includes the open source ADARE-
Webap;ﬂ This platform functions as a central hub where
researchers can upload playbooks as well as environment
specifications or new test libraries. VM images are shared
when licensing allows (typically for Linux), while other en-
vironments (e.g., Windows) must be reconstructed locally.

Shttps://github.com/fkie-cad/adare/blob/main/paper/demo
Shttps://www.paddleocr.ai/latest/
"https://github.com/fkie-cad/adare-server

Leveraging a Git-based backend, the platform implements
a review process for all submissions. This moderation step
is critical for ensuring scientific soundness and maintain-
ing compliance with legal obligations by verifying resources
before they are added to the public repository. The web
application fosters a federated validation model, where
community members can download experiments, replicate
them in their own environments, and upload the results to
build collective confidence in the findings. To further en-
courage participation, the platform utilizes a badge system
to reward active contributors.

4.5. Enhancing Documentation

ADARE not only facilitates tool testing and validation,
but also contributes to the comprehensive and automated
documentation of testing activities. It automatically ful-
fills most documentation requirements for testing results
as outlined by the |Scientific Working Group on Digital
Evidence| (2024).

The author and date of the experiment submission are
automatically recorded during the experiment submission
to the ADARE-Webapp. The playbooks serve a dual pur-
pose: beyond facilitating test execution, they provide in-
trinsic, self-contained documentation. Each playbook con-
tains a comprehensive record of the test setup, the se-
quence of actions performed, and the specific data points
being verified, thus documenting the entire testing proce-
dure in a machine- and human-readable format.

The documentation of an experiment’s broader pur-
pose and scope is managed through two primary mech-
anisms. First, these details are explicitly defined by the
author during the submission process via the web plat-
form, where they are subject to the platform’s established
curation and review processes. Second, the purpose and
scope are implicitly documented by the content and asso-
ciated metadata within the playbook itself, which provides
a clear technical context for the experiment.

5. Case Studies

In this section, we present five case studies that il-
lustrate how ADARE supports both the digital foren-
sics research community and practitioners. We selected
these case studies to cover complementary evaluation di-
mensions that reflect common needs in forensic practice
and research: (i) artifact research (systematically creating,
extracting, and validating artifacts across environments
and software versions), (ii) forensic tool testing (end-to-
end regression and differential testing of tools and their
outputs), and (iii) orchestrated cross-environment exper-
iments (replaying comparable workflows across multiple
OS/app configurations). All related experiments, includ-
ing their playbooks and environments, are available on

GitHuHel
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Execution Stability and Portability. Across all case stud-
ies, we further evaluate ADARE on two practical criteria:
(i) execution stability (robustness to run-to-run GUI non-
determinism) and (ii) portability across host systems. For
stability, we reset to a clean snapshot and executed each
experiment at least twice; additionally, we randomly se-
lected one experiment per case study and re-ran it five
more times. We consider a run stable if it completes with-
out human intervention and without nondeterministic au-
tomation breakdowns (e.g., pop-ups, focus changes, tim-
ing issues, or OCR failed detections). Across all reruns, we
observed no such failures. For portability, we re-executed
one randomly selected experiment per case study on a sec-
ond host machine with a different CPU; all runs completed
successfully and produced consistent outputs according to
the experiment-specific oracle.

5.1. Ezplorative Artifact Research

To demonstrate how ADARE supports explorative ar-
tifact research in alignment with the FRED framework, we
conducted a case study in which FRED’s methodological
principles are instantiated as executable, test-driven ex-
periments within ADARE to verify the following hypoth-
esis:

“Deleting a file via Nautilus (GNOME), Dolphin
(KDE), or command-line tools (‘gio trash’, ‘kioclient’,
‘“Urash-put’) within the user’s home directory and its sub-
directories produces identical Trash can artifacts.”

We created VM environments for Ubuntu 18.04, 20.04,
22.04, and 24.04 (GNOME), as well as Fedora KDE Edi-
tion 41 and 42. Multiple playbooks were designed, each
using a different simulated user actions to achieve deletion
but evaluated with the same tests:

e Verify that the original file no longer exists.

e Verify that a file with the name of the original exists in
$XDG_DATA_HOME/Trash/files/.

e Verify that a corresponding
$XDG_DATA_HOME/Trash/info/.

trashinfo file exists in

e Verify that the info file contains the correct original path and
a timestamp matching the deletion time.

The results were consistent across all distributions, ver-
sions, and deletion methods: all tests passed successfully.

To satisfy the Repeat phase of the FRED methodology,
we varied the file path by targeting three different directo-
ries within the home directory. All repeated experiments
also passed the tests, further validating the initial hypoth-
esis. Notably, since ADARE supports variable parameters
(e.g., file paths), additional experiments covering a wide
range of edge-case paths can be created with minimal ef-
fort.

5.2. Artifact Regression Testing

This case study shows how ADARE can detect changes
in artifact behavior across distributions and operating-
system updates by testing recently-used.xbel, which

records recently accessed resources on systems implement-
ing the freedesktop.org specification (Bassi, 2021). We exe-
cuted the same interaction on Ubuntu and Kubuntu Desk-
top (20.04, 22.04, and 24.04): create a document, open
it once, and then validate whether recently-used.xbel
exists and whether its access metadata (counts and times-
tamps) matches the known ground truth.

This approach revealed distribution- and version-
specific behavior. On Kubuntu, the artifact was absent
in 20.04 and 22.04 but present in 24.04 after the same
interaction. On Ubuntu, the artifact was created in all
tested versions, but Ubuntu 20.04 consistently recorded
the “visited” timestamp as 1969-12-31T23:59:59Z (inte-
ger —1). Later Ubuntu versions recorded timestamps that
matched the file access time, and timestamp precision im-
proved over time: Ubuntu 20.04 stored only second-level
precision, whereas later versions provided higher-precision
values. Together, these regressions show that both the
presence and the semantics of recently-used.xbel de-
pend on the OS release, and that ADARE simplifies iden-
tifying such changes without the effort of constant manual
testing.

5.8. Tool Validation of PECmd

This case study validates the command-line tool
PECmcﬂ by checking whether it correctly parses Win-
dows 11 Prefetch data for a controlled and repeatable ex-
ecution sequence. Instead of evaluating only a final disk
image, we applied State Transition Testing by treating the
Prefetch state as a sequence of transitions and validating
the tool output after each transition. Concretely, we exe-
cuted a single program (regedit) ten times and, after each
execution, invoked PECmd to export its parsed results for
the Prefetch directory. We then asserted two determinis-
tic expectations at every step: first, that the reported run
count increased in lockstep with the iteration number, and
second, that the last-run timestamp corresponded to the
recorded execution time (within a small tolerance).

To reliably distinguish consecutive executions, we in-
troduced a short delay between runs, because the times-
tamp recorded in the Prefetch file can lag the externally
recorded execution time by a few microseconds and may
otherwise lead to ambiguous or colliding timestamps in
rapid back-to-back executions. Across all iterations, the
tests passed, indicating that PECmd produced the ex-
pected run-count progression and last-run timestamps for
this controlled scenario.

Overall, this has shown that ADARE enables tool vali-
dation for scenarios like this by verifying, step by step, that
tool output matches expected artifact state transitions.

5.4. Autopsy Tool Regression Testing

Undocumented changes in forensic tool behavior
threaten reproducibility and interpretation, especially for

9nttps://github.com/EricZimmerman/PECmd
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Sheet Name
Recent Documents -| X
Recycle Bin - X
Run Programs - X
Shell Bags - X
USB Device Attached - X
Web Bookmarks -| X
Web Categories - X
Web Cookies - X
Web History - X
Web Search - >.<

Autopsy Version

Change Type (split cells = multiple types)
[ No Changes 3 Row Additions [ Missing Version (X)
[ Structural Changes [ Cell Changes [ Sheet Does Not Exist

Figure 2: Detected output changes in Autopsy’s Recent Activity in-
gest module across 25 tool versions

complex GUI-driven tools where workflows are executed
manually and internal processing is opaque. To evaluate
ADARE’s ability to render such changes systematically
detectable, we performed a regression study of Autopsym
across 25 versions, focusing on the Recent Activity ingest
module and its exported Excel report output.

We used the Windows test image from NIST’s CFReDS
repository (Park et al., |2016|) as a stable input across all
runs and defined the expected output using the earliest
available version, Autopsy 4.4.0. For each version, we ex-
ecuted the same GUI workflow (or a minimally adapted
interaction sequence when required by UI changes), while
keeping the comparison procedure and divergence criteria
identical across all runs.

To capture output divergence consistently, we com-
pared each version’s report against the baseline and cate-
gorized deviations as (i) failure to generate the Excel re-
port, (ii) structural changes (e.g., added or removed sheets
or columns), (iii) added rows, (iv) removed rows, or (v)
cell content changes. Because distinguishing modified rows
from added/removed rows is inherently ambiguous in tab-
ular diffs, we applied a simple heuristic: rows with at most
two differing cell values were treated as modified; other-
wise, they were classified as newly added.

Figure 2] summarizes the results as a divergence matrix
showing detected changes per version. We observed both
clear defects and subtle output drift: Autopsy 4.21.0 failed
to generate an Excel report entirely, while Autopsy 4.16.0
omitted the Recycle Bin sheet. Across all versions, we
identified 16 cell content changes, six row additions, and
four structural changes, with no removed rows.

To assess whether these deviations can be also easily
identified in other ways, we compared them against Au-
topsy’s official release notes on GitHuHEl Apart from
documented browser support additions that align with
row additions in Web History and Web Search in ver-
sion 4.11.0, and a reported Excel report generation issue in

Ohttps://www.autopsy.com/
Uhttps://github.com/sleuthkit/autopsy/releases/

version 4.22.0, we found no entries that explain the remain-
ing observed changes. This suggests that most output de-
viations occurred without explicit public documentation,
making them difficult to anticipate or detect via manual
spot checks.

Therefore, this case study demonstrates that ADARE
makes large-scale, multi-version testing of GUI-driven
forensic workflows practical by automating repeated ex-
ecution and systematically exposing output changes that
would otherwise be difficult to detect, including changes
not reflected in public documentation.

5.5. Cross-Tool Validation

Cross-tool validation is often time-consuming because
comparable results require running platform-specific tools
in different OS. We demonstrate how ADARE reduces
this overhead by orchestrating three LNK parsers across
Windows and Linux VMs: LECmd (Windows), Inkinfo
(Linux), and ExifTool (Linux).

We tested three malicious LNK files from VirusTotal:
one valid (L1) and two with non-standard appended data
(L2, L3). ADARE ran each parser in its VM and collected
outputs on the host. Due to heterogeneous formats, we
manually normalized results to align comparable fields.

Table 1: Comparison of LNK parser behavior on three malicious files.
L1 is structurally valid; L2 and L3 contain non-standard appended
data. (v = success, X = failure).

Tool Host OS Parsing Success Verbosity
L1 L2 L3

LECmd  Windows 11 v o/ / High

ExifTool Ubuntu?24.04 v V V/ Low

Inkinfo Ubuntu 24.04 v X X Medium

As shown in table [T} all tools parsed the structurally
valid LNK file (L1), but differences emerged for files con-
taining appended data (L2, L3): Inkinfo failed due to strict
size constraints, whereas LECmd and ExifTool success-
fully tolerated and bypassed the appended data. The tools
also differed in output richness, with LECmd providing the
most verbose metadata and ExifTool the least.

Overall, this case study shows that ADARE makes
cross-platform tool comparison repeatable and fast by au-
tomating multi-OS execution and consistent output collec-
tion, while highlighting that output-format harmonization
currently remains a manual step and should be automated
in the future to further strengthen comparability.

6. Limitations

ADARE entails several limitations that reflect both
inherent tradeoffs of test-driven forensic experimentation
and constraints of the current implementation.

First, ADARE relies on virtualized environments,
which inherently limit platform coverage, as not all OS or


https://www.autopsy.com/
https://github.com/sleuthkit/autopsy/releases/

configurations can be easily or legally virtualized. Virtual-
ization also weakens the connection to physical hardware:
external device attachment is hard to automate, virtual
USB devices are difficult to emulate, and passthrough may
not reproduce bare-metal behavior.

Second, the workflow depends on GUI-driven automa-
tion. Although computer vision and OCR reduce reliance
on fixed screen coordinates, graphical interfaces evolve
across software versions, making playbooks potentially
brittle and requiring occasional maintenance. ADARE
mitigates this through modular playbook design and com-
munity review, but long-term GUI drift remains an inher-
ent challenge of Ul-level testing.

Third, ADARE uses an in-guest agent rather than an
agent-less approach. While this enables fine-grained State
Transition Testing inside the guest system, it can perturb
the environment and introduce automation-related traces.
For analyses where artifact purity is critical, experiments
must explicitly scope and document which agent-induced
traces are excluded from interpretation.

Legal and licensing constraints further limit repro-
ducibility. VM images with proprietary OS or applications
cannot be redistributed. Instead, ADARE provides envi-
ronment specifications, setup instructions, and validation
scripts for compliant reconstruction. Additionally, testing
multiple versions requires substantial disk space, as older
tool and software versions must be retained.

Reproducibility can additionally be threatened by non-
determinism and external dependencies, such as back-
ground activity, pop-ups, or remote APIs. While ADARE
reduces these effects through controlled execution and ex-
plicit assertions, it cannot eliminate all sources of variance.
Moreover, the current evaluation focuses primarily on per-
sistent filesystem artifacts; volatile memory and network-
centric behaviors are not yet systematically tested.

Finally, as with all specification-based testing, the
guarantees provided are bounded by the quality and com-
pleteness of the test oracle. Incomplete assertions may fail
to detect genuine regressions, while overly permissive tests
risk masking subtle changes in artifact behavior.

7. Conclusion

In this paper, we presented ADARE, a framework
designed to enhance trust and reproducibility in desk-
top forensics by adapting established software engineer-
ing practices. Our work addresses the critical challenges
of insufficient tool testing, the dynamic nature of digi-
tal artifacts, and the lack of standardized, repeatable ex-
perimental procedures in the field. ADARE enables re-
searchers and practitioners to specify, execute, and share
automated experiments within controlled environments,
validating outcomes against a known ground truth. The
framework comprises (i) a client for running repeatable
experiments with computer-vision-guided GUI automa-
tion and state-aware validation, and (ii) a web application
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that supports sharing experiments, assets, and results to
strengthen transparency and long-term confidence.

A key methodological contribution is the multi-
level testing strategy—unit-, integration-, system-, and
regression-like experiments—combined with tests that en-
code expectations directly into executable playbooks.
These playbooks serve a dual purpose: they operationalize
artifact and tool expectations as test oracles and simulta-
neously function as structured, human-readable documen-
tation. By emphasizing State Transition Testing, ADARE
can validate expected system state after each user action,
improving causal attribution and making transient or in-
termediate behaviors testable rather than relying solely on
post-mortem disk-image analysis.

Our case studies demonstrate why this approach mat-
ters in practice: ADARE makes otherwise hard-to-observe
evolution and drift measurable at scale. On the artifact
side, we uncovered distribution- and version-specific di-
vergence in both the presence and semantics of desktop
artifacts (including cases where timestamps and precision
differed across OS releases). On the tool side, large-scale
regression testing revealed undocumented output drifts in
a widely used forensic tool across 25 versions, including
structural report changes, content changes, and outright
failures that were largely not explained by public release
notes. Together, these findings illustrate the central value
of test-driven forensics: when artifacts and tools evolve
silently, executable specifications provide a practical way
to detect regressions, preserve interpretability, and sup-
port defensible conclusions.

To sustain quality while scaling verification beyond
any single lab, ADARE supports a hybrid governance
model: centrally curated submissions (e.g., core environ-
ments, playbooks, and test libraries) paired with federated
community validation through independent reruns and up-
loaded results. This structure preserves scientific sound-
ness and legal compliance while enabling broad replica-
tion, peer review, and the gradual accumulation of collec-
tive confidence. Beyond its primary use cases, the same
mechanism also supports related tasks such as automated
baseline generation for system-state comparison.

Future work will focus on lowering the cost of experi-
ment authoring, improving robustness against potential UL
drift and non-determinism, and enriching result interpre-
tation so that failures yield more actionable explanations
rather than only pass/fail outcomes. We also plan to ex-
pand test targets beyond persistent filesystem artifacts to
include volatile memory and network-derived traces cap-
tured at state transitions, and automate cross-tool out-
put normalization and semantic diffing to make multi-
tool comparisons reproducible end to end. While this
work targets desktop environments, the same paradigm—
reproducible user-action generation paired with executable
validation—generalizes across digital forensics and pro-
vides a practical foundation for continuously verifying
forensic claims as platforms evolve.
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Appendix A. LNK Files

The LNK files used in section [5.5] were obtained from
VirusTotal. The hashes are:

o LNK-1: acbc775087da23725c¢3d783311d5£5083c93658de392¢1
7994a9151447ac2b63

o LNK-2: 1b75£70c226c9adag8e79c3£dd987277b0199928800c51e
5a1e55f£01246701db
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o LNK-3: 16598c7¢35£00d2c940dfd3745bd9e5d036df781d391b8
£3603a2969c666761b

Software versions used for the experiment are: LECmd
v.1.5.1, Inkinfo v.20181227 and ExifTool v.12.76

Appendix B. Minimal Playbook Example

variables:
filename:
type: string
value: "secret.txt"
filepath:
type: path
value: "{{ adare_user_documents }}/{{ filename }}"
trashbin:
type: path
value: "{{ adare_user_home }}/.local/share/Trash"
tests:
- name: file_in_trash
function: file_exists
parameter:
dst: "{{ trashbin }}/files/{{ filename }}"
- name: trashinfo_exists
function: file_exists
parameter:
dst: "{{ trashbin }}/info/{{ filename
< }}.trashinfo"
actions:
- command:

command: "echo secret > {{ filepath }}"
shell: true
click:
target:
image: "nautilus_taskbar.png"
click:
target:
text:
click:
type: "right"
target:
text:
click:
target:
text: "Move to Trash"
test: file_in_trash
test: trashinfo_exists

"Documents"

"{{ filename }}"

Appendix C. Notes

An example playbook that verifies the Recycle Bin
behavior on an Ubuntu system and demonstrates many
of the aforementioned playbook features—along with a
screen-recorded video of the experiment—is available
at https://fkie-cad.github.io/adare/paper/demos.
html, along with a second example that verifies the Re-
cycle Bin behavior in Windows 11.
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