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Abstract

This Systematization of Knowledge (SoK) analyzes 197 primary studies (2005-2024) to examine how anti-forensics (AF)
techniques have evolved, their distribution across platforms, and what forensic artifacts persist after mobile AF activity.
We report three key findings. First, AF has matured from traditional data hiding and artifact wiping toward deception-
oriented approaches; data fabrication now dominates, and Al-driven anti-forensics (AAF) has emerged but exclusively
in multimedia pipelines, with no mobile validation. Second, platform coverage is imbalanced: Windows and Android
dominate, while iOS and macOS each appear in only a few studies, and cross-platform validation is rare. Third, mobile
AF tends to displace rather than erase evidence: across 18 studies, 93 residual observations persist in SQLite/ WAL,
logs, caches, and filesystem metadata, concentrated in app-private (51.6%) and OS-level (29.0%) storage. This SoK
contributes a new two-part taxonomy linking AF strategy families (with an AAF extension) to mobile residual evidence
by store type and location, along with an empirical baseline for cross-platform AF research. The findings underscore the
need for standardized benchmarks, expanded iOS coverage, and mobile-focused AAF evaluation to strengthen forensic

reliability.
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1. Introduction

In September 2024, an international law enforcement
coalition dismantled “Ghost,” an encrypted messaging
platform used by organized crime networks across multiple
continents.! Built on modified Android devices, Ghost fea-
tured self-destructing messages, remote wipe capabilities,
and hardware modifications designed to defeat forensic ac-
quisition. Despite these measures, investigators recovered
critical evidence from seized devices showing that even so-
phisticated anti-forensic architectures do not guarantee ev-
identiary destruction.

At the same time, investigations involving ephemeral
messaging and deletion features highlight that evidentiary
loss can be difficult to validate without systematic knowl-
edge of what should persist and where to look. Research on
ephemeral messaging applications suggests such platforms
frequently leave forensic traces in database logs, cached
metadata, and system notifications (Heath et al., 2023),
raising the question of whether investigators lacked the
systematic knowledge to locate what remained. These
different realities reveal a critical gap in digital forensic
knowledge.

Anti-forensics encompasses deliberate actions intended
to hinder, manipulate, or prevent the discovery of digital
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evidence (Harris, 2006; Rogers, 2006). Since early tax-
onomies identifying data hiding, artifact wiping, trail ob-
fuscation, and attacks against forensic processes (Rogers,
2006), the field has expanded across desktops, servers,
cloud, IoT, and mobile platforms, each with different
forensic challenges. Existing surveys provide broad classi-
fications (Conlan et al., 2016; Giil and Kugu, 2017; Neale,
2023), yet knowledge remains scattered. In particular, AI-
driven anti-forensics (AAF), which uses generative models
and adversarial examples to evade detection, has outpaced
classical taxonomies, and previous surveys rarely quantify
platform distribution, temporal trends, or validation be-
yond single-environment studies.

Within this landscape, mobile devices represent a crit-
ical yet understudied domain. Smartphones have become
primary repositories of personal, transactional, and loca-
tional data, making them high-value targets in criminal
investigations (Macek et al., 2016; DOrazio et al., 2014).
Mobile anti-forensics (MAF) exploits platform-specific fea-
tures like sandboxing, and proprietary filesystems (Dis-
tefano et al., 2010). Yet Anti-forensics (AF) research
largely focuses on desktop environments, which leaves
mobile-specific behaviors inadequately systematized. Im-
portantly, studies on what forensic artifacts persist after
MATF activity remain scattered across isolated case studies
rather than synthesized into actionable guidance.

To address these gaps, we conduct a Systematization of
Knowledge (SoK) of AF research published between 2005
and 2024, guided by three research questions:
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e RQ1: What anti-forensic techniques have been ex-
amined in the literature, and how have they evolved?

e RQ2: How is AF research distributed across plat-
forms, and to what extent do studies address mobile
devices?

e RQ3: What forensic artifacts persist after AF activ-
ity on mobile devices, and how can they be catego-
rized?

We systematically identified and analyzed 197 primary
studies from IEEE, Elsevier, ACM, and Springer venues
and other scholarly venues. Each study was coded for:
(i) the AF technique family, mapped to the taxonomy of
Conlan et al. (2016); (ii) targeted platform(s) and device
type(s); and (iii) for mobile-focused studies, residual foren-
sic artifacts reported. This work makes three contribu-
tions:

e An empirical analysis of 197 studies spanning 2005
to 2024, showing how AF techniques, platforms, and
domains have evolved over two decades.

e An extended taxonomy introducing AAF to cap-
ture adversarial machine learning, generative forg-
eries, and trace-suppression techniques absent from
previous frameworks.

e A systematic characterization of residual artifacts
persisting after mobile AF activity across SQLite
databases, write-ahead logs, system logs, and filesys-
tem metadata.

The remainder of this paper is organized as follows. Sec-
tion 2 reviews prior AF surveys and mobile forensic stud-
ies. Section 3 details our systematic review methodology.
Section 4 presents our taxonomy. Section 5 presents our
results organized by research question, which are then dis-
cussed in Section 6. The limitations of this work are out-
lined in Section 7. Section 8 concludes with recommenda-
tions for future research.

2. Related Work

This section reviews prior research on anti-forensics
(AF), tracing how the field evolved through definitions,
taxonomies, surveys, and mobile experiments, and identi-
fying gaps specific to mobile devices and residual evidence.

2.1. Overview of Anti-Forensics

Early definitions framed AF as attempts to compro-
mise the availability, integrity, or usefulness of evidence for
forensic investigation (Harris, 2006; Kessler, 2007). Rogers
(2006) proposed a foundational categorization identifying
four groups: data hiding, artifact wiping, trail obfuscation,
and attacks against forensic tools. This taxonomy became
canonical and remains widely adopted.

Subsequent work expanded both scope and granularity.
Conlan et al. (2016) catalogued 308 tools and introduced a

fifth category, Possible Indications of Anti-Digital Foren-
sics, recognizing that everyday utilities (encryption apps,
remote wiping services) can serve anti-forensic purposes
even when not designed for them. Hasanabadi et al. (2020)
applied game-theoretic modeling to characterize adversar-
ial dynamics between investigators and anti-forensic ac-
tors, while Neale (2023) synthesized two decades of AF
techniques and countermeasures, noting the continued im-
maturity of detection solutions.

Despite this progress, existing surveys share a common
limitation: they were developed primarily from desktop
and server tool analyses, with little systematic attention to
how AF techniques distribute across computing platforms
or how categories have evolved over time. Mobile devices,
when mentioned, are treated briefly.

Research Gap (RG1). Existing AF taxonomies
derive from desktop tool analyses and do not quan-
tify cross-platform distribution or temporal evolution,
leaving practitioners without empirical baselines.

2.2. Mobile-Focused AF Surveys and Studies

While general AF surveys established broad taxonomies,
several studies have examined mobile-specific contexts,
though coverage remains fragmented and platform-centric.

Early Android research demonstrated feasibility of mo-
bile AF. Distefano et al. (2010) showed local paradigms
for hiding data within Android filesystems; Albano et al.
(2011b) demonstrated selective evidence erasure without
cryptographic methods; and Karlsson and Glisson (2014)
modified CyanogenMod to resist forensic extraction. On
iOS, DOrazio et al. (2014) introduced techniques ex-
ploiting platform-specific backup mechanisms to conceal,
delete, and insert data without permanent system alter-
ations.

Subsequent surveys attempted consolidation. Macek
et al. (2016) categorized Android forensic and anti-forensic
techniques, while Barmpatsalou et al. (2013, 2018) sur-
veyed mobile forensics broadly, treating AF primarily as an
acquisition challenge. More recent work focuses on detec-
tion: Bhushan and Florance (2022) provided an overview
of anti-forensic issues in Android forensics and proposed
an SVM-based approach for identifying tampered encoded
files, and Park et al. (2018) addressed vendor-specific vul-
nerabilities in Samsung encrypted backups.

These contributions share a common limitation: they re-
main siloed by platform, cataloguing tools or demonstrat-
ing feasibility rather than providing unified cross-platform
analysis.

Research Gap (RG2). Mobile AF studies are pre-
dominantly Android-focused and tool-centric, with
limited iOS coverage and no systematic cross-platform
comparison.



Table 1: Summary of prior anti-forensics surveys, reviews, and selected artifact persistence studies (chronological). A checkmark (v') indicates
coverage; a cross (X) denotes its absence.
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mobile AF, and residual artifacts.

2.8. Artifact Persistence and Residual Evidence

A recurring theme across AF studies is that data traces
persist despite deletion or obfuscation attempts. While
not surveys per se, these works collectively demonstrate
the limits of anti-forensic methods and identify recovery
opportunities for investigators.

Evidence of persistence has been repeatedly observed in
database containers. Anglano (2014) reconstructed com-
plete WhatsApp conversations from SQLite databases and
associated log files, even after message deletion. Similarly,
Salamh et al. (2020) showed that deleted content remained
in SQLite Write-Ahead Log (WAL) files, escaping detec-
tion by common forensic tools.

Volatile and flash memory also retain sensitive data.
Thing et al. (2010) developed a live memory forensic ap-
proach for Android that extracted browser and application
traces missed by filesystem analysis. At the hardware level,
Fukami et al. (2022) demonstrated that eMMC flash stor-
age contains recoverable remnants after “secure” deletion.

Studies of wiping utilities confirm incomplete erasure.
Kim et al. (2024) evaluated Android wiping applications
and found residual data in caches and filesystem meta-
data. Abozaid et al. (2023) analyzed an Android shred-
ding tool, showing high removal rates but also exposing
limits of forensic validation tools.

Persistence extends to backups and cloud environments.
Heath et al. (2023) analyzed ephemeral messaging applica-
tions (WhatsApp, Snapchat, Telegram), concluding that
disappearing messages remain retrievable depending on

implementation and extraction method. Park et al. (2018)
demonstrated that Samsung encrypted backup data, which
stores nearly all device information, can be decrypted
through PIN recovery, showing that backup containers pre-
serve artifacts that may no longer be accessible on the de-
vice itself.

These studies collectively show that AF rarely achieves
complete erasure. Residual artifacts vary by technique,
storage container, and acquisition method. However, find-
ings remain scattered across isolated case studies. Table 1
summarizes prior work and scope. No review synthesizes
these findings into a systematic characterization of what
persists, where, and under what conditions.

Research Gap (RG3). Studies show artifacts per-
sist in SQLite databases, WAL files, and caches, but
no review systematically maps which artifacts survive
specific AF techniques or where they remain across
mobile platforms.

3. Methodology

We conducted a systematization of knowledge (SoK) to
identify, evaluate, and synthesize existing research on AF
techniques, their implementation on mobile devices, and
the residual forensic artifacts that persist on mobile plat-
forms despite AF activity. Our methodology follows the
guidelines established by Kitchenham et al. (2004), which



provide a structured framework for transparent and re-
producible evidence synthesis. We adopted a four-stage
process consisting of: (i) planning and search strategy, (ii)
data collection, (iii) screening and filtering, and (iv) data
extraction and analysis.

3.1. Search Strategy

We initiated our literature search using keyword queries
across multiple academic databases, including IEFE
Xplore, ScienceDirect, Scopus, and Google Scholar. We
conducted pilot searches to refine our terminology and as-
sess coverage across these databases. These pilots indi-
cated that Scopus provided the broadest and most consis-
tent coverage of studies relevant to our research questions
on anti-forensics, and we therefore selected it as our pri-
mary database. We designed three complementary queries
to capture studies addressing: (i) anti-forensic techniques
and tools, (ii) residual or forensic artifacts, and (iii) tax-
onomies or classifications of AF methods.

We applied these queries to titles, abstracts, and author
keywords using Boolean operators to accommodate termi-
nological variations (e.g., “anti-forensics,” “anti-forensic,”
“mobile forensics,” “forensic artifacts”). Table 2 presents
the complete search strings and their result counts. We
executed the search in July 2025 and restricted our scope
to English-language, peer-reviewed studies published be-
tween 2005 and December 2024.

We selected 2005 as our start date because it marks the
emergence of anti-forensics as a distinct research topic in
the literature. We excluded 2025 publications to avoid
partial-year bias and indexing lag. This search yielded an
initial corpus of 798 records.

3.2. Data Collection

We exported all search results for systematic processing
and cleaning. We removed duplicate records, book chap-
ters, and short texts that did not constitute full research
contributions (e.g., abstracts, posters, editorials). We also
excluded studies for which full-text access was unavailable
through institutional subscriptions. This initial cleaning
reduced the corpus to 555 records.

To supplement our database search, we applied forward
and backward snowballing using Google Scholar to identify
additional relevant works that may have been missed by
our initial queries. We screened all newly identified records
using our inclusion and exclusion criteria. This process
identified 11 candidate studies, of which 7 met all criteria
and were added to the corpus.

3.8. Screening and Filtering

We conducted screening in two stages. In the first stage,
we screened 555 articles by examining titles, abstracts,
and keywords to identify studies addressing anti-forensic
techniques, mobile platforms, or residual forensic artifacts.
This stage excluded 315 records that fell outside our re-
search scope, that is, studies that are not explicitly on AF,
leaving 240 for full-text review.

In the second stage, we manually reviewed all full
texts, examining introductions, research questions, con-
tributions, methodologies, and conclusions. This stage ex-
cluded 50 additional records. Combined with 7 studies
from snowballing, our final corpus comprised 197 primary
studies.

Table 2: Search queries and results for the systematic review

Source Search Query Results

TITLE-ABS-KEY (("anti-forensics" OR "anti forensic"

OR "anti-forensic tools" OR "anti-forensic techniques"

OR "forensic countermeasures" OR "forensic evasion")
AND ("digital forensics" OR "mobile forensics"))
TITLE-ABS-KEY (("forensic artifact*" OR "residual data"
OR "data remnant*" OR "forensic trace*" OR "log trace*"
OR "deleted data" OR "residual evidence" OR "forensic footprint*" 344
OR "artifact recovery" OR "data carving") AND

("digital forensics" OR "mobile forensics"))

TITLE-ABS-KEY (("anti-forensics" OR "anti forensic"

OR "anti-forensic techniques" OR "forensic countermeasures")
AND ("taxonomy" OR "classification" OR "categorization"

OR "framework") AND ("digital forensics" OR "mobile forensics"))
Total 798

Scopus

Scopus

Scopus 81

8.4. Data Extraction and Analysis

From the final corpus of 197 studies, we manually ex-
tracted data using a structured coding form. For each
study, we recorded: (i) the AF techniques or tools re-
ported, (ii) the targeted platform(s) and device type(s),
and (iii) any residual forensic artifacts persisting on mo-
bile devices following AF activity.

Because terminology varied substantially across the lit-
erature, we applied systematic normalization. We identi-
fied approximately 938 raw mentions of AF techniques, en-
compassing product names (e.g., BleachBit), operational
actions (e.g., “secure-delete”), and descriptive phrases (e.g.,
“disappearing messages”). We mapped each mention to a
subcategory within the taxonomy of Conlan et al. (2016):
product names were mapped to their core operation (e.g.,
BleachBit — Metadata wiping); synonymous terms were
consolidated under a single label (e.g., sdelete, shred,
secure-delete — File wiping); and modern genera-
tive and adversarial manipulations such as GAN forg-
eries and diffusion-based inpainting were grouped under
an extended AAF category that we introduced to capture
emerging behaviors not covered by the original taxonomy.
The complete mapping is provided in our supplementary
repository.?

4. Taxonomy

This SoK separates what adversaries do (anti-forensic
strategies and operations), where they do it (platforms),
and what remains (residual artifacts). This separation
makes diverse studies comparable across years, devices,
and acquisition settings.

2https : // github.com/mobile - af - artifacts /Mobile - Anti -
Forensics-2025.git
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4.1. Strategy-first anti-forensics taxonomy

Building on the strategy-first view introduced by Rogers
(2006) and the extended, tool-grounded taxonomy of Con-
lan et al. (2016), we organize AF into strategy families:
Data Hiding (DH), Artifact Wiping (AW), Trail Obfus-
cation (TO), Attacks Against Forensic Tools and Meth-
ods (AT), and Possible Indications of Anti-Digital Foren-
sics (PIA) (Conlan et al., 2016). We retain PIA as a first-
class category because it captures a distinct investigative
question (signals that AF may have occurred) rather than
an attacker operation, and it is frequently discussed in re-
views but rarely validated with extractable indicators in
mobile settings (Neale, 2023).

AAF extension. Recent work uses Al and ML as the mech-
anism of anti-forensics, often targeting authenticity veri-
fication (and forensic inference) rather than only recover-
ability. To preserve this signal during synthesis, we in-
troduce a conservative sixth category: Al-driven Anti-
Forensics (AAF). We apply AAF only when the adver-
sary uses Al and ML as an essential component of the
anti-forensic method (e.g., generative alteration or in-
painting, adversarial optimization against forensic detec-
tors/provenance models, or learned suppression of manip-
ulation traces), not when ML is used solely by the de-
fender for detection or classification (Wu et al., 2020; Li
et al., 2021; Liu et al., 2023). For traceability, we fur-
ther code AAF into three operational subtypes: Gener-
ation (synthetic content creation or replacement) (Chen
et al., 2019; Peng et al., 2022), Fvasion (detector-targeted
adversarial attacks) (Ding et al., 2021; Wang et al., 2021;
Li et al., 2021; Fang and Stamm, 2023), and Trace sup-
pression (learned removal/attenuation of forensic traces
while preserving perceptual quality)(Liu et al., 2023; Wu
and Sun, 2021).

Categories vs. sub-techniques. Strategy families are stable
units for cross-year comparison, but they are too coarse to
capture operational change. We therefore distinguish: (i)
Categories (DH/AW/TO/AT/PIA/AAF), and (ii) Sub-
techniques (concrete operations, such as file wiping, log
manipulation, or adversarial example evasion). Figure 1
visualizes the strategy-family taxonomy used for normal-
ization in this SoK and lists representative sub-techniques
observed in the mobile subset of the reviewed corpus (AAF
was not observed in the mobile subset).

4.2. A Taxonomy for Mobile Residual Evidence

To answer RQ3, we require a second taxonomy: not of
attacker behavior, but of residual evidence after mobile AF
activity. Prior work shows that mobile traces frequently
persist in structured stores (e.g., SQLite and WAL), sys-
tem/app logs, caches, and filesystem metadata, despite
deletion or concealment attempts (Anglano, 2014; Salamh
et al., 2020; Heath et al., 2023; Kim et al., 2024; Fukami
et al., 2022). We therefore code each residual artifact ob-
servation along two orthogonal dimensions:

File wiping

Generic data wiping
AW ¢ Log wiping

Wiping apps
Flash-level sanitization

Encryption
Steganography

DH Data obscurity
Vault/decoy apps
Memory /key hiding
Timestamp-based hiding

Log manipulation
Filesystem manipulation
1O ! Data fabrication
Misdirection/framing
Media trace suppression
False alibi construction

MAF

Anti-reverse engineering
Attacks on
Tools/Methods (AT) | OS/ROM modification

Kernel-level modification
PIA { Presence of AF tools/files

AAF { Not observed in paper corpus

Figure 1: Strategy-first taxonomy used in this SoK for MAF. Top-
level categories follow Conlan et al. (2016) (grounded in Rogers
(2006)) with a conservative AAF extension for AI/ML-enabled AF
(Wu et al., 2020; Li et al., 2021; Liu et al., 2023). Leaf nodes list
representative sub-techniques observed in the mobile subset of the
reviewed corpus (AAF not observed in the mobile subset).

Residual store type. We use six recurring store types:
SQLite (including WAL when applicable), Logs, Caches
and Thumbnails, Filesystem metadata, XML /plist, and
Other (for low-level remnants or artifacts that do not fit
the above categories).

Residual location bucket. We categorize location as App-
private (sandbox), OS-level, External or Shared, and
Backup and Cloud when reported. This aligns with practi-
cal acquisition constraints and prior mobile evidence stud-
ies that surface backup-related artifacts in vendor-specific
ecosystems (DOrazio et al., 2014; Park et al., 2018).

Together, the strategy taxonomy (what is attempted)
and the residual taxonomy (what persists) support a
traceable synthesis: RQ1 quantifies categories and sub-
techniques, RQ2 attaches platform coverage to the same
categories, and RQ3 maps mobile AF categories to residual
store types and locations.

5. Results

This section answers each research question using the
taxonomy as the organizing lens. We emphasize three
counting units: (i) paper-level counts (one paper con-
tributes at most once to a given bin), (ii) technique-
mention counts (normalized mentions aggregated across

Forensic software integrity attacks



papers), and (iii) residual-observation counts (distinct re-
coverable artifact instances reported by mobile studies).
RQ1 uses both (i) and (ii), RQ2 uses (i), and RQ3 uses
(ii).

A total of 197 primary studies published between 2005
and 2024 met the inclusion criteria. Figure 2 shows that
AF research emerged slowly before 2010, gained traction
between 2010 and 2013, and then increased steadily from
2014 onward, peaking in 2019 with 23 studies. The subse-
quent dip to 17 studies in 2020 likely reflects disruptions
to academic workflows during the COVID-19 pandemic,
with output rebounding to 21 studies in 2021. From 2020
through 2024, outputs remained relatively stable (13—21
studies/year), suggesting that AF has transitioned from
an emerging topic to a mature and sustained research area.

Publications by Year (n=197)

Number of Studies

Figure 2: Publication of anti-forensics studies published by year.

5.1. RQI1: AF Techniques Examined in the Literature.

This subsection answers RQ1 by using our taxonomy to
(i) characterize the strategy families of AF (high-level cate-
gories) and their evolution, (ii) examine how these strate-
gies materialize as concrete operations (sub-techniques),
and (iii) contextualize technique choices by domain and
venue. We analyze AF using the strategy families and sub-
techniques defined in Section 4. Across the 197 papers, we
extracted 938 technique mentions and mapped each men-
tion to exactly one high-level category and one normalized
sub-technique (normalization rules in Section 3).

5.1.1. Trends in High-Level Categories.

Figure 3 summarizes how the tazonomy families appear
over time. For each year and category, we count unique
papers that report at least one technique in that cate-
gory (a paper contributes at most once per category per
year). Three families dominate across the entire period:
Trail Obfuscation (TO) (118), Data Hiding (DH) (72), and
Artifact Wiping (AW) (68). In contrast, Attacks Against
Forensic Tools and Methods (AT) appears intermittently
(39). Finally, PIA (21) and AAF (18) are largely post-2019
phenomena in our corpus.

15
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Figure 3: Yearly counts for six categories: Artifact Wiping (AW),
Trail Obfuscation (TO), Data Hiding (DH), Possible Indications of
Anti-Digital Forensics (PIA), Attacks Against Forensic Tools and
Methods (AT), AI-Driven Anti-Forensics (AAF).

Following the AAF definition and subtypes in Section 4,
we identify 18 AAF studies in the corpus. Of the 18
AAF studies, 12 are labeled as Ewasion, 5 as Genera-
tion, and 3 as Trace suppression (subtype labels are multi-
label; two studies fall under both Evasion and Genera-
tion). None implements and evaluates AAF as mobile-
device anti-forensics in our corpus.

5.1.2. Trends in Sub-Techniques

While high-level categories reflect stable strategic intent,
sub-techniques reveal how the literature operationalizes
those intents. Figure 4 shows the temporal distribution
of the 15 most prevalent sub-techniques. The pre-2010 pe-
riod is sparse and narrow. From 2010 onward, multiple
sub-techniques persist across years rather than appearing
as isolated one-offs.

Data fabrication is the most persistent and intensive
sub-technique (n = 146 total mentions), with a pro-
nounced surge from 2019 to 2021 (e.g., 32 mentions in 2019
and 21 in 2021). Across the top-15 sub-techniques, 90/146
(61.6%) of all Data fabrication mentions occur between
2019-2024. File wiping (57) remains modest for much of
the timeline but rises sharply in the early 2020s, peaking
at 12 mentions in 2023 (Joun et al., 2023; Abozaid et al.,
2023). Similarly, log manipulation (49) concentrates in a
mid-2010s burst (peak 10 in 2015).

Media-pipeline sub-techniques (e.g., JPEG anti-
forensics and steganography) are observed across multiple
years (Stamm and Liu, 2010; Sharma et al., 2020; Chen
et al., 2020). Finally, Al-oriented adversarial example
evasion emerges only after 2019 and then recurs into
2024 (Wu et al., 2020; Li et al., 2021). In the counts,
adversarial example evasion appears only after 2019 (21
total mentions), with peaks of 6 mentions in 2021, 2022,
and 2024.
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Figure 4: Heatmap of yearly mention counts for 15 anti-forensics
subcategories. Abbrev.: Data fab. (Data fabrication); File wipe (File
wiping); Log manip. (Log manipulation); JPEG AF (JPEG compres-
sion anti-forensics); Stegano (Steganography); Encrypt. (Encryp-
tion); Data obsc. (Data obscurity); Anti-RE (Anti-reverse engineer-
ing); F'S manip. (Filesystem manipulation); Gen. wipe (Generic data
wiping); Tool integ. atk. (Forensic software integrity attacks); AF
tools/files (Presence of anti-forensics tools/files/installation files);
Adv. example (Adversarial example, evasion); Log wipe (Log wip-
ing); Data misdir. (Data misdirection/misinformation/framing).

5.1.8. Domain and Publisher Distribution

To contextualize why certain taxonomy families domi-
nate, we map each paper to a primary application domain
( Appendix A, Table A.4) . Multimedia (image/video/au-
dio) (MM) accounts for the largest share (83 papers), fol-
lowed by FS (37) and Mobile (MB) (35). General (GN)
totals 20; Internet of Things (IoT) totals 9; Cloud (CL)
totals 2; and smaller slices appear in database (4), network
(3), memory (3), and malware (1). Within MM, 27 stud-
ies use learning-based or generative methods in multime-
dia settings (24 image, 1 mobile, 2 cross-domain). Most
studies appear in engineering-focused venues (IEEE and
Elsevier together account for 146,/197).

5.2. RQ2: How is AF research distributed across plat-
forms, and to what extent do studies address mobile
devices?

To evaluate platform focus, all 197 papers were cat-
egorized into four groups: Mobile (Android/iOS only),
Non-mobile (desktop/server OS only), Cross-platform (ex-
plicitly compares mobile and non-mobile or multiple OS
families), and General (no specific OS or device type; of-
ten surveys, conceptual work, or OS-agnostic multimedia
studies). As shown in ( Appendix B,Table B.5), only 31
studies (15.7%) examine mobile devices exclusively, while

6 (23.4%) focus on non-mobile environments. Cross-
platform evaluations are rare (6 studies; 3.0%). The
largest slice is General (114; 57.9%).

Beyond device type, we also examine which operating
systems are explicitly studied. Platform labels are multi-
label (a paper may cover multiple OSes): Windows is the
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Figure 5: Heatmap of anti-forensics categories by platform (cell val-
ues are the percentage of studies on that platform using each cate-
gory).

most frequently studied (42), followed by Android (32) and
Linux (24). Closed ecosystems (10S and macOS, 6 each)
are underrepresented.

5.2.1. Distribution of AF Categories Across Platforms

Figure 5 answers the taxonomy-specific part of RQ2:
given a platform, which strategy families are most com-
monly studied? For each platform, we compute the per-
centage of platform-specific papers that mention at least
one technique in each category (platform totals: Windows
n = 42, Android n = 32, Linux n = 24, i0OS n = 6, ma-
cOS n = 6). Because both platform and category labels
are multi-label, a single paper may contribute to multiple
categories for the same platform.

AW and TO are prevalent across all platforms (AW:
43.8% to 83.3%; TO: 45.2% to 66.7%). DH is especially
common on Linux (70.8%) and i0S (66.7%). AT appears
most frequently in Linux-focused work (54.2%) and less
often in Android studies (21.9%). PIA remains relatively
rare across platforms (9.5% to 41.7%), and AAF appears
in only a small fraction of studies (Android 3.1%; iOS
16.7%).

5.2.2. Temporal Shifts in Mobile vs. Non-Mobile Research

( Appendix C, Figure C.7) shows the cumulative growth
of studies by platform focus. Non-mobile and General
studies accumulated steadily from 2005, while mobile-
focused research remained nearly absent until 2013. From
2013 onward, mobile studies grew more consistently but
at a slower rate than other categories. By 2024, mo-
bile research (n = 31) had accumulated to approximately
half the volume of non-mobile work (n = 46), with
cross-platform studies (n = 6) remaining rare through-
out. This pattern confirms that mobile AF research is
a relatively recent and still-developing area compared to
desktop-oriented investigations.



5.2.3. Cross-Platform Validation and Coverage of Tech-
niques

Finally, we assess how often sub-techniques are vali-
dated across multiple operating systems. Some methods
are broadly portable (e.g., file wiping, generic data wip-
ing, data obscurity), while more specialized techniques re-
main platform-constrained. Overall, 43.9% of techniques
are reported on three or more platforms, 31.6% on two,
and 24.6% on only one, highlighting uneven cross-platform
validation and limited generalizability.

5.3. RQ3: What forensic artifacts persist after AF activity
on mobile devices, and how can they be categorized?
RQ3 uses the taxonomy to connect anti-forensic strat-
egy families to where evidence still persists. To answer
it, we filter the corpus to mobile studies with measurable
artifact outcomes and then systematize residual evidence
along two axes: (i) artifact store type (e.g., SQLite/ WAL,
logs, metadata, backup container) and (ii) storage location
bucket (app-private, OS-level, external or shared, backup
and cloud).

We first identify the mobile-only subset (n = 31) ( Ap-
pendix B, Table B.5). From these, we retain papers that
implemented and evaluated at least one AF technique on a
mobile platform (excluding 4 mobile-only studies that did
not evaluate an AF technique), yielding an RQ3-screened
set of 27 studies. We then keep only studies that reported
recoverable residual artifacts after the AF activity (exclud-
ing 9 studies without measurable residual outcomes), re-
sulting in 18 studies used for the RQ3 results.

Across these 18 studies, we extract 93 residual artifact
observations, where each observation represents one dis-
tinct recoverable residue instance explicitly reported by
the primary study. ( Appendix D, Table D.6) provides
the complete per-study breakdown, detailing platform, AF
category, artifact store type, storage location, and persis-
tence characteristics for each of the 18 studies. Each obser-
vation is coded by platform (Android/iOS), artifact store
type (SQLite/WAL, logs, caches and thumbnails, filesys-
tem metadata, XML /plist, other, backup containers), lo-
cation bucket (app-private, OS-level, external or shared,
backup and cloud), and associated AF category.

5.3.1. Residual store types and storage locations

Residual observations most often persist in app-private
storage (48; 51.6%), followed by OS-level locations (27;
29.0%). Notably, backup and cloud sources also appear
(13; 14.0%), while external or shared storage is least rep-
resented in this subset (5; 5.4%).

Aggregating across locations, recoverable residues are
dominated by the heterogeneous Other store type (32/93;
34.4%). In our coding, Other captures residual stores
that do not map cleanly to SQLite/WAL, Logs, Cache
and Thumbnails, FS-metadata, XML /plist, or backup con-
tainers, and primarily reflects media/content remnants
and packaged containers (e.g., photos, videos, audio, Ex-
oPlayer .exo fragments, encrypted/packaged files, vendor

Distribution of Residual Observations

Storage Location [l App-private 0S-level [l External/Shared [l Backup/Cloud

Count of Residual Observations

Artifact File/Store Type

Figure 6: Distribution of residual observations by artifact store type
and storage location (18-study residual-evidence subset; n = 93 ob-
servations).

backup containers such as .edb/.senc/.ebk, and tool ar-
tifacts) when explicitly reported.

SQLite/WAL accounts for 19/93 (20.4%) observations
and appears exclusively in app-private storage in this sub-
set. Logs (12/93; 12.9%) and Cache and Thumbnails
(12/93; 12.9%) account for persistent telemetry and pre-
view artifacts. XML /plist contributes 9/93 (9.7%), and
FS-metadata contributes 8/93 (8.6%). Explicit Backup
containers as a store type are rare (1/93; 1.1%). Figure 6
summarizes these distributions by store type across loca-
tion buckets.

5.8.2. Mapping AF Categories to Residual Stores

Table 3 links AF strategy families to where residue re-
mains. FEntries are paper-level co-occurrences: a single
study may contribute to multiple categories and multi-
ple store types, so totals can exceed the number of unique
residual observations. AW has the broadest co-occurrence
footprint, appearing most frequently with Other stores and
also recurring in SQLite/WAL and Logs. DH and TO co-
occur across Other, Cache and Thumbnails, FS-metadata,
and SQLite/WAL. AT appears infrequently in this subset,
with occasional co-occurrences in SQLite/WAL, Logs, and
FS-metadata. No PIA or AAF residues are observed in
this mobile residual-evidence subset.

5.3.8. Platform-Level Distribution of Residues

Finally, we stratify residues by mobile platform. An-
droid accounts for 84 of 93 residual observations across
all store types, with the largest shares in Other (29)
and SQLite/WAL (17), followed by Logs (12) and Cache
and Thumbnails (10). XML /plist (8) and FS-metadata
(7) contribute smaller but notable shares, while Backup
and Cloud containers are rare (1). In contrast, iOS

residues total only 9 observations, concentrated in Other
(3), SQLite/WAL (2), and Cache/Thumbnails (2), with



Table 3: Mobile residual artifacts by store type x AF category.

File/Store Type DH AW TO AT PIA AAF Row X

Cache/Thumbnails 3 2 1 0 0 0 6
FS-metadata 3 3 1 1 0 0 8
Logs 1 4 3 1 0 0 9
Other 4 8 5 0 0 0 17
SQLite/ WAL 3 4 3 2 0 0 12
XML/ plist 2 2 1 0 0 0 5
Backup containers 0 1 1 0 0 0 2
Column % 16 24 15 4 0 0 59

Legend: DH = Data Hiding; AW = Artifact Wiping; TO = Trail
Obfuscation; AT = Attacks Against Forensic Tools and Methods;
PIA = Possible Indications of Anti-Digital Forensics; AAF = Al-
driven anti-forensics.

single observations in FS-metadata and XML /plist, and
none in Logs or Backup and Cloud.

6. Discussion

Our longitudinal analysis reveals that AF has matured
from a niche concern into a sustained research area.
The publication timeline (Figure 2) shows three distinct
phases: an emergent period prior to 2010 with sporadic
contributions, a growth phase from 2010 to 2018 as the
community established foundational techniques, and a ma-
ture phase following 2019 with stable output (13-23 stud-
ies/year). This stabilization implies that AF is no longer
an emerging topic but an established subfield with ongoing
research investment.

More significant than volume is the operational shift ob-
served. While Trail Obfuscation (n = 118), Data Hiding
(n =72), and Artifact Wiping (n = 68) remain dominant
(Figure 3), the methods adversaries use have evolved sub-
stantially. Data fabrication emerged as the most intensive
sub-technique (n = 146 mentions), with 61.6% concen-
trated in 2019-2024 (Figure 4). This shift from erasure
to deception, creating plausible false evidence rather than
leaving suspicious gaps, reflects an increasingly sophisti-
cated adversarial strategy. Classical operations such as
file wiping and log manipulation continue to exist, but ap-
pear in episodic bursts, often coinciding with new forensic
tools. Platform-level changes are also evolving this land-
scape; recent Android versions have deprecated APIs used
by third-party wiping applications, potentially shifting ar-
tifact wiping toward vendor-controlled services.

The post-2019 emergence of AAF (18 studies) signals
evolution toward Al-enabled anti-forensics. Among the
three subtypes identified in Section 4, Evasion domi-
nates (12 studies), using adversarial training and transfer-
able black-box attacks to defeat forensic detectors (Ding
et al., 2021; Wang et al., 2021; Li et al., 2021; Fang and
Stamm, 2023). This dominance suggests that the current
AAF threat model prioritizes evading automated detec-
tion over fabricating content, a pattern that may shift
as on-device generative models become more accessible.
Trace suppression (Liu et al., 2023; Wu and Sun, 2021)
and generation-centric approaches (Peng et al., 2022; Chen

et al., 2019) remain less explored but represent grow-
ing vectors as diffusion models and on-device Al capa-
bilities mature. However, all 18 studies cluster exclu-
sively in multimedia pipelines image manipulation, GAN-
generated content, and compression artifact analysis (see
Appendix A Table A.4). Critically, none implements AlI-
driven anti-forensics on mobile platforms.

This gap is structural: mobile devices present differ-
ent attack surfaces, sandboxed applications, proprietary
filesystems such as Apple’s APFS, and hardware-backed
security that differ fundamentally from the desktop-centric
multimedia pipelines where AAF has been validated.

KF1. AF research has evolved from classical erasure
toward Al-driven deception, yet remains concentrated
in multimedia domains, with no AAF validation on
mobile platforms.

Research Gap (RG4). All 18 AAF studies focus on
multimedia pipelines; none targets mobile platforms.
Mobile-specific attack surfaces sandboxed apps, pro-
prietary filesystems, hardware-backed security remain
untested against Al-driven anti-forensics.

TThe platform distribution (Section 5, Table B.5) re-
veals a fundamental imbalance: mobile-only studies consti-
tute only 15.7% of the corpus, compared to 23.4% for desk-
top and server environments, while the majority (57.9%)
remain platform-agnostic surveys, taxonomies, or multi-
media work that cannot be applied directly to device-
specific acquisition scenarios. Cross-platform validation
is particularly scarce, with only 3.0% of studies explicitly
comparing mobile and non-mobile environments.

Operating system coverage compounds this imbalance
(Figures 5) and ( Appendix C C.7). Windows and An-
droid dominate (n = 42 and n = 32 respectively), indi-
cating both data accessibility and the relative ease of ex-
perimental testing on open platforms. Closed ecosystems
remain severely underexplored: iOS and macOS each ap-
pear in only 6 studies, largely due to proprietary restric-
tions that limit experimental replication. This disparity
creates a methodological blind spot forensic practitioners
increasingly encounter iOS devices in casework, yet the ev-
idence base for iOS-specific AF countermeasures remains
thin.

The category-by-platform heatmap (Figure 5) distin-
guishes portable from platform-specific techniques. Ar-
tifact Wiping (43.8% to 83.3%) and Trail Obfuscation
(45.2% to 66.7%) appear consistently across all platforms,
suggesting that core AF behaviors erasure, concealment,
and trace manipulation are replicated rather than rede-
fined in mobile contexts. Data Hiding is more common
on Linux (70.8%) and iOS (66.7%), which is indicative
of filesystem-level concealment adapted to these operating
systems. Attacks on Tools are more common in Linux-



focused work (54.2%) than on Android (21.9%) which is
a notable gap given Android’s dominance in mobile foren-
sics.

KF2. Desktop and open platforms (Windows, An-
droid) dominate AF research, while closed ecosys-
tems (10S, macOS) remain largely unexplored. Cross-
platform validation is rare (3.0%).

The most striking finding from RQ3 is that mobile anti-
forensics rarely achieves complete erasure. Across 18 stud-
ies, we extracted 93 residual artifact observations, evidence
persisting despite deliberate AF activity (Figure 6, Ta-
ble 3). Instead of destruction, evidence is displaced into
secondary and structured containers SQLite databases,
WAL files, system logs, and filesystem metadata, this pro-
vides important opportunities for partial reconstruction of
user actions and AF behavior.

Residual evidence concentrates in predictable locations.
51.6% of observations are related to app-private storage,
which shows the forensic value of application sandboxes
where SQLite databases and WAL files persist after dele-
tion. OS-level locations (29.0%) capture system logs and
filesystem metadata that applications cannot delete. As
mobile backup ecosystems grow, backup and cloud arti-
facts (14.0%) represent an understudied recovery path.

Store-type distribution guides recovery priorities.
SQLite/ WAL (20.4%) remains a high-value target write-
ahead logs retain deleted records that primary database
queries miss (Salamh et al., 2020; Heath et al., 2023). Logs
and Cache/Thumbnails (12.9% each) preserve notification
metadata and media previews surviving content deletion.
The heterogeneous “Other” category (34.4%) captures di-
verse media remnants and vendor-specific containers that
vary across devices and lack unified documentation.

The category-to-store mapping (Table 3) yields concrete
insight. Artifact Wiping leaves the largest residual foot-
print, which is found in “Other” and SQLite/ WAL confirm-
ing wiping tools target primary payloads while secondary
containers escape. Data Hiding and Trail Obfuscation fre-
quently generate recoverable traces in caches, logs, and
metadata, indicating that deliberate concealment or ob-
fuscation fails to remove secondary data structures created
by the OS or app frameworks.

Platform stratification reveals a critical gap. Android
dominates residual observations across all store types; iOS
residues are few (9 total), with no log-based traces docu-
mented. Due to this imbalance, which is a result of both
corpus bias and iOS acquisition limitations, residual pat-
terns unique to iOS are not well described.

KF3. Mobile AF displaces rather than erases evi-
dence. Residual traces persist in SQLite/ WAL, logs,
and filesystem metadata especially, on Android. Rec-
ognizing where these residuals persist is critical for
improving mobile triage and counter-AF validation.
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In light of these findings, investigators should prioritize
sandbox-aware acquisition with explicit WAL parsing and
log extraction on Android, and concentrate on metadata
and preview artifacts on i0S, where traces are more likely
to persist.

7. Limitation

This SoK has several limitations. We used Scopus as the
primary database; relevant grey literature or non-indexed
studies may have been missed. Technique classification
was primarily performed by one researcher, and coding
decisions were reviewed during analysis by co-authors, but
formal inter-rater reliability was not assessed. The corpus
reflects existing research emphases rather than real-world
AF prevalence. RQ3 findings derive from only 18 studies
(93 observations), heavily Android-biased, limiting gener-
alizability of residual evidence patterns to iOS. Finally, we
report what primary studies documented; we did not in-
dependently validate AF tool effectiveness or artifact per-
sistence.

8. Conclusion

This SoK analyzed 197 studies to systematize anti-
forensics techniques, platform coverage, and mobile resid-
ual evidence. Three principal findings emerge. First, AF
has evolved from traditional erasure toward deception-
oriented and Al-enabled approaches. While Data Hiding,
Artifact Wiping, and Trail Obfuscation remain dominant,
data fabrication now exceeds file wiping as the primary
operational technique, and AAF has emerged as a distinct
category though only used in multimedia pipelines, with
no mobile-platform validation. Second, platform coverage
is fundamentally imbalanced. Windows and Android dom-
inate (n = 42 and n = 32), while i0S and macOS each ap-
pear in only 6 studies. Cross-platform validation remains
rare (3.0%), which limits countermeasure generalizability.
Third, mobile AF displaces rather than erases evidence.
Across 18 studies reporting residual outcomes, 93 arti-
fact observations persist in SQLite/ WAL, logs, caches, and
filesystem metadata predominantly in app-private (51.6%)
and OS-level (29.0%) storage.

These findings yield three recommendations: (i) develop
standardized cross-platform benchmarks to enable repro-
ducible evaluation; (ii) expand AAF research to mobile
platforms, where on-device Al capabilities are proliferat-
ing; and (iii) prioritize iOS-focused studies to address the
current evidence gap. For practitioners, the residual evi-
dence patterns identified here provide concrete guidance:
sandbox-aware acquisition with explicit WAL parsing on
Android, and metadata-focused recovery on i0S. This SoK
provides an empirical baseline for AF research and iden-
tifies where evidence persists despite adversarial activity,
offering a foundation for more resilient forensic practice.
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Appendix A. Domain distribution across platform

Table A.4: Domain distribution across publishers with coefficient of
variation (CV).

Publishers Papers MM FS MB GN IoT DB NW MEM CL MW
IEEE 106 45 13 22 10 6 3 3 2 2 0
Elsevier 40 10 13 9 6 1 0 0 1 0 0
ACM 18 11 4 1 0 1 1 0 0 0 0
Springer 17 14 0 1 0 0 0 0 0
Others 16 3 7 2 3 0 0 0 0 0 1
Total 197 83 37 35 20 9 4 3 3 2 1

Legend: DH = Data Hiding; AW = Artifact Wiping; TO = Trail
Obfuscation; AT = Attacks Against Forensic Tools and Methods;
PIA = Possible Indications of Anti-Digital Forensics; AAF =
Al-driven Anti-Forensics.

Appendix B. Device Type Distribution

Table B.5: Device type distribution across included studies

Device Type Count Percentage (%)

Mobile 31 15.7
Non-mobile 46 23.4
Cross-platform 6 3.0
General 114 57.9
Total 197 100.0
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Appendix C. Cumulative fraction of studies by
platform focus (Mobile, Non-mobile,
Cross-platform, General).
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Figure C.7: Cumulative Fraction of studies by Platform Focus.

Appendix D. Mobile anti-forensic Residual Arti-
facts per study



Table D.6: Mobile anti-forensics residual artifacts per study (RQ3). One row per paper.

Platform Technique Category Artifact File/Store Type Location |Persistence Evidence (Extraction note)
T =
o= o0 s O 2 .18 ~ —.Q =
o 7)) L] =2 o8 2¢|X8 =% & Q= , & O
= = .= = 2 $0 g ] = T =
g O 53 E& T8 224 S= 9 SE 2% £
Paper (Year) é = = &é :;;E g5 g ICI SE g 35
Distefano et al. (2010) v X v v v X X v v X X X v APP NR Observed private-folder storage and
DB size changes; uninstall removed
artifacts.
Albano et al. (2011a) v X X v v X X X X v X X v APP, EXT, UR, VOL |Observed install/uninstall traces;
oS ota.
observed SD data persists; logs
volatile
Azadegan et al. (2012) v X X v v X X X X v X v X (65} NR Observed Logcat provider access and
tool activity; persistence not tested
DOrazio et al. (2014) X v v v v X X X X X v v X (O] RP Observed default icons after reboot;
journal unchanged; metadata edits
identified.
Karlsson and Glisson (2014) |v X X X X v X v X v X X X APP, OS NR Observed provider system logs:
caller and query arguments;
Identified alternate contacts SQLite
DBs for Cellebrite/XRY
Mambodza and Na- v ox v ox x x x |x X X X X v NR NR Observed stego scan results;
goormeeran (2015) ;
persistence not tested
Zhang et al. (2017) v X v X X X X X X X X X v VOL, RP NR Compared pre/post-reboot RAM dumps;
observed key overwritten, remanence
retained
Ruan et al. (2017) v X X X v v X X X X X v X (O] NR El: Parsed kernel-level syscall logs
to reconstruct behavior graph
Gobel and Baier (2018) v X v X X v X X X X X v X (O] RP Analyzed ext4 inode timestamps;
observed delete leaves fields
unchanged
Park et al. (2018) v X v X X X X X v X X X v Bkp BKP Identified PIN-based Manifest.exml;
observed backup stored on PC
Alief et al. (2020) v X X v X X X v X X X X X APP NR Observed WhatsApp traces in extracted
database; imaged one week later
Mirza et al. (2020) v X X v X X X v X v X X X APP, OS NR Observed capture via notification
listener; stored recovered messages
in app database
Dorai et al. (2020) X v v X X X X v X X v X v APP NR Extracted app databases, recovered
media and plists; persistence
untested
Salamh et al. (2020) v X v v X v X v X X X X X APP RP Recovered WhatsApp WAL data; observed
WAL persists after shutdown.
Fukami et al. (2022) v X X v X X X X X X X X v 0Os RP Observed raw-flash recovery unchanged
after repeating power cycles
Heath et al. (2023) v v X v v X X X X X v X v APP RP Retrieved deleted rows from db-wal;
parsed msgstore.db timers
Murias et al. (2023) v v X v X X X X X X X v X APP, OS NR Compared post-cache-clear recovery;
matched deletion timestamps;
attributed data loss to TRIM
Potocky et al. (2024) v X v X X X X X X v X X X (65} NR Observed dumpsys audio and camera

connect/disconnect service events

Legend: v'present, Xabsent. Location codes: App = App-private, OS = OS-level, Ext = External/Shared, Bkp = Backup/Cloud.
Persistence. codes: RP = reboot-persistent, UR = uninstall-resistant, VOL = volatile, NR = Not reported RU = Removed on Uninstall.
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