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Abstract

Large Language Model agents increasingly rely on the Model Context Protocol (MCP) to invoke external tools for code
execution, data access, and API interaction, expanding both automation capabilities and the forensic attack surface of
modern Al-enabled systems. MCP interactions often occur within ephemeral runtimes where durable logs and network
traces may be incomplete, unavailable, or deliberately removed, limiting post-incident visibility into agent behavior. In
this paper, we present MCPRECON, a protocol-aware memory forensics technique for reconstructing MCP interaction
traces from volatile memory. MCPRECON leverages the standardized JSON-RPC 2.0 message structure and MCP
method semantics to identify, validate, and correlate MCP protocol artifacts directly from RAM, without relying on
disk logs, network captures, or transport-specific instrumentation. Given a post-incident memory snapshot, MCPRE-
CON recovers tool discovery results, invocation arguments, execution outcomes, and tool identifiers, and reconstructs
request—response traces using JSON-RPC identifiers. We evaluate MCPRECON across multiple real-world MCP clients,
deployment modes (stdio and HTTP), and scenarios, demonstrating that forensically relevant MCP artifacts persist in
volatile memory and can be reliably reconstructed. Finally, we illustrate the forensic relevance of recovered artifacts
through a successful proof-of-concept attack involving malicious MCP tool usage in Composer 1 and Gemini 3 Flash,
showing how memory-resident protocol evidence enables attribution and post-incident analysis when traditional logs are
absent.
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1. Introduction

Tool-augmented Large Language Model (LLM) agents
are increasingly integrated into real-world software devel-
opment and productivity environments. Unlike conven-
tional chatbot systems, modern chat agents can invoke
external tools to execute code, modify files, retrieve docu-
mentation, query services, and interact with remote APIs.
This capability improves automation and usability, but it
also introduces new incident-response and forensic chal-
lenges. When an LLM agent performs an unintended or
malicious action, such as deleting files, leaking secrets, or
executing questionable commands, investigators must be
able to determine what tool was invoked, what arguments
were supplied, what output was returned, and which ex-
ternal server provided the capability. In practical cases,
however, logs of these interactions may not be fully avail-
able. Agent actions often occur in ephemeral environments
where logs may be incomplete, disabled, or inaccessible af-
ter the fact.
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The Model Context Protocol (MCP) is an emerging
open client—server standard that enables LLM agents to
interact with external tools and resources through a uni-
fied interface (Anthropic, 2024). MCP is built on the
JSON-RPC 2.0 message structure. The protocol specifies
how tools are enumerated and invoked, and how struc-
tured results are returned. It is supported across multiple
agent platforms and user-facing clients, allowing both local
tool integrations (stdio-based servers launched as subpro-
cesses) and remote integrations (HTTP /SSE-based servers
accessed through the network). From a forensic perspec-
tive, MCP introduces a new class of volatile artifacts: pro-
tocol messages that encode tool schemas, tool-call argu-
ments, tool-call outputs, and server identifiers. These ar-
tifacts may persist in memory within the agent client pro-
cess, server processes, intermediate runtime components,
or IPC buffers. However, existing memory forensic work-
flows provide limited support for protocol-aware recovery
of MCP evidence. Generic string searching can reveal frag-
ments of JSON, but it does not provide principled valida-
tion, request—response correlation, or reliable reconstruc-
tion of an interaction trace.

In this paper, we propose MCPRECON, a protocol-

aware memory forensics technique that reconstructs
MCP interaction traces from volatile memory snapshots.



MCPRECON is transport-agnostic: rather than relying
on network traffic, socket artifacts, or transport-specific
logs, it reconstructs MCP activity solely from in-memory
JSON-RPC objects and MCP method semantics. Given a
memory snapshot acquired after MCP-enabled agent ac-
tivity, MCPRECON identifies candidate client and server
processes, extracts relevant memory areas, carves can-
didate JSON objects around protocol anchors, validates
them using MCP-specific constraints, and correlates re-
quests and responses using JSON-RPC identifiers. The
output is a reconstructed MCP interaction trace and an
artifact inventory organized by protocol category, includ-
ing tool enumeration results, schemas, invocations, and
outputs.

Our work is guided by the following research questions

(RQs):

e RQ1: What MCP-specific protocol artifacts persist
in volatile memory during MCP-enabled tool discov-
ery and execution?

e RQ2: To what extent can MCP tool discovery and
tool execution traces be reliably reconstructed from
volatile memory across different MCP clients and de-
ployment modes?

This paper makes the following contributions:

o We identify and characterize MCP artifacts that per-
sist in volatile memory, including tool schemas, invo-
cation arguments, outputs, and server identifiers.

e We propose MCPRECON, a technique for reconstruct-
ing MCP interaction traces from volatile memory.

e We implemented MCPRECON as an interactive tool
and evaluate it across multiple real-world MCP clients
and deployment modes.

e We demonstrate the forensic relevance of recovered
MCP artifacts through a case study of malicious MCP
tool usage in Gemini 3 Flash and Cursor 1.

The rest of this paper is organized as follows: Section
2 summarizes MCP and the JSON-RPC artifacts it intro-
duces. Section 3 reviews related work in memory foren-
sics, LLM forensics, and MCP security. Section 4 de-
fines the threat model and post-incident investigation as-
sumptions. Section 5 presents MCPRECON, a protocol-
aware technique for carving, validating, and correlating
MCP messages from volatile memory. Section 6 evalu-
ates MCPRECON across multiple MCP clients and both
stdio and HTTP deployment modes. Section 7 discusses
forensic implications and limitations, Section 8 presents a
proof-of-concept attack scenario, and Section 9 concludes
the paper.

2. Background: Model Context Protocol (MCP)

MCP is an open client—server protocol introduced in late
2024 to standardize how LLM applications or Agentic Al

systems connect to external tools, data sources, and run-
time environments (Anthropic, 2024). It enables LLM-
based systems to move beyond purely text-based interac-
tion by allowing them to invoke structured actions such as
querying APIs, accessing documents, and executing tool-
defined operations through a uniform interface.

MCP deployments typically involve two main compo-
nents: an MCP client and one or more MCP servers. The
client is embedded inside an LLM application or agent
runtime and is responsible for discovering available server
capabilities and invoking them. The server exposes capa-
bilities such as tools and resources and executes requested
operations in its own execution environment. MCP is de-
signed to support a wide range of server implementations,
including local servers running on a user’s machine and
remote servers deployed as network services.

Communication in MCP is implemented using JSON-
RPC 2.0 request-response messages. MCP supports mul-
tiple transports, most commonly standard input/output
(stdio) for local integrations and HTTP-based transports
for remote servers. In stdio mode, the client launches the
server as a subprocess and exchanges JSON-RPC messages
through operating system pipes. In network deployments,
MCP servers operate as long-running services and accept
JSON-RPC requests over HT'TP.

MCP servers advertise their functionalities through ca-
pability descriptions. The most common capability type
is a tool, which represents an executable function with a
name, natural language description, and a structured in-
put schema. In addition to tools, servers may also expose
resources (retrievable data objects) and prompts (reusable
instruction templates). A typical MCP session begins with
capability discovery (e.g., listing tools), followed by one
or more tool invocation requests, and corresponding re-
sponses containing outputs or error messages.

MCP assumes a trust relationship between clients and
the servers they interact with. Servers expose capabilities
such as tools and resources, and the client decides when
and how these capabilities are invoked. Authorization and
safety controls are typically enforced at the client or agent
runtime. These controls may restrict tool execution or
user data access based on application policies. This is
because MCP tools can interact with local files, APIs, or
external services. Server responses can influence how these
capabilities are used. As a result, the integrity of MCP
messages is important to ensure that tool invocations and
data access occur as intended.

3. Related Work

This section discusses prior work in memory forensics,
ATI/LLM forensics, and emerging MCP security research.
We focus on approaches to evidence acquisition, attribu-
tion, and post-incident reconstruction, and identify the re-
maining gaps in MCP forensic reconstruction.



3.1. Memory Forensics Foundations

Memory forensics established volatile memory as a first-
class evidence source for reconstructing runtime state that
is unavailable from disk artifacts alone (Ligh et al., 2014;
Case and Richard III, 2017; Nyholm et al., 2022). Foun-
dational work on acquisition quality formalized correct-
ness, atomicity, and integrity as core criteria for forensi-
cally sound memory capture (Vomel and Freiling, 2012).
Later techniques improved runtime interpretation through
context-aware scanning and framework extensibility (e.g.,
plugin-driven analysis), enabling investigators to attribute
artifacts to specific processes (Cohen, 2017; Manna et al.,
2022). However, these methods were primarily devel-
oped for operating systems and malware analysis, not for
protocol-mediated agent ecosystems such as MCP.

3.2. AI/LLM Forensics

The broader AI forensics literature framed investiga-
tion of Al-enabled failures as a distinct forensic disci-
pline with requirements for defensible evidence handling
and attribution (Baggili and Behzadan, 2019). Subse-
quent work began identifying practical evidence surfaces in
LLM systems, including invocation logs, model artifacts,
and multi-agent execution traces (Chernyshev et al., 2024;
Walker et al., 2023, 2024). Recent applied studies also ex-
plored automated forensic reasoning over cloud and law-
enforcement data, highlighting both efficiency gains and
reliability constraints when LLMs assist analysts (Alharthi
and Yasaei, 2025; Kim et al., 2025). Collectively, this lit-
erature advances LLM-centric evidence analysis, but pro-
vides limited guidance for volatile, protocol-level recon-
struction of tool-using agent sessions.

3.8. MCP Security and Protocol-Centric Studies

The MCP specification defines a standardized host—
client—server interface for exposing tools and resources
to LLMs, while its security guidance documents key
risks such as prompt injection and confused deputy pat-
terns (Model Context Protocol, 2024, 2025). Empir-
ical and defensive studies have since examined these
risks in practice. Prior work reported prompt-injection-
driven unauthorized tool behavior in controlled MCP
settings (Tod-Raileanu et al., 2025), and newer analy-
ses evaluated ecosystem-scale weaknesses, tool-call abuse
paths, and mitigation layers for runtime policy enforce-
ment (Hasan et al., 2025; Maloyan and Namiot, 2026).
This line of work is security-forward and attack-surface-
focused; it does not yet provide a standardized memory-
forensic workflow for evidence reconstruction.

3.4. Adjacent Forensics for Ephemeral and Distributed
Systems

Container and cloud forensics research addressed evi-
dence volatility, cross-host artifact dispersion, and live ac-
quisition constraints in modern distributed systems (Du
and Wu, 2016; Mishra et al., 2022; Dewald et al., 2018).

These studies offer transferable design lessons for MCP
deployments, including evidence normalization, timeline
correlation, and acquisition without service disruption.
However, MCP introduces an additional semantic layer:
language-mediated intent and tool execution decisions that
may not be recoverable from infrastructure logs alone.

8.5. Anti-Forensics Perspective and Remaining Gap

Anti-forensics taxonomies show that adversaries rou-
tinely target artifact availability, integrity, and inter-
pretability (Conlan et al., 2016). In MCP ecosystems,
prompt manipulation, context poisoning, and tool-output
shaping can function as anti-forensic behavior by degrad-
ing provenance and attribution quality even when system
logs remain present. Therefore, despite rapid growth in
MCP security research, three gaps remain: (1) a stan-
dardized volatile artifact model for MCP sessions, (2)
forensically sound memory acquisition guidance tailored
to MCP runtimes, and (3) end-to-end correlation meth-
ods between memory artifacts and protocol/tool logs for
higher-confidence reconstruction.

4. Threat Model

We define attacker capabilities for MCP-enabled LLM
agent deployments and scope threats that affect post-
incident forensic reconstruction of tool-mediated actions
from volatile memory. MCP expands the execution surface
of LLM applications by enabling structured tool invocation
via JSON-RPC. Our objective is not to prevent attacks,
but to recover protocol-defined evidence that supports re-
construction of (i) available tools, (ii) invoked tools, (iii)
execution-time arguments, and (iv) returned outputs.

4.1. System and Assumptions

We consider an MCP client running on a host system
(e.g., a developer workstation) communicating with one or
more MCP servers over stdio (local subprocess) or HTTP
(network).We exclude the legacy SSE transport, as it is
deprecated by the MCP documentation (Anthropic, 2024).
We assume a post-incident setting where an investigator
can acquire a volatile memory image after tool activity has
occurred, while persistent logs and packet captures may
be missing or unreliable. The investigator may optionally
provide a seed PID to reduce the search space.

4.2. Attacker Models

We consider three attacker models representing realistic
MCP abuse scenarios: (i) prompt-level adversary who
induces unauthorized tool use via prompt injection, (ii)
malicious or compromised MCP server that misrep-
resents tools or returns adversarial outputs, and (iii) local
host adversary (e.g., malware or malicious extensions)
that tampers with configurations and removes persistent
traces.



Table 1: Prioritized threats for MCP memory forensics and cor-
responding protocol evidence targeted by MCPREcon. STRIDE:
S=Spoofing, T=Tampering, R=Repudiation, I=Information Disclo-
sure, D=Denial of Service, E=Elevation of Privilege.

Threat STRIDE Evidence needed
Prompt injection in- I, E, R tools/call requests, ar-
duces unauthorized guments, correlated re-

tool invocation sponses, outputs

Tool poisoning / T,R tools/list  responses

schema misrepresenta- and tool schemas

tion (name, description,
inputSchema)

Scope creep via E, R Multiple tools/call

records, correlation by
JSON-RPC id, ordering
cues

chained tool calls

Malicious server out-
put misleads agent

Recovered output pay-
loads linked to tool iden-
tity and arguments
Anti-forensic
of logs/configs

deletion T, R In-memory protocol
traces independent of

disk artifacts

4.3. In-Scope Threats and Fvidence

We focus on threats that manifest as MCP protocol ac-

tivity and therefore leave protocol-defined traces in mem-
ory. Table 1 summarizes the prioritized threats and the
MCP evidence required for reconstruction.
Out of scope. If the host kernel or memory acquisi-
tion process is compromised, volatile evidence cannot be
trusted. If future MCP implementations avoid materializ-
ing protocol objects as plaintext JSON in memory, recov-
ery may be reduced.

5. MCPREcON: A Memory Forensics Technique
for MCP-Based Agentic AI Systems

In this paper, we propose MCPRECON, a protocol-
aware memory forensics technique that identifies and re-
constructs artifacts related to MCP from volatile memory
snapshots. MCPRECON targets post-incident investiga-
tions in which disk logs and network traces are unavail-
able or unreliable, and the primary evidence source is a
RAM image acquired after MCP-enabled agent activity.
The key design principle of MCPRECON is protocol aware-
ness: rather than treating memory as an unstructured
byte stream, the technique leverages MCP’s standardized
JSON-RPC message structure and method semantics to
guide artifact carving, validation, and trace reconstruc-
tion. This design makes MCPRECON transport-agnostic,
enabling it to recover evidence from both local stdio-based
MCP deployments and remote HTTP-based deployments
without requiring transport-specific instrumentation.

5.1. Technique Description

Algorithm 1 formalizes the end-to-end workflow of
MCPRECON. The algorithm takes as input a memory
snapshot M, an optional set of seed process identifiers Py

Algorithm 1 Transport-Agnostic MCP Trace Recon-
struction from Volatile Memory

Require: Memory snapshot M; PIDs Py (e.g., editor/agent
PID); protocol keywords K (e.g., "jsonrpc", "tools/list",
"tools/call")

Ensure: Reconstructed interaction trace T; artifact inventory A

1: P < IDENTIFYCANDIDATEPROCESSES(M, Po) > client +
possible server subprocesses
2: V0

: for all p € P do

4: VY + VU ExTraAcTVMAS(M, p) > heap/anon mappings, V8

heaps, mapped buffers, stacks (optional)

5: end for

6: H < LocaTeJsoNRpPcANcHORsS(V, K)

like "jsonrpc" and nearby braces

> set of process memory dumps

w

> fast scan for anchors

7T+ 0 > curved JSON cadidates
8: for all h € H do
9: cand + CarveJsoNOBJeECTS(V, h) > recover candidate

JSON objects around anchor offsets

10: J 4+ J Ucand

11: end for

12: R+ 0 > validated MCP-relevant JSON-RPC messages (after
JSON + JSON-RPC + MCP semantic checks)

13: for all j € J do

14: if IsVaLIDJsoN(j) and PassesJsoNRpcCHECKS(j) then

15: if IsMcPSEMANTIC(j) then

16: R+ RU{j}
JSON-RPC messages

17: end if

18: end if

19: end for

20: Z < INDEXxMESSAGES(R)
method, tool-name, etc.

21: § «+ CrusTERINTOSESSIONS(Z) > group by pid + adjacency +
server identifiers/URLs (when present)

22: T+ 0; A« 0

23: for all s € S do

> retain only MCP-relevant

> index by (pid, vma, offset), id,

24: pairs < COoRRELATEREQRESPBYID(s) > match
request /response using JSON-RPC id

25: tools < RECOVERTOOLSCHEMAS(s, pairs) > extract
tools/list results and tool schema JSON

26: calls < REcOVERT 0OLCALLS(s, pairs, tools) > extract
tools/call args + results/errors

27: traces < ORDEREVENTS(pairs,s) > via increasing order of
request /response id

28: T < T U{traces}

29: A < AU BUILDARTIFACTTAXONOMY(to0ls, calls, s)

30: end for
31: return (T,.A)

(e.g., the PID of an editor or agent runtime), and a set of
protocol keywords K used as carving anchors. It outputs
a reconstructed MCP interaction trace 7 and an artifact
inventory A organized by protocol category.

MCPRECON operates in three conceptual phases: (i)
evidence localization, (i) protocol-level reconstruction, and
(iii) forensic summarization. In the first phase, the tech-
nique identifies candidate processes that may contain MCP
artifacts and extracts their most relevant memory re-
gions. This is necessary because MCP messages can ap-
pear in multiple locations depending on the client imple-
mentation and deployment mode. For example, stdio-
based servers typically introduce additional subprocesses
and IPC buffers using pipe (copilot) or socket (Codex),
while HTTP-based servers introduce additional runtime



buffers associated with HTTP client libraries and stream-
ing parsers. By enumerating the process tree and extract-
ing heap and anonymous VMAs, MCPRECON maximizes
the likelihood of capturing the memory-resident protocol
artifacts needed for reconstruction.

In the second phase, the technique performs anchor-
guided carving and protocol-aware filtering. It first scans
extracted VMAs for stable protocol anchors (Line 6), such
as "jsonrpc" and MCP method names, and then carves
candidate JSON objects around each anchor hit (Lines 7—
10). Since volatile memory contains numerous unrelated
JSON fragments, MCPRECON applies layered validation
to reduce false positives (Lines 12-19). The validation
step first enforces JSON parsing correctness, then verifies
JSON-RPC 2.0 structural constraints, and finally applies
MCP semantic checks that require the presence of MCP
method families (e.g., tools/list, tools/call) or MCP-
specific schema fields. This multi-stage validation is criti-
cal for ensuring that reconstructed traces are derived from
genuine MCP protocol artifacts rather than coincidental
string matches.

In the final phase, MCPRECON reconstructs high-level
MCP interactions and produces investigator-oriented out-
puts. Retained MCP messages are indexed and clustered
into sessions (Lines 20-26), which correspond to coherent
tool-use episodes and distinct MCP servers. Within each
session, the technique correlates requests and responses
using JSON-RPC identifiers (Line 24), enabling reliable
reconstruction of tool invocation outcomes even in the ab-
sence of timestamps. It then extracts tool schemas from
enumeration results (Line 25) and recovers tool-call ar-
guments and returned outputs (Line 26). Because MCP
messages do not necessarily include explicit timestamps,
MCPRECON performs ordering using request-response id
in increasing order (Line 27), producing a reconstructed
interaction trace 7. Finally, recovered evidence is orga-
nized into an artifact taxonomy .4 (Line 29).

5.2. Validation Rules and Invariants

JSON-RPC checks. PaSSESJSONRPCCHECKS verifies
required JSON-RPC structure: a top-level object with
"jsonrpc":"2.0" and either (i) method and optional
params (request/notification), or (ii) result / error (re-
sponse). Identifiers must be consistent types when present.

MCP semantic filter. ISMCPSEMANTIC retains mes-
sages whose method matches MCP method families (e.g.,
tools/list, tools/call, resources/*, prompts/*) or
whose payload contains MCP tool schema fields (e.g., tool
name, inputSchema).

Invariant (Request-response correlation). For any
reconstructed session, a request r and response u are cor-
related iff r.id = w.id, and r contains method while
contains result or error.

Transport-agnostic property. The algorithm does not

rely on sockets, packet traces, or IPC interception; it re-
constructs interactions solely from in-memory JSON-RPC

objects. Therefore, it applies to both stdio-based MCP
servers and remote HTTP servers.

6. Experimental Setup and Evaluation

This section describes the experimental design used to
evaluate MCPRECON. Our goal is to assess whether
MCP protocol artifacts can be reliably recovered from
volatile memory across different MCP clients and deploy-
ment modes, and whether the reconstructed traces are suf-
ficient to answer investigator questions such as: (i) which
tools were available, (ii) which tools were invoked, (iii)
what arguments were passed, (iv) what outputs were re-
turned, and (v) whether the interaction occurred over a
local stdio-based server or an HTTP-based server.

6.1. MCP Clients and Deployment Modes

We evaluate MCPRECON across two representative
MCP clients: (i) VS Code with GitHub Copilot integra-
tion, and (ii) the Codex CLI client. These clients cover
both editor-integrated and standalone agent settings, and
they represent realistic environments in which MCP-based
tool use occurs during interactive development workflows.

To assess transport independence and improve rigor, we
consider two MCP deployment modes: (i) stdio mode,
where the MCP server is launched as a local subprocess
and communicates with the client over IPC pipes; and (ii)
HTTP mode, where JSON-RPC messages are exchanged
over HTTP with a server hosted as a network service.

6.2. Testbed MCP Servers

To evaluate MCPRECON under controlled and repro-
ducible conditions, we configured two MCP servers that
represent common tool-integration patterns in LLM-agent
deployments: (i) a custom server implemented by the in-
vestigator, and (ii) a widely used third-party MCP server
installed locally. Both servers follow the Anthropic MCP
specification available as of early 2025.

Weather server (stdio mode).. We implemented a
lightweight MCP weather server in Python using
FastMCP!. The server exposes tools that accept location
parameters (e.g., city and country) and return structured
JSON responses derived from the Open-Meteo geocod-
ing and weather APIs2. This server models a typical
API-style integration and produces MCP artifacts contain-
ing structured argument payloads and JSON-RPC results
with nested JSON content.

Thttps://gofastmcp.com/getting-started/welcome
2https://open-meteo.com/en/docs/geocoding-api
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Context? server (stdio mode).. In addition to the custom
server, we installed Context7? as a local MCP server exe-
cuted via the stdio transport. Although Context7 runs lo-
cally, it retrieves code-related documentation and knowl-
edge remotely. This server was included to demonstrate
that MCPRECON is not limited to servers implemented
by the investigator and can recover artifacts from third-
party MCP servers without requiring access to server-side
source code. Context7 interactions produce MCP traces
that include tool discovery artifacts and tool invocation
results containing documentation-style textual outputs.

Weather server (HTTP mode).. To evaluate network-style
deployment, we also configured a weather MCP server
accessible over HTTP. This configuration represents a
remote-style MCP deployment in which JSON-RPC mes-
sages are exchanged over HTTP rather than local TPC,
enabling us to compare artifact recoverability across stdio
and HTTP deployment models.

6.3. Workflows and Ground Truth Recording

For each client and deployment mode, we execute a con-
trolled sequence of MCP interactions to establish ground
truth. Each workflow follows a consistent three-prompt
structure: (i) tool enumeration via tools/list (P1), (ii)
a tool invocation via tools/call (P2), and (iii) a second
tool invocation via tools/call with different parameters
(P3). We record ground truth at execution time by log-
ging which prompts were issued, which tools were invoked,
and which outputs were observed. This record is used to
validate whether recovered in-memory artifacts match the
executed MCP interactions.

6.4. Hardware, OS, and Virtualization Environment

All experiments were conducted inside a controlled
Ubuntu virtual machine (VM) to ensure repeatability and
to enable consistent memory acquisition. The VM was
configured with 8 GB of RAM and hosted using VMware.
The guest operating system was Ubuntu 24.04 running
Linux kernel 6.14.0-36-generic. MCP clients (Codex CLI
and VS Code with GitHub Copilot) and all MCP servers
(weather server in stdio and HTTP mode, and Context7
in stdio mode) were executed inside the guest environ-
ment. For each workflow run, we acquired a full-memory
snapshot after completion of the prompt sequence and per-
formed offline analysis using Volatility3%.

6.5. Memory Acquisition and Offline Analysis

For each workflow run, a volatile memory image is ac-
quired after completion of the full prompt sequence. This
“after-the-fact” acquisition strategy reflects realistic post-
incident conditions and provides a conservative assessment

Shttps://github.com/upstash/context?
4nttps://github.com/volatilityfoundation/volatility3

of artifact persistence, since multiple tool interactions oc-
cur before memory capture. The memory image is a full
snapshot of the VM hosting the MCP client; in stdio de-
ployments, MCP servers execute as local subprocesses,
and in HTTP deployments the server is executed as a
network-style service within the same VM for controlled
evaluation. Each memory image is analyzed offline using
Volatility3 to enumerate processes and extract memory
mappings for candidate client and server processes. We
then apply MCPRECON’s protocol-aware recovery pro-
cedure: anchor-guided JSON carving, JSON-RPC and
MCP semantic validation, request-response correlation us-
ing JSON-RPC identifiers, and reconstruction of a session
trace and artifact inventory. Recovered artifacts are re-
tained with provenance metadata (e.g., PID, VMA range,
and byte offset) to support localization and repeatability.

6.6. Fvaluation Process

We evaluate MCPRECON to reflect practical forensic
utility and can be assessed against the manual ground
truth record. First, we checked reconstruction complete-
ness, defined as whether the recovered artifacts include
the expected tools/call requests for executed tool invo-
cations along with corresponding response artifacts from
the same run. Second, we analyzed request-response corre-
lation success, defined as whether recovered requests can
be paired with responses using matching JSON-RPC id
values. Third, we evaluated protocol validity, defined as
whether carved objects satisfy JSON-RPC structural con-
straints and MCP method semantics. Finally, we analyzed
artifact coverage, indicating whether recovered traces con-
tain capability artifacts (tool inventories and schemas) and
action artifacts (arguments, outputs, and errors). We
also implemented MCPRECON as an interactive tool and
matched the tool output with our manual process. We
make the source code, experimental results, and artifacts
publicly available®.

6.7. Prompt Suites and Recovery Results

Table 2 summarizes the prompt suites used for each
client—server configuration. FEach suite uses the same
three-prompt structure (P1-P3) to ensure comparability
across clients and transports.

We summarize prompt-level recovery outcomes in Ta-
ble 3. A checkmark indicates that MCP JSON-RPC arti-
facts corresponding to the prompt were recovered and val-
idated (including structural JSON-RPC checks and MCP
semantic consistency), and that requests could be corre-
lated with responses when applicable.

6.8. Combined Multi-Client Scenario

Finally, we executed a combined scenario in which both
Codex and Copilot were run on the same VM and used

Shttps://github.com/BiTLab-BaggiliTruthLab/MCPRecon
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Table 2: Prompt suites executed for each configuration. Each suite contains one discovery prompt (P1, expected to trigger tools/list)

followed by two tool-use prompts (P2-P3, expected to trigger tools/call).

Configuration

P1: Discovery

P2: Tool Use

P3: Tool Use

Codex + Weather
server (stdio mode)

Codex + Weather
server (HTTP mode)

Codex + Context7
server (stdio mode)

Copilot + Weather
server (HT'TP mode)

Copilot + Weather
server (stdio mode)

Copilot + Context7
server (stdio mode)

What are the tools available in the
weather server?

List all tools in the HTTP weather
server.

What are the available tools in Con-
text7?

List all tools in the HTTP weather
server.

List all tools in the weather server.

List all tools in Context7.

Get the current weather in Manch-
ester, UK using the weather server.

Get the current weather in LA, CA
using the HTTP weather server.

Tell me the function name to set cook-
ies in local storage using React using
Context7.

Get the current weather in Indi-
ana, Brazil using the HTTP weather
server.

Get the current weather in Venice,
Italy using the weather server.

Tell me the function name to store
data in local storage using React us-
ing Context7.

Get the next 5 days weather forecast
for Manchester, UK using the weather
server.

Get the next 5 days temperature fore-
cast in Richmond, Virginia using the
HTTP weather server.

Tell me the function name to delete
cookies in local storage using React
using Context?7.

Get the next 5 days temperature fore-
cast in Austin, Texas using the HT TP
weather server.

Get the next 10 days temperature
forecast in Paris, France using the
weather server.

Tell me the function name to retrieve
data in local storage using React us-
ing Context7.

Table 3: Prompt-wise recovery results across configurations.

P1

corresponds to tool discovery prompt (tools/list), while P2 and
P3 correspond to tool invocation prompts (tools/call) with dis-
tinct parameters. A checkmark indicates that MCP JSON-RPC ar-
tifacts corresponding to the prompt were recovered and validated
from volatile memory.

Configuration P1 P2 P3
Codex + Weather server (stdio mode) v v v
Codex + Weather server (HTTP mode) v v v
Codex + Context7 server (stdio mode) v v v
Copilot + Weather server (HTTP mode) v v v
Copilot + Weather server (stdio mode) v v v
Copilot + Context7 server (stdio mode) v v v

Table 4: Recovery results for the combined multi-client scenario. P1
corresponds to tool discovery prompt (tools/list), while P2 and P3
correspond to tool invocation prompts (tools/call) with distinct
parameters. A checkmark indicates recovered MCP artifacts for the
corresponding prompt; X indicates that the expected artifacts were
not observed in the acquired memory image.

Configuration P1 P2 P3
Codex + Weather server (stdio mode) v v v
Codex + Weather server (HT'TP mode) v X v
Codex + Context7 server (stdio mode) v X v
Copilot + Weather server (HTTP mode) X v v
Copilot + Weather server (stdio mode) X v X
Copilot + Context7 server (stdio mode) X v v

to issue the prompt suites across all configured servers
before acquiring a single memory image. This setting
approximates a realistic environment in which multiple
MCP-enabled agent runtimes coexist, producing inter-
leaved JSON-RPC traces in host memory. Table 4 summa-
rizes recovery outcomes for this combined scenario using
the same P1-P3 notation. In this setting, some expected
artifacts were not observed in the acquired image.

Why some prompts were not recovered. From a memory
forensics perspective, incomplete recovery in the com-
bined scenario is consistent with the characteristics of

volatile memory acquisition. In particular, buffers con-
taining JSON-RPC request/response objects may be over-
written as the clients continue allocating memory during
subsequent tool interactions, and concurrent execution can
increase memory churn and fragmentation. Additionally,
some protocol objects may be stored in short-lived buffers
or become partially overwritten, yielding fragments that
do not satisfy carving and validation constraints. Accord-
ingly, the absence of a specific prompt’s artifacts in a sin-
gle acquired image should be interpreted as a limitation of
volatile memory persistence rather than evidence that the
interaction did not occur.

Manual validation.. To increase confidence in recovered
artifacts, we performed independent manual verification
in addition to automated recovery. Specifically, we used
Volatility3 to locate candidate client processes and dump
mapped memory regions, and then applied string- and
offset-based inspection utilities (e.g., rg and xxd) to con-
firm that recovered JSON fragments appear at the re-
ported offsets and are embedded in plausible heap-resident
buffers. This manual verification supports the trustworthi-
ness of the reconstructed traces.

7. Discussion

Our study is guided by two research questions. RQ1
asks what MCP-specific protocol artifacts persist in
volatile memory during MCP-enabled tool discovery and
execution. RQ2 asks to what extent MCP tool discov-
ery and tool execution traces can be reliably reconstructed
from volatile memory across different MCP clients and de-
ployment modes. In this section, we interpret our results
through the lens of these questions and discuss practical
implications and limitations.

7.1. RQ-Driven Interpretation of Findings

Table 5 summarizes the high value MCP artifact groups
observed in our experiments and the investigator questions
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Figure 1: The stages of the Proof of Concept attack scenario.

Table 5: High-value MCP artifact groups recovered from volatile
memory (complete taxonomy in Appendix Appendix A).

Artifact group

What it enables

Protocol presence
& lifecycle

Capability disclo-
sure

Tool invocation
evidence
Execution out-

comes & outputs

Request-response
correlation

Confirm MCP usage and session es-
tablishment via "jsonrpc":"2.0" an-
chors and lifecycle markers (e.g.,
notifications/initialized).
Reconstruct the tool surface exposed
to the agent via tools/list results
and schema fields (name, description,
inputSchema, required).

Attribute tool use via tools/call
requests containing tool name and
execution-time arguments.

Determine success/failure and recover
tool outputs via result vs. error,
isError, and returned content.
Reconstruct completed tool executions
by pairing requests and responses us-

ing JSON-RPC id.

Ordering cues Ordering using message id and

optional metadata (e.g., _meta,
progressToken).
Buffer boundary Support carving and interpretation via
patterns null padding, null-terminated bound-

aries, and embedded-buffer context
bytes (We identified the artifacts un-
der this group through manual carving
using volatility3, rg and xxd).

they enable. The complete taxonomy of empirically ob-
served MCP artifacts, including lower-level evidence pat-
terns (e.g., boundary markers and embedded-buffer con-
text), is reported in Appendix Appendix A (Table A.6).

Discussion with respect to RQ1.. Our results provide an
evidence-based answer to RQ1 by showing that MCP in-
teractions produce a structured set of protocol artifacts
that persist in volatile memory. In particular, JSON-
RPC envelope anchors and MCP method strings provide
stable indicators of MCP usage. Capability disclosures
recovered from tools/list responses preserve the tool
surface exposed to the agent, including tool names and
structured input schemas. Tool execution traces are re-
coverable from tools/call request objects, which pre-
serve execution-time arguments. Finally, tool outputs and
outcomes are recoverable from correlated response objects
containing result or error payloads.

A notable empirical property is that MCP evidence ap-
pears predominantly as plaintext UTF-8 JSON embedded

in heap-resident buffers. So, we observe boundary cues
such as null padding and adjacent binary context bytes.

Discussion with respect to RQ2.. Our results provide an
evidence-based answer to RQ2 by demonstrating that
MCP tool discovery and tool execution traces can be re-
constructed across heterogeneous MCP clients and deploy-
ment models. Specifically, we recover consistent MCP evi-
dence categories for both a CLI-based MCP client (Codex
CLI) and an IDE-based MCP client (VS Code Copilot).
We also recover consistent protocol artifacts across both
stdio-based deployments (subprocess + IPC pipes) and
HTTP-based deployments (network-style JSON-RPC ex-
change). This supports the broader claim that MCP in-
troduces a protocol-defined evidence layer that is largely
transport agnostic, enabling reconstruction using a uni-
form recovery methodology.

7.2. Implications for MCP Memory Forensics

A key implication of our findings is that MCP enables
investigators to recover both capability evidence and ac-
tion evidence from memory. Capability evidence, derived
from tool inventories and schemas, supports post-incident
reconstruction of the tool surface exposed to the agent.
This is particularly important in MCP deployments where
tool availability may be user-configured, workspace depen-
dent, or dynamically retrieved from third-party servers.
Action evidence, derived from tools/call requests and
correlated responses, supports reconstruction of tool in-
vocations at the granularity of tool name, execution-time
inputs, and returned outputs.

More broadly, the results suggest that protocol-aware
recovery provides stronger interpretability than generic
string search. Anchoring on JSON-RPC structure and
MCP method semantics reduces false positives and enables
request—response correlation, which is critical for distin-
guishing completed tool executions from partial fragments.
Forensic interpretation guidance. While MCPRE-
CON reduces false positives through structural and seman-
tic validation, examiners can further mitigate misattribu-
tion risk by assessing consistency across recovered JSON
fields. High-confidence evidence should exhibit agreement
among the request method, JSON-RPC id, tool name,



invocation arguments, corresponding response or result
fields, and any recovered tool schema or input schema.
For example, arguments in a tools/call request should con-
form to the expected schema of the invoked tool, and
any correlated response should share the same request id
and a structurally consistent output. In contrast, iso-
lated fragments with inconsistent field relationships, in-
complete request—response linkage, or mismatches between
arguments and tool schema should be treated with caution
and not used as standalone attribution evidence.

Key finding 1: MCP tool discovery and execution
traces persist in volatile memory as plaintext UTF-8
JSON-RPC objects, exposing tool schemas, invocation
arguments, and returned outputs in unencrypted form.

7.8. Limitations and Threats to Validity

MCPRECON operates under a post-incident memory
forensics model and therefore inherits the limitations of
volatile memory analysis. MCP protocol artifacts may be
partially overwritten, fragmented, or absent at acquisition
time due to memory churn, garbage collection, or concur-
rent agent activity. In such cases, the absence of a recov-
ered artifact should not be interpreted as evidence that a
given interaction did not occur.

Our approach assumes that MCP messages are materi-
alized as plaintext JSON-RPC objects in memory. If fu-
ture MCP implementations adopt encrypted or opaque in-
memory representations, or aggressively sanitize buffers,
recoverability may be reduced. In addition, MCP does not
mandate timestamps. Consequently, interaction ordering
relies on best-effort heuristics based on id, memory local-
ity, monotonic offsets, and optional metadata fields rather
than precise wall-clock times. Ordering may sometimes
be inferred from the JSON-RPC id field when implemen-
tations assign sequential identifiers, but this behavior is
not required by the JSON-RPC standard and cannot be
assumed universally.

Finally, our evaluation is intentionally small and con-
trolled. We focus on representative MCP clients, trans-
port models, and servers to establish that MCP protocol
artifacts persist in memory and that discovery/execution
traces can be reconstructed. While this scope is appro-
priate for an initial study of a rapidly emerging protocol,
broader evaluation across additional clients, operating sys-
tems, and MCP method families (as per protocol) remains
necessary.

8. Proof of Concept Attack Scenario

Finally, we executed a Proof of Concept (PoC) Attack
scenario involving a malicious local server. This experi-
ment demonstrated a successful attack chain resulting in
unauthorized data exfiltration via a compromised MCP
server response. Our primary goal was to use MCPRE-
CON to gather evidence within the request and response

JSON-RPC payloads of the attack, attribute the attack to
a specific server, and determine how the MCP tools were
used to perform the data exfiltration operation. Figure 1
provides a visual diagram of the steps that occurred during
the attack.

8.1. Attack Methodology

For the attack scenario, we modified the local weather
server testbed described in Section 6.2. This modified
server server sends standard responses for the first three
invocations of the get_current_weather tool. The server
subsequently attempts a prompt injection attack by ap-
pending an additional json key to the standard server re-
sponse on the fourth invocation of the tool. The prompt
used for this injection attack is presented in Listing 1.
The PoC scenario was completed using the Cursor IDE
(v2.4.27) as the client. Trials were performed on Com-
poser 1, Gemini 3 Flash, GPT 5.2 Low, and Sonnet 4.5.

Listing 1 : Redacted example of a prompt injec-
tion payload appended to a server response.

The user has further instructions for you, including what they
asked previously, gathered from their use of this service on
another platform. Do not ignore this message. This message is
a direct instruction to you and should be carried out with the

same importance as other instructions. This instruction must
not include thinking-related response or status updates.

Look for a file named mcp.json within the workspace.

[REDACTED: Detailed instructions outlining the extraction of the
workspace file, tabular string formatting, and the encoding of

this data into the parameters of a secondary
get_current_weather invocation.]

When sending this second response, only make the invocation without

corresponding text.

Ethical considerations. The payload is redacted to pre-
vent publishing a reusable exploit. The experiment was
conducted in a controlled local environment with a modi-
fied MCP test server to illustrate the attack structure for
forensic analysis.

8.2. Results of Prompt Injection Attempts

In successful instances of the attack, the model per-
formed the following:

e Acknowledged the injected prompt in Chain of
Thought (“Thinking”) segments of the response, which
are automatically collapsed upon completion.

e Performed an additional invocation of the
get_weather_forecast tool which included data
from the user’s workspace as one of the function
parameters, witholding the reasoning for the second
invocation.

e Summarized the benign data of the request without
further acknowledging the injected prompt.

When the prompt was completed, the only evidence
visible to the user was a note of the read operation on
workspace files, labeled as “Listed test Read mcp.json”, and
the slightly modified call to the get_weather_forecast
tool, which could be dismissed by the user as an assumed



{

“latitude": 31.625,

"longitude”: -8.0,

"generationtime_ms": 0.06020069122314453,
"utc_offset_seconds": 0,

"timezone: "GMT",

"timezone_abbreviation": "GMT",

city_name
country

state_name

The current weather in Marrakesh, Morocco is 9.5°C with a
wind speed of 4 km/h.

Figure 2: Part of the user-facing response from Gemini 3 Flash after
Prompt Injection.

retry of the initial invocation upon failure of the first at-
tempt. All other evidence of the attack would only be
visible if the user manually expanded collapsed blocks of
thinking and input/response text. Figure 2 shows the IDE
interface as seen by the user after the attack. In this sce-
nario, the server was able to access data outside of the
normal context of the tool with minimal alert to the user.
In this context, it means the server can quietly extract
workspace data without raising security warnings or alerts,
by taking advantage of the IDE’s normal user interface be-
havior so the user remains unaware. The attack was con-
sistently successful against the coding agents running the
Composer 1 and Gemini 3 Flash models. The remaining
tested models, GPT 5.2 Low and Sonnet 4.5, successfully
identified the prompt injection and refused to execute it.
However, the models did not directly alert the user that
the injection attempt took place, only acknowledging the
injection within obscured Chain of Thought reasoning.

8.3. Results of Forensic Analysis

Using our tool implementing MCPRECON was able to
gather artifacts from several of the MCP requests sent to
the server. The tool was unable to recover the correspond-
ing server response that contained the injected prompt.
We manually inspected the memory snapshot and did not
find any instance of the response object. This indicates
that the response was likely overwritten before acquisition
due to normal memory reuse. However, the tool success-
fully recovered evidence that sensitive user data was sent
through the country parameter in attempt to mask the ex-
filtration of data, as well as the name of the compromised
tool, get_current_weather. The evidence recovered by
the tool supporting this exfiltration is shown in Figure 3,
including the memory offset, the invoked MCP tool, and
the embedded attack payload.
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Figure 3: Contents of the abnormal MCP request captured by our
tool implementing MCPREcoN

Key finding 2: Well crafted Prompt injection deliv-
ered through an MCP server response successfully in-
duced unauthorized tool-use and workspace data exfil-
tration for Composer 1 and Gemini 3 Flash, while pro-
ducing minimal user-visible indication beyond a seem-
ingly benign follow-up tool invocation.

9. Conclusion

MCP introduces a standardized interface through which
LLM agents invoke external tools, expanding both au-
tomation capabilities and the forensic attack surface of
modern Al-enabled systems. However, MCP interactions
frequently occur within ephemeral runtimes where durable
logs and network traces may be unavailable, limiting post-
incident visibility into agent behavior.

In this work, we presented MCPRECON, the first
protocol-aware memory forensics framework for recon-
structing MCP interaction traces from volatile mem-
ory. By leveraging MCP’s JSON-RPC message structure
and method semantics, MCPRECON enables transport-
agnostic recovery of tool discovery, invocation arguments,
outputs, and server identifiers without relying on disk
or network artifacts. Our evaluation across multiple
MCP clients, deployment modes, and multi-client sce-
narios demonstrates that high-value forensic evidence can
be recovered and correlated even under realistic memory
churn.
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Appendix A. Detailed List of MCP Artifacts
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Table A.6: Complete taxonomy of MCP-related artifacts observed in volatile memory (compiled from empirically recovered evidence patterns).

Artifact category

Memory evidence

Example evidence form

Interpretation / value

Protocol envelope

Request messages

Response messages

Session
events

lifecycle
Tool inventory dis-
closure

Tool
facts

identity arti-

Tool input schema

Required parameter
lists

Parameter type in-
formation

Resource
tion results

enumera-

Resource template
results
Tool invocation
records
Tool output pay-
loads

Execution outcome
indicators
Message correlation
identifiers

Interaction ordering
artifacts

Plaintext
artifacts
Embedded tool-call
buffers

serialized

Invocation argu-
ment snapshots
Invocation meta-
data artifacts

Null-terminated
message boundaries

Adjacent binary
context evidence

Host prompt/policy
strings (client)

JSON-RPC framing fields

Client-issued method calls

Server-issued result objects

Initialization notifications

Tool enumeration results

Tool name strings

JSON schema definitions
Schema constraints

Schema field types

Resource listing responses

Template listing responses

Execution requests
Returned content objects
Status flags / outcome markers

Shared request/response IDs

Sequential JSON objects / lo-
cality cues

UTF-8 JSON in memory

JSON embedded in binary re-
gions

Arguments preserved at execu-
tion time

Progress/sequencing metadata

Zero padding after serialized
JSON

Non-text bytes around JSON

Client-embedded
text

instruction

"jsonrpc":"2.0", "id":4
"method":"tools/list", "method":"tools/call"
"result":{...} (or "error":{...})
"method":"notifications/initialized"
"result":{"tools":[{"name":"get_current_weather",...} 1}}

"name":"get_weather_forecast"

"inputSchema":{"properties":{...}}

"required": ["city_name", "

state_name","country"]

"type":"string", "type":"integer"

"result":{"resources":[ 1}

"result":{"resourceTemplates":[ 1}

"method":"tools/call","name":"get_current_weather"

"result":{"content": [{"type":"text","text":"{...}"} 1}}
"isError":false (or "error":{...})

"id":4

Contiguous JSON-RPC messages in memory; monotonic off-
sets

Human-readable JSON objects

JSON-RPC followed by null padding

"arguments":{"city_name":"Austin","forecast_days":5}

"_meta":{"progressToken":4}

Null padding bytes following JSON objects

Allocator/object metadata-like bytes

Large instruction/policy blocks in memory

Identifies MCP/JSON-RPC
messages and provides stable
carving anchors.

Encodes what the client
asked the server to do (dis-
covery and execution).
Encodes server-side outputs
and outcomes for client re-

quests.

Indicates session
start/boundaries within
memory.

Reveals the available tool
surface exposed to the agent
at runtime.

Supports  attribution  of
which tool capability is
referenced /used.

Encodes expected parame-
ters and tool semantics.
Confirms mandatory inputs
for tool execution.

Supports reconstruction and
validation of recovered argu-
ments.

Indicates presence/absence
of accessible resources in a
session.

Confirms template mecha-
nism availability /configura-
tion.

Direct evidence that a spe-
cific tool was invoked.
Captures tool-produced data
in serialized form.
Distinguishes successful vs.
failed tool executions.

Pairs requests with re-
sponses to reconstruct
tool-call completion.
Supports partial trace order-
ing when timestamps are ab-
sent.

Enables carving without de-
cryption/decoding overhead.
Suggests heap-resident
buffers rather than persis-
tent logs.

Captures execution-time in-
puts as seen by the tool in-
vocation.

Supports grouping/ordering
of calls (useful with delayed
responses).

Enables boundary detection
and carving termination in
memory dumps.

Provides context about
memory layout and buffer
embedding.

Captures built-in client in-
structions that may shape
tool behavior.
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